OEJIEPAJIBHOE ATEHTCTBO XEJIE3HOJJOPOXKHOI'O TPAHCIIOPTA

denepanbHOE TOCYAAPCTBEHHOE OFOKETHOE 00Pa30BaTENbHOE YUPEKIACHUE
BbICLIEr0 00pa30BaHuUs
«MpKyTCKH TOCYAapCTBEHHBIH YHUBEPCUTET MTyTEH COOOIICHUS»
(®I'bOY BO UpI'VIIC)

YTBEPXJIEHA
MIPUKA30M peKTOpa
or «31» mag 2024 r. Ne 425-1

b1.0.54 MeToab! 1 cpeacTBa KPUNTOrPpaQpuueCKOU 3alUThI
uH(popMauu

paboyas mporpamma JUCIHUIIINHBI
CrenmansHocTh/HanpaBinenue moaroroBkn — 10.05.03  Mudopmammonnas — 6e300acHOCTb
ABTOMATU3UPOBAHHBIX CHCTEM
Crennanm3anus/mpoduis — be30macHoCTh OTKPBITBIX HHPOPMAITMOHHBIX CUCTEM
KBanu¢ukanus BeimyckHiKa — ClIeUAINCT 110 3auTe HHGOpMaIu
®opma u cpok 00yueHus — ouHas ¢popma S aet, 6 MecsleB
Kadenpa-pazpadboTunk nporpammsl — MHGOpMaIOHHbIE CHCTEMBI U 3aIIUTa HH(MOPMAITUH

OO1mas TpyI0eMKOCTh B 3.¢. — 5 DopMbI IPOMEKYTOYHON ATTECTALUH
Yacos mo yaeoHOMY tany (YII) — 180 ouHas popma oOydeHU:
9K3aMeH 7 ceMecTp, KypcoBasi paboTa 7 cemecTp

Ounasi ¢popma o0yuyeHUst Pacnpenesienne 4acoB JHCHUIIJIMHBI II0 CEMeCTPaM
Cemectp 7 Hroro
Bup 3ansaruit Yacos no YII Yacos no YII

AyauTOopHasi KOHTAKTHasl

padoTa no BMAAM y4eOHbIX 85 85

3aHATHIH/

B T.4. B popme ITIT*

— JICKITUH 34 34

— TIIpaKTHYECKUe (CEMUHAPCKUE) 34 34

— n1abopaTopHBIE 17 17

CamocrosiTesqibHasi pagoTa 59 59

JK3aMeH 36 36
Hroro 180 180

HNPKYTCK

ONEeKTPOHHbIV AOKYMEHT BbirpyxeH n3 EMC ®IrbOY BO Upl'YTC n cooTBeTCTBYET OpUrnHany

Mopnucant ®re0Y BO UplYTC Tpodumos HO.A. ,Cll _
00920FD815CEB8F8C4CA795540563D259C c 07.02.2024 05:46 no 02.05.2025 05:46 GMT+03:00

Moanuce cooTBeTCTBYET (harny AOKYMEHTa I/IPI'V r\c




PabGouast mporpamma IUCHUIUIMHBI pa3paboTaHa B COOTBETCTBUU C (eaepalbHBIM
rOCYy/IapCTBEHHBIM 00pa30BaTeNbHBIM CTAHAAPTOM BBICHIETO OOpa30BaHUS — CHEIUAIUTET IO
crenuansHocTd  10.05.03 HWHudopmanmonHas 0e30MacHOCTh aBTOMATH3MPOBAHHBIX  CHCTEM
yrBepkaeHHbIM [Iprkazom MunoopHayku Poccun ot o1 26.11.2020 Ne 1457.

[Mporpammy coctaBui(u):
I.T.H., ipodeccop, mpodeccop, KO.M. Kpakosckuit

Pabouas mporpamma paccMOTpeHa U 0100peHa Ui UCIOIB30BaHUS B yUeOHOM IMpoliecce Ha

3acenanuu kadenpsl «MHDOpMaLIMOHHBIE CHCTEMBI U 3aIIUTa HHPOPMAIIH, IPOTOKOI OT «21» Mas
2024 . Ne 11

3aB. kaenpoi, K. 3. H, IOLEHT T.K. Kupumiona



1 IIEJIA Y 3AJAYM JUCHUTIINHBI

1.1 Heau TUCUMIITAHBI

¢dopmupoBaHre y OOYYAIONIMXCSH BaXXKHEHIIMX NPENCTaBICHUH O COBPEMEHHBIX METONaX 3allUTh
WHPOPMALINH, BKIIOYAst KPUNTOTPaQUIECKYIO 3aIIUTY

2 (hopMupoOBaHHE KOMITETCHITUH B 00JaCTH MOJIETICH U METOJIOB 3alIUThI HHGOPMAIIUU
1.2 3agaum JMCHUIIHHBI

U3YYCHHE TEOPETHYCCKHX OCHOB M IIPHOOPETCHNE NMPAKTHYESCKIX HABBIKOB 110 CO3/IaHUIO ¥ MCIIOJIB30BaHUIO
1 COBPEMEHHBIX  CPEACTB KpHITOTpadUuecKkod 3amuThl HHPOPMAIMA C y4eToM TpeOoBaHWI
WHPOPMAIMOHHON 6€30MaCHOCTH

OCBOUTH COBPEMCHHBIC KpHUNTOrpad)UuecKue METOABI 3alMThl HHGOPMAIMH, OOCCICUHBAIOIINX €€
[EJIOCTHOCTh M KOHPHUICHIIHATBHOCTh

1.3 I_le.m, BOCIIMTAHHUSA U 3a1a4YU BOCIIHUTATEJIbHOM paﬁon B paMKax JUCHUIIIMHBI

[IpodeccrnoHanbHO-TPYIOBOE BOCTIHTAHNE 00yUJaOIINXCs

Ienp npodeccHoHaNIBFHO-TPYIOBOTO BOCIUTAHKS — (POPMHUPOBAHUE Y OOYUAIOLINXCS OCO3HAHHOM MPOdeCcCHOHANTBHOM
OpHEHTALINK, TOHUMAHUSI OOLISCTBEHHOrO CMBICIA TPYAa M 3HAYUMOCTH €ro sl ceds JIMYHO, OTBETCTBEHHOTO,
CO3HATEJIBHOIO M TBOPYECKOIO OTHOLICHUS K OyAylIeH HesTenbHOCTH, MPOPEeCCHOHAIBHONW 3THKH, CIOCOOHOCTH
MpEeABUACTh W3MEHEHHS, KOTOPbIe MOTYT BO3HHKHYTh B MPO(ECCHOHANBLHON NEATeNIbHOCTH, U YMEHHIO paboTaTh B
HN3MEHEHHBIX, BHOBb CO3/IaHHBIX YCIOBUSIX TPY/A.

Lenp qocTHraeTes MO MEpe PEIIeHUs B €AMHCTBE CICAYIOIINX 3a/1a4:

— (popMuUpOBaHKE CO3HATEIHLHOTO OTHOIICHHS K BRIOpaHHOI Ipodeccuu;

— BOCIHUTAaHUE YECTH, TOPAOCTH, JIIOOBH K MpPO(eccHu, CO3HATEIbHOrO OTHOIIECHHS K Npo(eccCHOHANBHOMY IOMrY,
MMOHUMAEMOMY KaK JIMYHAst OTBETCTBCHHOCTh M 00S3aHHOCTb;

— (popmupoBaHKE NCHX0JIOTUH NpodeccroHana;

— (opmupoBanue MpoeCCHOHATBHOMN KYIBTYPBI, 3ITUKU MPOPECCHOHATEHOTO OOIICHUS;

— (hhopMHUpPOBAHUE COIUATTLHON KOMIICTCHTHOCTH U JIPYTHE 33[1auH, CBSI3aHHBIC ¢ UMUKEM MPO(ECCHH U aBTOPHUTECTOM
TPaHCIIOPTHOM OTpaciu

2 MECTO JMCIIMIIVIMHBI B CTPYKTYPE OIIOII

brox/gacte OIIOII ‘ brnok 1. luctuniunst / O0s13aTenbHast 4acTh

2.1 IncuMnJiMHbI ¥ IPAKTUKH, HA KOTOPBIX OCHOBBIBAETCSl H3yYeHHEe JAHHOM M CHMIIIMHbI

[EEN

b1.0.34 JlokyMeHTOBeIeHUE

N

b51.0.36 Cetu u cucTeMsl nepenauu HHGpoOpMauu

w

b1.0.37 3amura nHbOpMAIHY OT YTEUKH O TEXHIYSCKUM KaHAJIaM

2.2 I[HCIII/IHJ'[I/IHLI U NMPAKTHKH, VISl KOTOPbIX U3YyYCHUE JTAHHON M CHMIIJIMHDBI
HeOﬁXOHﬂMO KaK npeamecTByruiee

b51.0.39 IporpamMHo-arnapaTHble CpeACTBa 3aIUThl HHOPMAIUU

b1.0.43 Kpunrorpadudeckre MpOTOKOIBI H CTAHIAPTHI

b1.0.45 BupryanbHble YacTHBIE CETH

b1.0.60 3ammra nHbDOpMAIK OT HECAHKIIMOHUPOBAHHOTO JJOCTYTIA

G WN -

Bb3.01(1) [ToaroroBka K mpoueAype 3alXThl BBITYCKHOH KBATH(UKAIIHOHHON paboTHI

3 IIVTAHUPYEMBIE PE3YJbTATBIOBYYEHUSA 11O JUCIUAIIJIMHE,
COOTHECEHHBIE C TPEBOBAHUSMMU K PE3YJIBTATAM OCBOEHUA
OBPA3OBATEJIbHOM ITPOT'PAMMBI

KOI[ 1 HAUMECHOBAaHUE¢
HHAUKATOPA JOCTUKECHUSA
KOMIICTCHIIUH

Kon n
HANMMEHOBaHHe
KOMIIETEHIHH

Ilnanupyemble pe3yJbTaThl 00yUYeHHs

OIIK-10.1 3naer cpenctBa 3HaTh: Cpe/icTBa KpunTorpaduueckoi 3auThl HHGOPMaUK

KpUnTorpapuaeckoi u
TEXHUYCCKOMN 3aIUThI

YMeTh: 0JIb30BaThCSI METOIAMH KpUIITOTpadUuecKoit
3aIIUThl HHPOPMAIUU

nHGOPMALINH TSI PEIICHHS

OIIK-10 Cnocoben 3a/1a4 IpO(ECCHOHATHHOM

BHaHeTBZ HaBbIKaMH MCIIOJIb30BaHUSA METOAOB U CPEACTB

HCII0JIb30BaTh K31
CHoNb30Ba JIeSITeITPHOCTH
cpezcTBa
pen b .. | OIIK-10.2 Ymeer npumMeHsiTh | 3HAaTh: METO/IbI 3ALIUTHI JJIEKTPOHHOTO JOKYMEHT0000pOTa
KpUIITOTpa(PUICCKOHU
35 p JIOBEPCHHOE XpaHCHHE, YMeTh: OJIh30BaTHCS HATMOHAIBHBIMU CTaHAAPTAMHU
ITATHI

3alIUTYy KaHAJIOB CBA3U U 3alIUTBI SJICKTPOHHOT'O IlOKyMCHTOO60pOTa

nHGOPMALINH TIPH

elme M 3321 3NEKTPOHHOT O Biiagers: HaBBIKAMH 3aITUTH HHPOPMALIUU OT
P . | IOKyMEeHTO000OopoTa HECAHKLIIMOHUPOBAHHOI'O IOCTyIa
poeCCHOHATBHOM
OIIK-10.3 NmeeT HaBBIKH 3HAaTh: METO/IBI 3AIIUTHI OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA
JeSITeNbHOCTU

paboTHI C AIrOpUTMaMH
KpuitTorpaguieckoro
mpeobpa3oBaHus HHPOPMATHN
" MPCAHA3HAYCHHBIC JUIA

npu 06paboTke nHpopMaIHH

YMeTh: 00BSICHUTE 0COOCHHOCTH (YHKIIMOHUPOBAHUS
AITOPUTMOB KPUOTOTPaQHIECKOro mpeoOpa3oBaHus

BiageTs: HaBBIKaMU MOJB30BaHUA TeXHOJa0ruu D11




3aIUThl HHPOPMAIIHH TTPH
nepeaye mo KaHajaaM CBSI3U U
JUTSL 3aLIUTH HHPOPMAIMU OT
HECAHKIIMOHUPOBAHHOTO
JI0CTyIIa IpH ee 00paboTke 1
XpaHCHUU

4 CTPYKTYPA U COAEPXAHUE JUCHUIIVIMHBI

Ounas ¢popma *Kon
Yacsl HHIHKATOpa
Kon HaumeHoBaHHe pa3/1e/10B, TEM M BH/10B PadoT Cemect OCTHAACHMST
Pl Jlex | TIp | JlaG6 | CP
KOMIIETEeHIIMH

1.0 | Paznen 1. Kpunrtorpaduyeckme MeTOAbI 3aIIUTHI

nHpopmanun Ha OCHOBE CHMMeTPHYHBIX
KPHUITOCHCTEM.

2.0 | Paspen 2. Kpunrorpadpuueckue MeToABbI 3aUIUTHI
nHpopmanun Ha OCHOBE ABYXKJIIOYEBBIX
KPHUIITOCHCTEM.

3.0 | Pazgen 3. Kpunrorpadpuyeckue MeTOAbI 3aIHUTHI
3JIEKTPOHHOT0 IOKYMEHT0000pOTA.

Htoro gacos (6e3 yuéTa 4acoB Ha MPOMEKYTOUHYIO

34 34 17 59
aTTECTAINIO)

5 ®OH/] OLIEHOYHBIX CPEJICTB JJIsl IPOBEJEHUS }
TEKYIIETO KOHTPO.JIS YCIEBAEMOCTH M IMTPOMEKYTOYHOM
ATTECTALIMM OBYYAIOIUXCS MO JUCHMUIIINHE

@oHJ OIIEHOYHBIX CPEACTB VIS IPOBEICHMS TEKYIIEr0 KOHTPOJIS YCIIEBAEMOCTH M IPOMEKYTOTHON aTTeCTallnu
TI0 AUCUHIUTNHE 0(OpMIICH B BHIE NpruoxkeHust Ne 1 k pabodeit mporpaMme AUCIMIUIMHBI M pa3MEIIECH B 3IEKTPOHHON
nH(popMannoHHO-00pa30BaTeNbHOM cpenie Y HUBEPCUTETa, JOCTYITHOW 00yYaloIeMycsl Yepe3 ero JMIHbINH KaOuHeT

6 YYEBHO-METOJAUYECKOE U UH®OPMALIMOHHOE OBECHEUEHUE
JUCHMIIAHBI

6.1 YueOHas auTeparypa

6.1.1 OcHoBHas JuTEpPaTYpa

Komn-Bo 3Kk3.
bubnunorpaduueckoe onucanue B 6ubnmorexe/
OHJIANH

Byrun, A. A. MeTomp! u cpecTBa 3alIUTH HHPOPMAIIUH OT
HECAHKIIMOHMPOBAHHOTO 0cTyma. [IporpaMMHO-anmapaTHeIA ypOBEHb : yueb.
noco6ue 1o nucruiuinHaM "lIporpaMmmMHo-anmapaTHble cpeacTBa 00ecneueHUs
6.1.1.1 uHpopMannoHHo# 6e3omacHocT” u "TIporpaMMHO-anmapaTHbIe CPSACTBA 3AIUTHI 43
undopmanuun" / A. A. bytun ; @eznep. areHTCTBO XK.-A. TpaHc., MpKyT. roc. yH-T

nyteit coobur. — Upkyrck : UpI'VIIC, 2015. — 95 ¢. — TekcT :
HENOCPEACTBEHHBII.

Kpaxkosckuii, FO. M. MeTobl 1 cpezicTBa 3aIuThl HHGOpMaIwu : yaeOHoe mocodue
auist By30B / FO. M. Kpakosckuii. — Cankr-IlerepOypr : Jlans, 2024. — 272 ¢. —

6.112 URL: https://e.lanbook.com/book/385979 (nata oopamenus: 15.04.2024). — Tekcr Onnaiin
: DJIEKTPOHHBIN.
6.1.2 JlonoJHUTEJbHAs JIUTEPATYypa
Kon-Bo 3k3.
bubnuorpaduueckoe onmcanue B Onubnmoreke/
OHJAWH
[Mapmms, K. A. MeToas! # cpencTBa MPOSKTHPOBAHNS HH(POPMAIIIOHHBIX CUCTEM H
TEXHOJIOTHH : y4eOHO-MeToIMuecKoe ocodue /1yt GakanaBpoB HAIPaBICHUS
noarotoBku 09.03.02 — «uHbOpMAIMOHHBIE CUCTEMBI U TexHomorum» u 10.03.01 — »
6.1.2.1 Omnnaitn
«uHpOpManoHHas 6e30macHoCTh) Beex hopm obyuenus / K. A. [MapmmnH. —
ExarepunOypr : [6.1.], 2018. — 129 c. — URL: https://e.lanbook.com/book/121337
(nata obpamenus: 15.04.2024). — TekcT : 371€KTPOHHBIH.
Kpaxosckuii, FO. M. Metons! 3amutsl nadopmanny : yaedHoe nocodbue / H0. M.
6.1.2.2 KpaxoBckuii. — 3-e u3z., nepepad. — Canxr-IlerepOypr : Jlans, 2021. — 236 ¢. — Omnaiis

URL: https://e.lanbook.com/book/156401 (nata obpamenus: 15.04.2024). — Tekct
: DNEKTPOHHBIIL.

6.1.3 YueOHO-MeTOAMYECKHE PAa3Pa0OTKH (B T. Y. VIS CAMOCTOSATEIbHOI padoThl 00y4YalOInXcs)




Kon-Bo 3K3.
bubaunorpaduueckoe onucanue B Oubimnorexe/
OHJIAHH

Kpakosckmii FO.M. Metonndeckne yka3aHus 10 H3ydeHnto auciuruuael 51.0.54
Mertopns! 1 cpencTBa Kpunrorpaduueckoi 3auThl HHGOPMALUH 110
cnennansHocTd 10.05.03 MHbOpManmonHas 6€300aCHOCTh aBTOMATH3UPOBAHHBIX

6.1.3.1 cUcTeM, Crieruanu3anys be3onacHoCTh OTKPBITHIX HHPOPMAIIMOHHBIX CUCTEM / Omnnaitn
F0.M. Kpaxosckutii ; UpI'VIIC. — Upkytck : UpI'YIIC, 2024. — 14 c. - Tekcr:
anekTpoHHsIit. - URL:
https://www.irgups.ru/eis/for_site/umkd_files/mu_47645 1529 2024 1 signed.pdf
6.2 Pecypchbl HHGOPMAIMOHHO-TeJIEKOMMYHHUKAIIMOHHOH ceTH « MHTepHET»
6.2.1 \ OnexTpoHHO-O0ubIMoTeuHas cucreMa «/3mxarenscTBo Jlanby, https://e.lanbook.com/
6.3 IIporpammHoe obecriedenne H HH(PpOPMALMOHHBIE CIIPABOYHbIE CHCTEMBI
6.3.1 ba3oBoe mporpaMMHoe odecrnevyeHne
6.3.1.1 Microsoft Windows Professional 10, rocymapctBeHHbIli KOHTpakT oT 20.07.2021 Ne
T 0334100010021000013-01
6.3.1.2 g/iicrosoft Office Russian 2010, rocynapcrBeHHsIi KoHTpakT ot 20.07.2021 Ne 0334100010021000013 -
6313 F_oxitReade_r, cBOOOIHO pacmpocTpansieMoe mporpaMMHoe obecnieuenue http:/free-software.com.ua/pdf-
o viewer/foxit-reader/
Adobe Acrobat Reader DC cBoOomHO pacmpocTpaHseMoe TIporpaMMHOe — oOecrieucHHe
6.3.1.4 . .
https://get.adobe.com/ru/reader/enterprise/
Sunexc. bpaysep. IlpukmagHoe mnporpamMmHOe obecniedyeHue oOmiero HasHaueHws, OducHbie
6.3.1.5 MIPUJIOKCHUS, JTUIICH3HS — CBOOOIHO PacpoCTpaHsIeMoe MporpaMMHOE odecrieueHue 1o uieH3uu BSD
License
6.3.2 CnenuaJau3upoBaHHOE NPOrpPaMMHoOe o0ecieyeHne
6321 MathCAD student 15.0 Academic License, Customer Number 434692, xontpakt ot 03.12.2012 Ne
T 0334100010012000148-0000756-01
6322 Python 3.9, c_Bo6011Ho pacmpocTpaHsieMoe MPOrpaMMHOE oOecrieucHue
o https://docs.python.org/3/license.html
6323 Dev-C++, cBoGogHas MHTETPUPOBAHHAS  Cpejia pa3paboTku _ npnnonfe}mﬁ JUId  SI3BIKOB
T nporpammupoBanust C/C++, https://code-live.ru/post/dev-cpp-free-cpp-ide-for-windows/
6.3.2.4 MatLab Classroom, R2015a, R2015b, korTpakt ot 09.07.2014 Ne 0334100010014000028-0000756-01.
MatLab Classroom, R2010a, R2010b, mmumensuss or 16.03.2011 Ne 689810, I'K Ne
6325 0334100010011000032-00000756-01. mporp.cpenctBo 3amutel or HCJ] Secret Net4.0, xiueHt
o ceps.6e3om.Secret Net 4.0, cepsep 6e3onmacaoctu C Secret Net4.0, cucrema pasrp.goctyna Dallas Lock
7.0
6.3.3 NHdopmanuoHHbIEe CIPABOYHBIE CHCTEMbI
6.3.3.1 ‘ He npenycmoTrpeHbl
6.4 IlpaBoBble M HOPMATHBHBIE JOKYMEHTbI
6.4.1 ‘ He npenycMoTpensl

7 OMACAHUE MATEPHAJILHO-TEXHUYECKOM BA3BI,
HEOBXOJUMOIi J151 OCYIIECTBJEHHUSI YYEBHOI'O IPOLIECCA
MO JUCHUILIMHE

Kopnyca A, b, B, I', I, E UpI'YIIC wnaxonstcs mo aapecy r. UpkyTck, yia. YepHsieBckoro, 1. 15;
kopmyc JI UpI'VIIC waxoautes — no aapecy r. UpkyTck, yi. JlepmonToBa, 1.80

YuebHas aymutopus J1-518 s mpoBeaeHHs IEKINOHHBIX U MPAKTUIECKUAX 3aHATHH, TaOOpaTOpHBIX padoT,
TPYIIOBBIX U HHAWBUIYyaIbHBIX KOHCYJIBTAINH, KYPCOBOTO IIPOSKTHPOBAHUS (BBITIOIHEHHS KYPCOBBIX
paboT), TeKyIIero KOHTPOJIS ¥ MIPOMEXYTOUHOH aTrecTanuu. OCHOBHOE 000py/I0BaHHE:
CHenHaTn3uPOBaHHasI MeOEeTh, MyJIbTUMEIUATIPOSKTOP, SKpaH, (HOyTOYK IIepeHOCHOIT)

YuebHas ayauropus JI-521 1uis mpoBeeHNs JIEKIIMOHHBIX M IPAKTHYECKUX 3aHSTHH, JJaOOpaTOpHBIX padoT,
TPYIIOBBIX U HHAWBUIYyaIbHBIX KOHCYJIbTAlMH, KyPCOBOTO IIPOSKTHPOBAHUS (BBITIOIHEHHS KYPCOBBIX
paboT), TeKyIIero KOHTPOJISA U MPOMEXYTOUHOH aTTecTaun OCHOBHOE 000pyJOBaHHE:!
CIelaIn3upoBaHHasi MeOelb,MyJIbTHMEINAIIPOECKTOP, IKpaH, (HOYyTOYK IepeHOCHOH)

Jlabopatopus /1-523 «MozenupoBaHue 1 pa3padoTKa IPOrPaMMHBIX CHCTEM H 3aINTa
nHpopmanum».«be30nacHoOCTh MPOrpaMMHO-ANIIAPATHBIX CPEACTB 3alIUTHl HHPOPMAIIMN» JUIS IPOBEACHUS
JIEKIMOHHBIX ¥ MPAKTHYECKNX 3aHATHH, JaDOpaTopHbIX paboT, IPYIIIOBBIX U HHAWBUIYaIbHBIX
KOHCYJIbTaIlMi{, KypCOBOT'O IIPOEKTHPOBAHNUS (BBIMOIHEHHS KypCOBBIX paboT), TEKYIET0 KOHTPOJIS 1
POMEXYTOUHOI aTTectanuy. OCHOBHOE 000py/I0BaHHE: ClIEHAIN3NPOBaHHas MeOeb,
MYJIBTUMEAHANPOEKTOP (TIEPEHOCHOH), SKpaH (IIEPEeHOCHOH ), KOMIBIOTEP U3MEPUTENb IIyMOB M BUOpaun
003-M3

HOMCIIIGHI/IH JIIsA CaMOCTOSTEIIbHOMI pa6OTI)I 06yqa}01111/1xc51 OCHalICHKBI KOMHBIOTepHOﬁ TGXHHKOﬁ,
HOHKHIO‘JCHHOﬁ K I/IH(l)OpMaIII/IOHHO-TGHGKOMMyHI/IKaIIHOHHOﬁ CETHU ((I/IHTCpHeT», 1 00€eCIeYeHbl JA0CTYIIOM B




3JIEKTPOHHYIO HH(pOopMarmoHHOo-00pa3zoBaTenbhyto cpexy Mpl YIIC. [Tomenienus 11 caMOCTOSTENbHON
paboThl 00yUarOIMXCSL:

— YHTAJbHBIC 3AITBI;

— y4eOHbIe 3abl BEIUUCIUTENBHON Texaukn A-401, A-509, A-513, A-516, [1-501, 1-503, 1-505, J1-507;
— IIOMEIIEHHS 1L XpaHeHHsI 1 NPo(UIIaKTHYECKOro 00CIyKUBaHHs yueOHOro odopynoBanus — A-521

8§ METOANYECKHUE YKA3AHUSA JJIAA OB YYAIOIIUXCA
1O OCBOEHMIO TN CIUMIIJIMHBI

Bun yue6HO#M
JIEATEIILHOCTH

Opraanzanus yaeOHOH IesSITeTbHOCTH 00y4Jaromerocs

Jlexnus

Jlekumst (ot matmHCKOTO «lection» — dYTeHHWE) — BHI ayJUTOPHBIX YYEOHBIX 3aHSITHH.
Jlexnus: 3axyafbpIBacT OCHOBBI HAY4YHBIX 3HAHMM B CHUCTEMAaTU3UPOBAHHOM, IIOCIIENOBATEIbHOM,
00001IeHHON (opMe; pacKphIBa€T COCTOSHHE W IEPCIEeKTUBBI Pa3BUTUSI COOTBETCTBYOLICH
o0nacTn HayKHM W TEXHHKH; KOHLECHTPHUPYET BHUMAHHE OOYdYarOIIUXCS Ha HanOoJiee CIIOKHBIX,
Y3JIOBBIX BOIIPOCAX; CTUMYJIUPYET TO3HABATEIbHYIO aKTUBHOCTH 00YJaOIINXCSI.

Bo Bpems NeKIMOHHBIX 3aHATHH OOYYAONIMICS IOKCH YMETh CKOHIIEHTPHUPOBATH
BHUMaHHE Ha HM3Y4acMbIX IPOOJIEMax W BKIIOYNTH B pabOTy BCe BHABI MAMSTH: CIIOBECHYIO,
00pa3HyI0 ¥ MOTOPHO-ABHUTraTeNbHY0. {711 3TOr0 BeCh MaTepHai, H3JaracéMblil IPEMoiaBaTeieM,
oOydJarormeMycsi HEO0OXOAMMO KOHCHEKTHpOBaTh. Ha MONAX KOHCIEKTa cIexyeT IOMedaTh
BOIPOCHI, BBIACICHHbIE OOYdYalOIMMCSl Ui KOHCYJIbTAallMM C IpernojasareiieM. BBIBOJIbI,
MOJyYeHHBIE B BUE POPMYJI, PEKOMEHIYyETCsl B KOHCIIEKTE TIOI4ePKUBAThH WIIK 00BOJUTH PAMKOM,
4yToOBl JIydllle 3alOMHHANUCH. [lOJIE3HO COCTAaBUTh KpaTKWil CIPAaBOYHMK, COZAEPIKaIHi
OIpe/eTICHUs] BaKHEUIINX MOHATHH Jekuuu. K KakIoMy 3aHATHIO ciieayeT pa3o0parh Marepual
npeablayied sekuuu. V3ydas martepuan mo y4eOHHMKY WM KOHCIIEKTY JIEKLHH, cieayer
MEPEXOANTH K CIEAYIONIEMY BONPOCY TOJIBKO B TOM CIydae, KOrja XOpOILIO YCBOEH MPEabL Iy
BOIIPOC. Psi11 BONPOCOB TUCIUIIIMHBI MOXKET OBITh BBIHECEH Ha CAMOCTOSTEIbHOE H3ydeHHe. Takoe
3a7aHue TpeOyeT ONepaTHBHOTO BHIMOJHEHHUS. B KOHCIIEKTe JIeKIMi HEOOXOJMMO OCTaBUTh MECTO
JUISL OCBEICHUS YIOMSHYTBIX BONpocoB. O003HAYMTH BONPOCHI, TEPMHUHBI, MaTepual, KOTOPbIH
BBI3BIBAET TPYAHOCTH, TOMETUTH U MOMBITAThCS HANTH OTBET B peKOMEHAYyeMOoH nuteparype. Eciu
CaMOCTOSTENILHO HE yaaeTcst pa3o0paThes B MaTepuaie, To Heo0XoanMo c(hopMyITHpOBaTh BOIIPOC
U 3aJaTh NIPENOIaBaTENI0 Ha KOHCYJIbTAllMH, HA IIPAKTHYECKOM 3aHATUU

IIpakTuueckoe
3aHATHC

[TpakTHyeckoe 3aHATHE — BUJ ayJUTOPHBIX yI€OHBIX 3aHATHI, IeJIeHaNpaBiIeHHas hopma
OpraHM3aliy y4eOHOTO mpolecca, IIPU pealn3alii KOTOPOoH 00ydarommecs Mo 3aaHUI0 U 10N
PYKOBOJCTBOM TpENOAABATENs BBINOJIHAIOT MpaKkTHdeckue 3anaHus. I[Ipakrudeckue 3amaHus
HampasJeHbl Ha YIiIyOleHHe HAYYHO-TEOPETHYECKHMX 3HAHWH W OBIIAJICHWE OIpPEIEIICHHBIMU
MeTOJaMH PaboTHI, B MPOIECCe KOTOPHIX BHIPAOATHIBAIOTCS YMEHHS M HABBIKH BBITIOJHEHUS TEX
WIN HMHBIX yueOHbIX JeWcTBHMM B naHHOW cdepe Hayku. [IpakThdeckue 3aHsATHS DPa3BUBAIOT
HayYHOE MBIIUIEHHE M Peub, MO3BOJISIOT NMPOBEPUTH 3HAHUSA OOYYAIOIIMXCS, BBICTYNAIOT KaK
CpEeICTBa ONEepaTHBHOIN 0OpaTHOM CBSA3H; LEb MPAKTUUECKUX 3aHATUH — YIIyONIsaTh, paCIIUPATS,
JICTATU3UPOBaTh 3HAHMS, ITOJIydeHHbIE Ha JIEKIMH, B 000OIIEHHOW (opMe M COJelCTBOBATH
BBIPAOOTKE HABBIKOB MPOGECCHOHATBHOM AeSTeTFHOCTH.

Ha npaktudecknx 3aHATHSX MOJPOOHO paccMaTpHBAIOTCS OCHOBHBIE  BOMPOCHI
JMCIUTUIMHBI, pa30MpatoTcss OCHOBHBIE THITHI 3371a4. K Ka)koMy pakTHYECKOMY 3aHSATHIO CIEyeT
3apaHee CaMOCTOSITENILHO BBHITNONHUTH JOMAIIHEE 3aJaHie W BBIYYMTh JIEKIIMOHHBIH MaTepuan K
crnenyromei Teme. CucreMaTnieckoe BHIMOJIHEHHE JOMAITHNX 3aJlaHii 00s3aTeNIbHO U SBIISETCS
Ba)XHBIM (paKTOPOM, CIIOCOOCTBYIONIMM YCIEIIHOMY YCBOCHHIO TUCIUILIMHBI

JlabopaTopras
pabota

OCHOBHOH 11EITBI0 TA0OPATOPHBIX Pa0OT SBIECTCS TEOPETUISCKOE 0O0CHOBAHUE, HATIISIHOE
W/WIHA SKCIEPUMEHTAIBHOE TOATBEPKACHUE W/WIIM TPOBEPKAa CYIISCTBEHHBIX TEOPETHICCKUX
MTOJIOKCHUN (3aKOHOB, 3aKOHOMEPHOCTEH) aHalW3 CYIICCTBYIONIMX METOIWK M METOJOB HUX
peammzanu U T.0. OHH 3aHHMAIOT NPEUMYIIECTBEHHOE MECTO IPH W3YYCHHH IUCIUILINH
00513aTeIILHOW YaCTH U 9acTH, (popMUpyeMoil ydacTHUKaMH 00pa30BaTeIbHBIX OTHOIIECHHH biioka
1.

Hcxons u3 nienu, coaepkaHueM J1abopaToOpHBIX pabOT MOTYT OBITh:

- OKCTIEpUMEHTANIbHAS TIPOBEpKa (OPMYJI, METOJUK PacUeTa;

- IpPOBEICHNE HATYPHBIX N3MEPEHHI CBOHCTB, pab0YNX ITapaMeTPOB, PEKUMOB pabOTHI IIPH
TIOMOIITY JTA00OPATOPHOTO 000PYAOBAHUS W/UJIH CTEHJIOB U MaKETOB;

- 03HaKOMJIEHHE, aHAJIU3 U TEOPETUUECKUE BBIKJIAKU 110 YCTPONUCTBY, IPUHLIAITY NEHCTBUS
1 crioco6aM 00CTyKMBaHUS allapaToB, JeTajeld MaIlNH, MEXaHH3MOB, IPOIIECCOB, TPOTEKAIOMINX
B HUX TIPU 3TOM U T.1I.;

- HarsAaHAs rpaduveckas WHTEpPIpETaus YepTekel, cxeM, 00bEeMHBIX TOBEPXHOCTEH H
T.J1., BOCHPOHU3BOJUMBIX C [IOMOIIBIO CICIIHATH3HPOBAHHOTO IPOTPAMMHOT0 00CCIICYCHUS;

- MMHTAIIMOHHOE MOJCIHPOBAHUE MPOIECCOB, MPOTEKAIINX B CIOXHBIX XHUMHUYECKHX,
(U3NIECKUX, MEXaHMUYCCKHUX, JICKTPHUCCKUX U MP. 00BEKTAX;




- HarJMsAgHOE TpeAcCTaBlieHHe O paboTe TMepcoHasia KOHKPETHOW OpTraHM3alH N
noapaszaenenus OAO «PXI» nmocpencTBoM MOAETUPOBAaHUS IITATHBIX U BHEIUTATHBIX CUTYali
B BUPTYaJbHBIX CICHUATH3UPOBAHHBIX APM (aBTOMATH3MPOBAHHBIX PaOOYUX MECT);

- YCTaHOBJICHHE U TMOATBEPXKACHUE 3aKOHOMEpPHOCTEH (IIyTeM CpaBHEHMs MPOBEAECHHOIO
SKCIIEPUMEHTA U PACCUYMTAHHBIX 3HAYEHUI) U T.1.;

- O3HAKOMJICHHE C METOAHKAMHU MPOBEACHUS HKCIEPUMEHTOB, HAIJISIHBIM YCTPOHCTBOM
CTeHJ-MaKeTOB U TIp.;

- YCTaHOBJICHHE CBOWCTB BEIIECTB, MX KAUECTBEHHBIX M KOJIHMYECTBEHHBIX XapaKTEPUCTHK;

- aHANH3 Pa3IMIHBIX XapaKTEPUCTHK MIPOIIECCOB, B TOM YHUCIIE IPOU3BOACTBEHHBIX U MHBIX
TIPOIIECCOB,;

- pacdeT mapaMeTpOB PAa3IUYHBIX SBICHUH M IPOIECCOB, CMOJACIHPOBATH KOTOpPHIC HE
BO3MOJKHO B peaJIbHBIX YCIOBHAX (HAIIPUMEp, Ype3BbIYaifHbIC CUTYAIUH U TIp.);

- HAOJIOZICHUE Pa3BUTHS SIBIICHUM, POIICCCOB | JIP.

JlomyckaeTcsi MHOE COJICpKaHUE JIAOOPAaTOPHBIX PaboT, eciau 3To0 OyIeT CIOCOOCTBOBAThH
peanu3aiyu 1enei u 3a1a4 TUCIUIUIHHBL 1 (JOPMHUPOBAHUIO COOTBETCTBYIOIIUX KOMITCTCHIIHUH.

[o xapakTepy BBIMOJIHACMBIX JTa00PATOPHBIX PA0OT BO3MOKHBI:

- O3HAKOMHWTCIIbHBIC  PAa0OTBI, HUCIOJNB3YeMbIC JUIS  3aKPEIUICHUS  H3YYCHHOTO
TEOPETUYECKOTO MaTePHaIbl;

- aHaJIUTHYEeCKHEe PabOoThI, HCIIOIB3yeMbIe IS TIOTYICHUS HOBOH MH(POPMAIIMK HA OCHOBE
(hopMaTM30BaHHBIX METOJIOB;

- TBOPUYECKHUE PadOTHI, OPUCHTHPOBAHHBIC HA CAMOCTOSATECIBFHBIN BEIOOP IMOIXOA0B PEIICHHS
3a1a4.

[pexnme, 4eM NTPUCTYNHTH K JTa0OPATOPHBIM 3aHATHAM, OOYJaroIIUMCS HEOOXOAUMO
MMOBTOPUTH TEOPETHUCCKUI MaTepuan mo TeMe padothl. Kaxkaas maboparopHas paboTa ocHallleHa
METOIMYCCKUMH yKa3aHUSIMH, pa3pabOTaHHBIMU MIPEOJaBATCIISIMK, BEAYIIUMH JUCIUTUIAHY

CamocrosiTenbHast
pabota

OOyuenne 1o aucuuuimHe «MeToAbl W CcpeicTBa KpUNTOrpaguyeckod  3amiuThl
nHpopManum» NperycMaTpUBAaeT aKTHBHYIO CaMOCTOATENbHYIO pabory oOydwaromerocs. B
pasnene 4 paboueil mporpaMMBl, KOTOPEIH Ha3biBaeTcsl « CTPYKTYpa M COAEPKAHUE AUCITUILUINHBI,
BCE Yachl CaMOCTOSATEIbHOW palbOTHl pacmucaHbl 10 TeMaM M BOIpOCaM, a TaKKe yKa3zaHa
HeoOxoxuMas ydeOHasi Jureparypa: oOydarommics H3ydaeT yueOHbIH Marepuai, pa3Oupaer
NPUMEPBl U peIlaeT pa3HOYPOBHEBBIC 33/la4M B paMKax BBIIOJHEHUS Kak OOIIMX JOMAIIHHUX
3aJaHui, TaK WM WHIUBHIAYaIbHBIX AoMmamHux 3afganuii (UJI3) m npyrux BumoB pador,
MIPEeNYCMOTPEHHBIX paboueil mporpaMMoil AUCUUIUIMHEL. [IpyU BHIMOTHEHUH JOMAIIHUX 3aJaHU
oOyyaromemMycsi clielyeT OOpaTHThCS K 3ajauyaM, PEIICHHBIM Ha MPEIbIAYIINX MPAKTHUYECKHX
3aHATHAX, PEIICHHBIM JIOMAIIHIM pa0doTaM, a TaKKe K IIPUMepaM, MPUBOJIUMBIM JlekTopoM. Ecim
9TOro OyZeT HEeNOCTaTOYHO JJIsi BBINOJHEHHWS Bceld pabOTBl MOMKHO JOMOJHHUTEIBEHO
BOCIIOJIb30BaTHCS YI€OHBIMH ITOCOOMSIMH, IPUBEACHHBIMHU B pazzene 6.1 «YdeOHas juteparypay.
Ecnm, HecMoTpst Ha M3y4eHHBIH MaTepHal, 3a/laHie BHIITOJHUTH HE yIaeTcs, TO B 00s3aTeIbHOM
TIOPSIIKE HEOOXOJMMO IIOCETHTh KOHCYJIBTAlMIO IIPETOJIaBaTelisi, BEAYIIETO0 IPAKTHUECKHE
3aHSATHS, W/WIH KOHCYJIBTAIMIO JIEKTOPA.

JlomamHue 3amaHus, WHAMBHUIyalbHbIE JOMAIlHWE 3aJaHUs W Jpyrue padoTHl,
IIPeIyCMOTPEHHBIE pabouel mporpaMMon JUCIUIUTHHBI JOJDKHBI OBITH BRIITOTHEHbBI 00YJIarOIIMCS
B YCTAQHOBJICHHBIC IPEIOJIaBaTEIeM CPOKH B COOTBETCTBHUHM C TPEOOBaHMSAMH K O(GOPMIICHHIO
TEKCTOBOH U rpaduueckoil JokyMeHTaluu, chopMmynrupoBadHbiM B [lonoxenun «TpeboBanus k
0(OPMIICHHIO TEKCTOBOM U rpaduueckoil qokymeHTaui. HopMOKOHTPOIIbY

Komruieke yueOHO-METOJMYECKUX MAaTepUaloB 10 BCEM BHUJAM y4eOHOI JesTeNbHOCTH, IPEIyCMOTPEHHBIM paboyeit
IIPOTpaMMO¥l AUCIUIIIIMHEI (MOIYJIS), pa3MeIleH B NIEKTPOHHOW HMH(pOpMAIIMOHHO-00pazoBaTensHO# cpeae Mpl VIIC,
JIOCTYITHOU 00ydaromemMycs 4epe3 ero JUIHbIN KabuHeT




IIpuio:xkenne Ne 1 k padoueil mporpamme

POH/I OHEHOYHBLIX CPEJICTB

JJIS1 IPOBe/IeHN sl TEKYIEro KOHTPOJIsl YCIIeBAeMOCTH
U IPOMEKYTOYHOM aTTecTAlluN



1. O01mme moJ10KeHus

®onx  oueHouyHblix cpeactB (POC) sBaseTcs COCTaBHOM YacThl0 HOPMATUBHO-
METOJUYECKOr0  O0ecreueHusi CHUCTEMbl OLEHKM KadyecTBa OCBOCHHS  OOy4YaroUUMUCS
00pa30BaTebHOI POrpaMMBl.

@OHJI OLIGHOYHBIX CPEJICTB IMpeJHa3HayeH JJs UCIHOJb30BaHUS OOydYarolUMHUcs,
npenogaBarensamu, anmuuuctpanuerr Hpl'VIIC, a Takke CTOPOHHUMH 00pa30BaTeIbHBIMU
OpraHM3alUsIMU 71l OLIEHMBAaHUS KayecTBa OCBOCHMsI OOpa3oBaTEIbHOW MPOrpaMMbl U YPOBHS
c(OPMHPOBAHHOCTH KOMITETCHIIUN Y 00yYarOIUXCS.

3amauamu POC aBnAr0oTCA:

— OLICHKA IOCTKEHUH 00YJArOIIMXCs B TIPOIECCE U3YUCHHSI TUCIUTIINHBL;

— obecrieyeHre COOTBETCTBUS Pe3ysIbTaToOB 00yueHHsI 3ajauaM OyayIiei npodeccuoHaaIbHON
JIeATETLHOCTH Yepe3 COBEPILCHCTBOBAHUE TPATUIIMOHHBIX U BHEAPEHHE WHHOBAIIMOHHBIX METO/IOB
oOydeHus B 00pa3oBaTeNIbHBIIN Mpo1ece;

— CaMOIIOATOTOBKA M CAMOKOHTPOJIb O0YYAIOIINXCS B TIpoLiecce 00ydeHusl.

@DOH/I OIICHOYHBIX CPEACTB COPMUPOBAH HA OCHOBE KITFOUEBBIX MPUHIMUIIOB OLICHUBAHMUS:
BaJIMIHOCTh, HaJIS)KHOCTh, 00bEKTHBHOCTD, 3(PPEKTUBHOCTD.

Jns oueHku YpoBHA CPOPMHUPOBAHHOCTH KOMIIETEHIMI HCIOIB3YyeTCsl TPEeXypOBHEBAs
CUCTEMA:

— MHUHHUMAJbHBI ypOBEHb OCBOCHHS, OOS3aTENbHBINA [UIsI BCEX OOYYaroIMXCs IO
3aBEpUICHUI0 OCBOEHHMS 00pa30oBaTENbHON MpOrpamMmbl; JaeT oOOIllee IpeICTaBIeHUE O BHJE
JESITEIbHOCTH, OCHOBHBIX 3aKOHOMEPHOCTSX (YHKIIMOHUPOBAHUS OOBEKTOB MPOGeCCHOHATBHON
JeATEeIbHOCTH, METOJIOB ¥ QJITOPUTMOB PEIICHUS TPAKTUYECKUX 3a]1a4;

— 0a30BBIi  ypOBEHb OCBOCHHS, TMPEBBIIIEHUE MHUHUMAIBHBIX  XapaKTEPUCTHK
c(hOpMUPOBAHHOCTH  KOMIETEHIIMWA; TO3BOJISIET  peliaTh TUIOBBIE  3a/Jaud, [PUHUMATH
npodeccuoHaNbHbIE W YIPABICHYECKUE PEIICHHs [0 W3BECTHBIM arOpUTMaM, MpaBWIaM U
METOMKAM;

— BBICOKHH YpOBEHb OCBOCHHS, MAKCHUMAJIbHO BO3MOXHAsl BBIPAKEHHOCTh XapaKTEPUCTUK
KOMIIETEHIIM; IpeanoiaraeT roTOBHOCTh peliaTh NPaKTUYECKHUE 3aa4l MOBBIIIEHHOM CII0AKHOCTH,
HETHUIIOBBIE 3a/lau, MPUHUMATh NMPOGECCHOHATBHBIE M YIPABICHUYECKUE PEIICHUS B YCIOBHSIX
HEMOJIHOW  ONpPENENIEHHOCTH, TMpPU  HEJOCTaTOYHOM  JIOKYMEHTaJbHOM, HOPMAaTUBHOM U
METOIUYECKOM 00€CTICUEHHH.



2. llepeyeHb KOMINETEHIUI, B ()OPMHUPOBAHUMN KOTOPBIX Y4aCTBYET

AUCHHUILIMHA.

IIporpaMMa KOHTPOJIbHO-OLEHOYHBIX MEPONIPUATHIA.
IToxka3zaresin OEHUBAHUSA KOMIECTCHIUA, KPUTEPUH OLCHKHU

Jucuumnnuna «MeToabl U cpeicTBa Kpunrorpadudeckon 3auThl THGOPMAITUU» YIaCTBYET
B (hOpMHUPOBAHUH KOMITETEHITHI:
OIIK-10. Cnoco0GeH uCoib30BaTh CPeACTBA KpUNTOrpaduuecKon 3aiuThl HHGOpMAIUu
MIPH PEIICHUH 33729 MPO(HEeCCHOHATLHOM IEATEIBHOCTH
IIporpaMmma KOHTPOJIbHO-OLEHOYHBIX MEPONPUATHIA

o4Has (popmMa 00yueHusi

Haumenosanue Kon
HaumeHoBaHue OLIEHOYHOTO
Ne KOHTPOIILHO= OOBEKT KOHTPOJIA HHARKaTOpa cpeactsa (popma
OLIEHOYHOTO JOCTHKEHHS *
TIPOBEACHUA*)
MEpOTIPUATHS KOMITCTEHIIHU
7 cemecTp
10 Paspen 1. Kpunrorpadguyeckue meroabl 3amuThl HHGPOPMALUMH Ha OCHOBE CHMMETPHMYHBIX
KPUITOCHCTEM
Texymuii Tema 1. OCHOBHBIC TOHATHUS OIIK-10.1
11 KOHTPOIb kpunrorpaduu. [Totounoe OIIK-10.2 CobecenoBanne (yCTHO)
mmdpoBaHue. OIIK-10.3
) Jlaboparopnas pabota Ne 1. OIK-10 1
12 Texymmii «KoHTpomb 11e10CTHOCTH OIK-10.2 JlaboparopHnas pabota
KOHTPOJIb WHPOPMALIUH TIPH CITyIaHHBIX (TTMCBEMEHHO/YCTHO)
. OIIK-10.3
BO3/ICHCTBUSIXY.
Tewma 2. brounble cuMMeTpUYHBIE
Texymuii Kpunrocuctemsl. Poccuiickuit OIIK-10.1
13 KOHTPOTH ITOPUTM KPUNTOTPadUIECKOTO OIIK-10.2 CobGecenoBanue (YCTHO)
npeobpaszopanus, [OCT 34.13- OIIK-10.3
2018.
14 Texymuii JIabopaTopHast paboTa Ne 2. 835:18; JIabopaTopHas paboTa
KOHTPOJIb «ITotounoe mmdpoBanue». OITK-10.3 (MMCBMEHHO/YCTHO)
20 Pazpen 2. Kpunrtorpaguyeckme MeToabl 3alIMTHI HH(OPMANMH HAa OCHOBE [BYXKJIOYEBBIX
KPHUIITOCHCTEM
Texymii Tema 3. Onpenenenue OI1K-10.1
2.1 KOHTPOH JBYXKJTFOUEBBIX KPUTITOCHCTEM. OIIK-10.2 CobecenoBanue (yCTHO)
Oo6wmen Juddu-Xennmana. OIIK-10.3
. OIIK-10.1
Texymmii JlaboparopHas pabota Ne 3. JlaboparopHas paboTa
2.2 KOHTPOJIb «O6men uddu-Xemmmanay OIIK-10.2 (TTHCBEMEHHO/YCTHO)
' OIIK-10.3
Texymuii I;rr?Ti.cpﬁ];Z;Ig}L?;;?;)eBaHHﬂ OrK-10.1 Tectuposarine
2.3 KOHTPOJIb CoBpeMeHHbIE TEXHOJIOTUU . OIK-10.2 (KOMIbIOTEpHEIE
OIIK-10.3 TEXHOJIOTHH)
mmdpoBaHus.
. Jlaboparopnas pabota Ne 4. OIIK-10.1
24 gggyugﬁ «n¢poBanue coodueHNH OIIK-10.2 gf&ﬁ;?ﬁ:ﬁﬂcgig;) Ta
P KkpunrocucteMoir RSAy. OIIK-10.3 Y
3.0 Paznen 3. Kpunrorpadguueckue MeTo/ibl 3a1UTHI 3JIEKTPOHHOI'0 IOKYMEHT0060poTa
Texymuii Tema 5. Xeur-¢pynkuus. [IpaBoBoe OIIK-10.1
3.1 KOHTPOTH oOecriedeHre TCKTPOHHON OIIK-10.2 CobecenoBanue (yCTHO)
MOJIHACH. OIIK-10.3
Tema 6. Poccuiickue cTaHzapThI
9JIEKTPOHHOH MOJITHCH. .
Texymuii I/IH(1);)12)101“;)y1<TypaI1l yHpaBJieHUs OrK-10.1
3.2 OIIK-10.2 CobecenoBanue (yCTHO)
KOHTPOIIb OTKPBITBIMH KITIOUAMH.
OIIK-10.3
TexHoIOTHH 1 METOJIBI
ayTeHTH(UKaAIHH.
. JlabopaTopHast padota Ne 5. OIIK-10.1
3.3 Eggyuggi «TexHomorus MeKTPOHHON OIIK-10.2 &ﬁiﬁ;ﬁggfig ;g;) a
™ TMOJITHACH . OIIK-10.3 b
Texymmii Tema 7. XapakTtepucruka OIIK-10.1
34 KOHTPOJIb KPUNTOTpapUIECKUX METOIOB OIIK-10.2 Cobecenosanme (ycTHo)




samuthl B KpunrrolIpo CSP. OIIK-10.3
XapakTepHucTHKa 3apyOesKHBIX
KPHIITOCHCTEM.
N JIabopaTopHast pabota Ne 6. OIIK-10.1
3.5 gggﬁﬁz «B3anmMHas ayTeHTH(UKAIISL OIIK-10.2 gﬁiﬁggg (I:/aﬂcg ;S;) Ta
P cyO0bekToB Ha ocHOBE DIT». OIIK-10.3 Y
TpomesxyTounas OIIK-10.1 Kypcogas pabora
ATTecTALS Bce paznensr OIIK-10.2 (TTMCHMEHHO)
OIIK-10.3 Kypcogast pabora (ycTHO)
Ok3amMeH (cobecenoBaHue
[TpomexyrouHas OIK-10.1 Ok3ameH ( Tecm;losanne )
aTTecTalns Bee paspenr OIIK-10.2 (KOMITBIOTEpHBIE
OIIK-10.3
TEXHOJIOTHH)

*®opmMa MpoBeieHUsT KOHTPOJIbHO-OLEHOYHOTO MEPOIPUITHS: YCTHO, MUCbMEHHO, KOMIIBIOTEPHbIE
TCXHOJIOTHUH.
Onucanue noka3zarejed U KpuTepueB OLEHMBAHUSL KOMIIETEH M.
Onucanue mKaJja OeHUBAHUS

KoHTponp KkadecTBa OCBOCHHS JUCHUIUIMHBI BKJIIOYaeT B Ce0s TEKyIIUHA KOHTPOIb
YCIIEBAEMOCTH M TMPOMEXKYTOUHYIO aTTeCTallMio. TeKyIMil KOHTPOJb YCHEBAEMOCTH U
MPOMEXKYTOUHASI aTTECTAMsI OOYYAIONIMXCS IMPOBOJATCS B IEISAX YCTAHOBJIICHUS COOTBETCTBHS
JOCTHKEHUI  O00y4arommuxcs MO3TalmHbIM TpeOoBaHUSM 00pa3oBaTeNbHON MpOrpamMmbl K
pe3ynbraraM o0ydeHuss U GOPMUPOBAHUS KOMITCTCHITHIA.

Texkymuii KOHTPOJIb yCIIEBAEMOCTH — OCHOBHOM BHUJ CHCTEMAaTHYECKOW MPOBEPKU 3HAHUH,
YMEHUM, HABBIKOB OOYyYaIOIIMXCA. 3ajadya TEKYIIEro KOHTPOJIS — ONEpPaTUBHOE U PETyJIspHOE
yrpaBieHHe Y4eOHOM NesTeNbHOCTHIO 00YYarOINXCs HA OCHOBE 0OpATHOMU CBSI3U U KOPPEKTUPOBKH.
Pe3ynbTathl OlleHUBAaHUS YYUTHIBAIOTCSA B BUJIE CPEHEH OLICHKHU MPHU MIPOBEICHUH MPOMEKYTOUHOM
aTTeCTallUU.

J1y1st orileHMBaHMs PE3YIbTATOB 00yUEHHUS UCIIOJIB3YETCS YEThIPEeXOaTbHAS IITKAJIA: «OTIMYHOY,
«XOpOIILIO», «YIOBIETBOPUTEIHHOY», «HEYTOBICTBOPUTEIHHO» U JABYXOAa/UIbHAS IIKAJA: «3aUTEHOY,
«HE 3aUTEHOY.

[lepedyeHb OLIEHOYHBIX CPEACTB, UCIOJIb3YEMBIX [UJISl OLICHMBAHUS KOMIIETECHIIMI, a TaKxke
KpaTKasi XapaKTepUCTUKA ITHX CPEJICTB MPUBEICHBI B TAOIHIIE.

Texymmii KOHTPOJIb

IIpencraBnenue
HanmenoBanue
Ne Kpatkast xapakTepuCTHKa OLIEHOYHOTO CPEICTBA OLIEHOYHOI'0
OIICHOYHOT'O CPE/ICTBA
cpenctea B @OC

CpeactBo  KOHTpOJII  HAa  TPAKTUYECKOM  3aHITHH,
OpPraHWU30BaHHOE KakK CHeNHaibHas Oecela MpemnojaBaTens C

1 | CobecenoBanue

O6y‘IaIOH.[I/IMC$[ Ha TEMBI, CBA3aHHBIC C H3y‘laeMOI>'I
HHCHHHHHHOﬁ, 1 PACCYUTAHHOC HA BBIICHCHUC 00beMa 3HAHUMH

Bormpocsr mst
cobecenoBaHus 110

TectupoBanue
2 | (KOMITBIOTEpHBIE
TEXHOJIOTHH)

00y4aIOIIErocs 1Mo OMNpeIeICHHOMY pasjieny, TeMe, IpodiiemMe | TeMam/pas/ieliam
U T.IL JUACIIUTTTHHBI
Moxer OBITh  HCIONB30BAHO JUIS  OICHKA  3HAHHA

00yJarmuxcst

CuctemMa CTaHIAPTU3UPOBAHHBIX 3aJIaHUM, MO3BOJIIOIIAS

aBTOMAaTHU3HPOBATh MPOLENYpPY HU3MEPEHHsI YPOBHS 3HAHUU U
yMEHHI 00ydaromerocs.

MosxeT OBITH HCIIOIB30BaHO JUISl OLIEHKH 3HAaHWH, yMEHHWH,
HAaBBIKOB U (MJIN) OTBITA JESITEIHbHOCTH 00YJIarOIIUXCS

DoH TECTOBBIX
3aJJaHuHA

3 | Jlaboparopnas pabora

CpezncTBo, MO3BOJISIONIEE OLEHUTh YMEHHE OOY4YaloIIerocs
MMUCBMEHHO/YCTHO WU3JIaraTh CyTh IIOCTAaBICHHOW 3a1adW,
CaMOCTOSTEIIFHO MPUMEHATh CTAHAAPTHBIC METOMBI PEIICHUS
MIOCTABJICHHOW 3aJadyd C FKCIIOJNB30BAaHHEM HMEIOIIeHCs
nabopatopHoii  0a3pl, NPOBOIUTH aHAIU3 TOJYYEHHOTO
pe3ynbTara paboThI.

Moxer 6I)ITI) HUCIIOJIB30BAHO JIsI OLICHKHU yMeHI/H\/'I, HaBBIKOB U
(Wn) ombITa ASSITENLHOCTH 00YIarOIIHXCS

OO6pa3zer 3a1aHus
JUISl BBITIOJTHEHUS
nabopaTopHOi
paboTh 1
IPUMEPHBIN
nepeyeHb
BOIIPOCOB TSI €€
3aIIUTHI




IIpoMesxyTouyHas arTecTanus

IIpencraBnenue
HaumenoBanue
No Kpatkas xapakTepuCTHKa OLIEHOYHOI'O CPEICTBA OLIEHOYHOT' O
OIIEHOYHOI'O CPeACTBa
cpenctea B POC
Ilepeuens
TEOPETUYECKUX
CpencTBO, MO3BOJIAIONIEE OLICHUTh 3HAHUS, YMEHUS, HABBIKOB | BOIIPOCOB U
1 | Sxsamen 1 (WIH) OTIBITA AESATEIBHOCTH 00yYaIOIerocs No JUCHUIUIMHE. | MPaKTHYECKHUX
MosxeT OBITH HCIIOJIB30BaHO JUISl OLICHKM 3HAHWH, yMEHMH, | 3anaHuii (oOpasen
HaBBIKOB U (MJIM) ONBITA IESTEIBHOCTH 00Y4aIOIINXCS 9K3aMEHallMOHHOTO
owmrera) K
SK3aMEHY

Tect — mpoMeKyTOYHAS
2 | arrecramus B popme
JK3aMeHa

CucremMa  aBTOMAaTHU3MPOBAHHOTO  KOHTPOJII  OCBOCHHUSA
KOMICTCHIMKA (4acTH KOMIICTEHIIMK) OOyJaroImuMcsl o
JUCHUIUIAHE (MOJYJII0) C MCIOJIb30BAHUEM HMH(POPMAIMOHHO-
KOMMYHHUKAITHOHHBIX TEXHOJIOTHH.

MokeT OBITh HWCHOJB30BAHO U OLCHKH 3HAHWH, YMEHUH,
HABBIKOB U (WJIN) OTBITA JESITEIHPHOCTH 00YJIarOIIUXCS

DoHJ TeCTOBBIX
3aJaHuN

3 | KypcoBas pabota

[103BOJIAET OLIEHUTh YMEHHS O0YJAIOIIUXCS CAMOCTOSATEIBHO
KOHCTPYHMPOBAaTh CBOM 3HAHHMA B TMPOIECCE PELICHUS
MPaKTHYECKUX 3a7a4 ¥ Opo0JieM, OpPHUEHTHPOBATHCA B
HHOOPMAIIHOHHOM MPOCTPAHCTBE " YPOBEHb
cOpPMHUPOBAHHOCTH  AHATMTHYECKUX, HCCIETOBATEILCKUX
HaBBIKOB, HABBIKOB IIPAKTHIECKOTO U TBOPYECKOTO MBIILICHHSL.
MoseT BBIMTONHATECS B HWHIMBUIYAIBHOM TOPSIKE WIH
TPYIION 00yJAFOIIHXCS.

Mo>keT OBITh MCIIOIB30BAHO ISl OLEHKA YMEHHI, HABBIKOB H
(WsIK) OIBITA AEATETBHOCTH 00YYAONIMXCS B MPEIMETHON MK
MEXIIPEIMETHOM 001aCTIX

Oo6pa3ser| 3a1aHus
JUIS BBITIOJTHEHUS
KypCcOBO# pabOTHI
Y IpUMEPHBIN
HepeueHb
BOIIPOCOB TS €€
3aIIUTHI

Kpurepun u mkajbl OleHUBAHUS KOMIIETEHIHI B pe3yJbTaTe H3y4YeHHUs IHCUHMIIHHBI
NPHU NPOBEICHUN NMPOMEKYTOYHON aTTecTanuu B (popme 3x3amena. lllkaja ouennBanus

YPOBHSI OCBOCHUHA KOMIIeTeHIInii

[IIxana oneHUBaHUS

Kpurepun oneHnBanus

YpoBeHb
OCBOCHHUS
KOMIIETEHITHA

COTJIIUYHO»

OOyyaromuiicss MPaBWILHO OTBETHJI HA TEOPETHUYCCKHE
Borpochl. [loka3zan oTiMYHBIE 3HAHUS B paMKax y4eOHOTO
Marepuana. [IpaBUIIbHO BBIMOJHWI MPAKTHYSCKHUE 3a/IaHHS.
IMokazan OTAMYHBIE YMEHUS W  BIAJCHUS  HABBIKAMU
MPUMEHEHHsT TOJNYYCHHBIX 3HAHWUA W YMEHHH NPH pPEIlICHUU
3a7a4 B paMkax ydeOHoro wmatepuana. OTBeTHJI Ha Bce
JOTIOJTHUTCIIbHBIC BOIPOCHI

Bricokmit

«XOpPOoIo»

OOyyaromumiics ¢ HEOONBIIMMU HETOYHOCTSIMH OTBETHJ Ha
TeopeTHIecKre BOmpockl. ITokasan Xopolire 3HaHUS B paMKax
yaeOHoro marepuana. C  HEOONBIIUMH  HETOYHOCTSAMHU
BBITOJIHWIT TIPAKTHYECKUE 3aaaHus. [loka3an XOpouue yMEeHHUs
M BIIQJCHUS HABBIKAMU NPHUMEHEHHS MOJTYYCHHBIX 3HAHHA U
YMEHUU TpU pElIeHUH 3a/1a4 B paMKax y4eOHOro Marepuana.
OTtBeTr1 Ha OOJBIIMHCTBO JIOTIOJTHUTEIHLHBIX BOIIPOCOB

ba3zosBebrit

«YAOBJICTBOPUTCIILHO»

OOyy4aromuiicst ¢ CyIeCTBEHHBIMH HETOYHOCTSIMH OTBETHJ Ha
TeopeTndyeckue Bompocsl. Ilokasanm  ymoBIeTBOpUTEIbHBIE
3HaHMS B paMKax ydeOHoro martepuana. C CylleCTBEHHBIMHU
HETOYHOCTSMHU BBINOJIHUI MpakTHUYecKhe 3ajaHusa. llokaszan
yIOBJIETBOPUTENbHbIE YMEHHs U  BIaJEHHs  HaBbIKAMU
NIPUMEHEHUSI INOJIyYEHHBIX 3HAHUH W YMEHUN IPU PELIECHUU
3amad B pamkKax ydeOHoro Matepmana. Jlomyctmn MHOTO
HETOYHOCTEH IIPU OTBETE HA JONOJIHUTENBHBIE BOIIPOCHI

MuHUMaILHBIN

«HEYIOBJIETBOPUTEIBLHO)»

OOyuarommiics IpU OTBETE HA TEOPETHIECKHUE BOMPOCH! U MPH
BBINOJIHEHHH MPAKTHYECKUX 3aJaHUMl  MPOJAEMOHCTPHPOBAI

Komnerenuus
He chopMupoBaHa




HEJ0CTaTOYHbII YPOBEHb 3HAHUH U YMEHUH NIPU PELICHNH 3a1a4
B paMmkax y4yeOHoro Mmarepuana. Ilpum oTBerax Ha
JOTOJIHUTENbHBIE BOIPOCHI OBUIO JAOMYIIEHO MHOXECTBO
HETIPABUIIBHBIX OTBETOB

Tect — npomexyTouHas aTTectanus B GopMe IK3aMeHa

MPOXOKACHUUN TECTUPOBAHUA

Kputepuu onieHuBanus [IIxana olieHWBaHUs
OoOyuaronmiicss BepHo otrBeTwi Ha 90 — 100 % TecTOBBIX 3amaHuil mpu
«OTJIIMYHOY
MIPOXOKIACHUH TECTUPOBAHUS
OoOyuaronumiicss BepHO oTBeTHs Ha 80 — 89 % TECTOBBIX 3aqaHUUl TIPU
«XOPOILIOY

OoOyuaronumiicss BepHO oTBeTHs Ha 70 — 79 % TeCcTOBBIX 3amaHHUil TPU
MIPOXOKJICHUN TECTHPOBAHUS

«YOOBJICTBOPHUTCIILHO»

OOyuaronmiicss BepHO OTBETHI Ha 69 % W MEHEee TECTOBBIX 3aJaHUIl MPHU
MIPOXOXKJICHAN TECTHPOBAHUS

«HEYOOBJICTBOPUTECIBHOY

KypcoBas pabora

[IIxana oneHUBaHUS

Kpurepun onennBanus

COTJIIUYHO»

CopneprkaHre KypcoBOi paOOTHI IOJHOCTBIO COOTBETCTBYET 3amaHuio. [IpencraBieHb
pe3yIbpTaTHl 0030pa INTEPATYPHBIX U WHBIX UCTOUYHUKOB. CTPYKTYypa KypcoBOi paboThI
JIOTHYECKH M METOAWYECKH BBIACpKaHa. Bce BBIBOIBI M MPEIUIOKEHUS yOSAUTETHFHO
aprymeHTupoBaHbl. OdopMieHHe KypcoBOH pabOTHl W MOJYYCHHBIC pE3YJIbTaTHI
MOJTHOCTHIO OTBEYAIOT TPEOOBAHUSIM, W3JI0KEHHBIM B METOJHUYCCKUX YyKa3aHUsAX. [Ipu
3aIUTe KypCOBO# pabOThI 00YYAIOIIHMIACS MPABUILHO U YBEPCHHO OTBEYACT HA BOIIPOCHI
IpernojiaBaTess, JAEMOHCTpUPYET TINIyOOKOoe 3HAaHHE TEOPEeTHYEeCKOro Marepuana,
CHOCOOCH apryMEHTHPOBATh COOCTBEHHBIC YTBEPKICHHUSI U BBIBOIBI

«XOPOIO»

CojnepxaHue KypcoBoOil paOOTHI MOJHOCTBIO COOTBETCTBYET 3aiaHuio. [IpencraBiieHbl
pe3ynbTathl 0030pa IUTEPATYPHBIX U UHBIX HCTOYHUKOB. CTPYKTypa KypCOBOW pabOTHI
JIOTUYECKH W METOJMYECKU BBIJEP)KaHA. BOJNBIIMHCTBO BBIBOJIOB U MPEASIOKEHUN
aprymeHTupoBaHo. OdopMieHne KypcoBOH paObOTHI U IIOYYCHHBIC PE3YIbTATHI B LIEJIOM
OTBEYAIOT TPEOOBAHUSIM, M3JI0KEHHBIM B METOMUCCKUX yKa3aHUAX. MiMeroTcs oHa-Be
HECYIIECTBECHHBIC OMIMOKHU B UCIIOJIF30BaHUH TEPMUHOB, B IOCTPOCHHBIX JHarpaMMax U
cxemMaX. HammdecTByeT HE3HAYUTENbHOE KOJNMYECTBO TpaMMATHICCKUX  W/FIIH
CTHIICTHYECKHX omuOoK. [Ipu 3ammmre KypcoBoi paboThl 00yJarOIIUICs IPAaBUIIEHO U
YBEPEHHO OTBeYaeT Ha OOJBIIMHCTBO BOIPOCOB IMpemojaBaTelis, AEMOHCTPUPYET
XOpoIllee 3HaHHEe TEOPETUIECKOT0 MaTepraa, Ho He BCer/ia CliocoO0eH apryMeHTHPOBATh
cOOCTBEHHBIC YTBEPKIEHHUS W BBIBOIBI. [IpyM HaBOASIIMX BOMpOCax MpernojaBaTels
UCIIPABJISET OMIMOKU B OTBETE

«YAOBJICTBOPUTCIILHO»

CopaepxaHre KypcOBOH palOOThl YaCTUYHO HE COOTBETCTBYET 3aJaHHI0. Pe3ynbTaThl
o630pa JIMTEPATYPHBIX U MHBIX UCTOYHUKOB IMPEACTABJICHBI HEAOCTATOYHO ITOJIHO. Ectp
Hapymc€Hus B JIOTUKC MU3JIOKCHUA MaTEpHraa. AprMeHTaL{I/Iﬂ BBbIBOJIOB U HpeHHO)KeHI/Iﬁ
cmabasi WIM OTCYTCTBYyeT. VIMEIOTCSI OMHO-ABA CYHIECTBEHHBIX OTKJIOHEHHIH OT
TpeboBaHuit B 0(QopMIICHHH KypcOBOW paboThl. [lomyueHHBbIE pe3yibTaThl B IEJIOM
OTBEYAIOT TPEOOBAHUSIM, U3JI0)KEHHBIM B METOANYECKUX YKa3aHUAX. FIMEIOTCS O/1HA-/(BE
CYIIECTBEHHBIX OLIMOKH B UCIOJb30BAHUU TEPMHUHOB, B MOCTPOCHHBIX AMArpaMmax U
cxemax. MHOro rpaMMAaTHYECKUX W/WIM CTHIMCTHYECKUX oImuook. Ilpu 3ariute
KYpPCOBOU pabOThl 00yYArOLIHIACS IOMyCKaeT rpyObie OMMOKU IPU OTBETaX Ha BOMPOCHI
npernojaBarens M /Wiy He nan otBer Oojiee yem Ha 30% BOMPOCOB, JIEMOHCTPUPYET
cmaboe 3HaHWE TEOPETUYECKOTO Marepuaya, B OOJBIIMHCTBE CIy4daeB He CrIocoOeH
YBEpEHHO apTyYMEHTHPOBATh COOCTBEHHBIE YTBEPIKICHHUS U BEIBOJBI

«HCYAOBJIECTBOPUTCIBLHO»

Copepxanrie KypcoBOi pabOTHI B IIEJIOM HE COOTBETCTBYET 3ajaHuio. MMeroTcst Gosee
JBYX CYIIECTBEHHBIX OTKIIOHEHHH OT TpeOoBaHUIl B OPOPMIICHHH KypCOBOW PabOTHI.
Bonbioe Komn4ecTBO CyIIeCTBEHHBIX OINOOK ITO0 CYTH PabOThI, MHOTO TPaMMaTHYECKIX
U CTUIIMCTHYECKHUX OmKMOOK u j1p. [TosrydeHHble pe3ysibTaThl He OTBEYarOT TpeOOBaHMSIM,
W3JIOKEHHBIM B METOJMYECKMX YyKazaHwsxX. [Ipm 3ammre KypcoBoW pabOTHI
o0ydaromuiics 1eMOHCTpHUpYeT ciiaboe IMOHUMaHue MPOrPaMMHOTO MaTepHuaa.
KypcoBast pabora He mnpencrasieHa npenogasatento. OOydarommiicst He sSBWICS Ha
3alIUTY KYypCcOBO# paboThI

Kpurepun u mkajbl olleHUBaHUS Pe3y/JbTATOB 00y4YeHUsI NPU NPOBeAeHUN

TEKYIIEro KOHTPOJIA YCIIEBACMOCTH




CobecenoBanue

IIxans! onleHUBaHUS Kpurepun onennBaHus

COTJIIMYHO»

«XOpOoUIo»

«YHOOBJIETBOPUTEIIBHO)

I'mybokoe n mpouHOe ycBOEHWE MPOTrpaMMHOrO marepuana. [losHble,
MOCTIeIOBATENbHBIC, TPAMOTHBIE M JIOTHYECKH H3JIaTraeMbIe OTBETHI MIPH
BHUJOU3MEHCHUU 3afanus. OOydaromuics CBOOOIHO CIPABISETCS C
MOCTABJICHHBIMH 33/1a4yaMH, MOXET O0OOCHOBaTh NMPUHATHIE PELICHHUS,
JEMOHCTPHUPYET BJIAJICHHE PAa3HOCTOPOHHUMHU HABBIKAMU U NpUEMaMU
BBITIOJTHCHUSI TPAKTUICCKUX pabOT

3HaHWe IPOrPaMMHOr0 MaTepHana, TIpaMOTHOE U3JIOKeHue, 0e3
CYLIECTBEHHBIX HETOYHOCTEH B OTBET€ Ha BOIPOC, IPABUIBHOE
«3aUTCHO NIPUMEHEHNE TEOPETUUSCKUX 3HaHWW, BIaJICHNE HEO0OXOIMMBIMU
HaBBIKAMH TIPH BBIIIOTHEHUH PAKTHIECKHUX 3a/1a4

OO0yyJarommiics JEMOHCTPHPYET YCBOSHUE OCHOBHOTO MaTepHualia, Mpu
OTBETE JONYCKAIOTCS HETOYHOCTH, NPH OTBET€ HEIOCTATOYHO
MpaBUIbHEIE (HOPMYIUPOBKH, HaApyIICHHE IOCIEIOBATEIFHOCTH B
M3JI0KECHUN TPOTPaMMHOTO MaTepuaia, 3aTPyIHEHHS B BEHIIOIHECHUH
MPaKTHYECKUX 3aJaHui

Cnaboe 3HaHHWE TPOTrPaMMHOIO MaTepHana, NP OTBETEC BO3HUKAIOT
OUIMOKH, 3aTPYAHEHHUSI IPH BHINIOJIHEHUHU IIPAKTUYECKUX paboT

«HCYIOBJICTBOPUTECIILHO»

«HC 3a4YTCHO» He ObUIO IOMIBITKU BEIIIOJIHUTH 3aJaHuC

TecTtupoBanue
IIIxaJibl OLleHUBaHUS Kpurepuu onieHuBaHus
O6yuatontuiicst BepHo orBeTrd Ha 90 — 100 % TecTOBBIX 3a1aHuit
«OTIIUYHOY
IIPU IPOXO0KIECHUH TECTUPOBAHUSL
OG6yyatontuiicst BepHO oTBeTH] Ha 80 — 89 % TecTOBBIX 3amaHUi
«XOPOIIIOY «3aUTCHOY

IIpU IPOXOKACHUHN TCCTUPOBAHUS

«YAOBJICTBOPUTCIILHO»

OO6yuqatomnmuiicst BepHO oTBeTHI Ha 70 — 79 % TecTOBBIX 3amaHMA
[P TPOXOXKICHUN TECTUPOBAHUS

«HCYAOBJICTBOPUTCIIBHO»

OOyuaronuiicst BepHO OTBeTHI Ha 69 % M MeEHee TEeCTOBBIX

«HEC 3a4YTCHO» o
3aJaHUU IPU MPOXOKACHUUN TCCTUPOBAHUS

JlaGopatopHas paboTa

IIIkajbl oneHHBaHUS Kpurepuu onieHuBanust

«OTIIUYIHO»

«XOPOIIO»

«YAOBJICTBOPUTCIILHO»

JlabopaTopHast paboTa BEINIOJHEHa B 0003HAUYEHHBIH NperoaaBaTeieM
CPOK, INCHbMEHHBIH 0T4eT Oe3 3aMedaHHmi.

JlaboparopHas paboTa BBITIOJHEHA 00YUYAIONIUMCS B TIOJTHOM 00BbeMe C
coOioieHeM HeoOXOoauMoi mocienoBarenbHocTH. OOydaronuiics
paboTasl MOJHOCTBIO CaMOCTOSTENBHO; II0Ka3ajl HEOOXOIUMBbIE IS
MpOBEACHUA pa6OTI)I TCOPCTUUYCCKUEC 3HAHUSA, TPAKTUICCKUE YMCHUA U
HaBblki. Pabora (oTuer) odopmileHa akkypatHO, B HauOolee
ONITHMAJILHOM 1151 puKcanmy pe3yspTaTtoB hopme

JlabopartopHasi paboTa BBIIIOJIHEHa B 0003HAYCHHBII MperoaBaTeieM
CPOK, MICbMEHHBIN OTYET C HEOOIBIIUMHU HeI0YETAMH.

JlaboparopHas paboTa BBITIOTHEHA 00YYAIOIIUMCS B TIOJTHOM 00BEMeE H
CaMOCTOATENbHO.  J[OMyIIeHBl  OTKJIOHEHHS OT  HeoOXOIMMOii
«3a4TCHO» MOCIIEJOBATEILHOCTH BBITIOHEHHSI, HE BIMSIOIIME Ha IPaBUIBHOCTD
KOHEYHOro pe3yibTata. Pa0boTa IOKa3bIBacT 3HaHHE OOYYaroIIMMCS
OCHOBHOTO TEOPETHYECKOr0 Marepuajia ¥ OBJIaJCHHE YMEHHUSIMH,
HEOOXOAMMBIMH Ul CAMOCTOSITENILbHOTO  BBIMOJHEHUS]  PabOTHI
JlonyIeHbl HETOYHOCTH U HEOPEXKHOCTh B OpOPMIICHUH Pe3yJIbTaTOB
paboThl (oTUETA)

JlaboparopHast paboTa BBITIOJTHEHA C 3aJePKKOH, MUCHEMEHHBIN OTYET ¢
HEJI0YEeTaMH.

JlaGopatopHast paboTa BBIMOIHIETCS M O(GOPMIIAETCS O0YJaIOUIIMCS
IIPU NOCTOpOHHEH nomomu. Ha BbImonHeHne paboTHI 3aTpauynBaeTCs
MHOro BpeMeHH. OOydJaromuiics NOKa3bIBaeT 3HAHHUS TEOPETUUECKOTO
MaTepualia, HO MWCHBITBIBAET 3aTpyAHEHHE IIPH CaMOCTOSTEINbHON
paboTe ¢ NCTOYHMKAMHU 3HAHUH WK TpUOOpamMu

«HCYAOBJIETBOPUTCIBLHO»

JlaGopaTopHast paboTa HE BBHINOJHEHA, NHCHMEHHBI OTYET He
TIPE/ICTaBIICH.

PesynbraThl, NoJyd4eHHbIE OOYJAarOLUIMMCS, HE MO3BOJISIIOT CIHEIATh
MIPABUJIBHBIX BBIBOJIOB M TOJHOCTBIO PACXOJSATCS C ITOCTAaBICHHOM

«HEC 3a4YTCHO»




nenbto. [Toka3piBaeTcs MIOX0E 3HAHWE TEOPETHYCCKOrO MaTepuaia W
OTCYTCTBUE HEOOXOAUMBIX YMCHUH.

JlaboparopHass paboTa HE BBITIOJHEHA, Y YYaIIerocs OTCYTCTBYIOT
HEOOXOAMMbBIE [UIsi TMPOBEACHHsS pabOThl TEOPETHYECKUE 3HAHMS,
MPaKTHYECKUE YMEHUSI U HABBIKU

3. TunoBble KOHTPOJIbHbIE 32/IaHUSI UJIH HHBbIE MAaTEePHAJIbI, HE00X0IUMbIEe
JJIS1 OIlEHKM 3HAHM A, YMEeHNH, HABBIKOB M (WJIN) ONBITA J1eATeJIbHOCTH

3.1 TunoBbIe KOHTPOJIbHBIE 32IaHMS J1JIsl IPOBeeHUsI coOece10BAHUS

KoHTponbHbIE BapWaHThl 3aJaHUN  BBUIOKEHBI B JJIEKTPOHHOHW  WH(GOPMAIMOHHO-
obpazoarenbHoli cpene pl VIIC, noctynHoit oOy4daroniemMycs uepes ero JUYHbIN KaOMHET.
Hwxe npuBeneHbl 00pa3iibl TUITOBBIX BAPHAHTOB 3aJaHHH JIJIS IPOBEICHUSI COOECET0BAHUM.

g~ wWwN -

«Tema 2.

A WDNE

O0pa3zer THIOBOTO BapHaHTa BOIIPOCOB ISl IPOBEICHUS cOOECe10BaAHMS
«Tema 1. OcHoBHbIe moHATHS KpunTorpaduu. [Totounoe mudposanue.»

. OCHOBHBIC TIOHSTHS KPUTITOTPA(UH.

. Knaccugukanus KpunTocucTeM.

. CriocoOb1 popMHUpPOBAHUS KITFOUYCH ISl IOTOYHOTO MTHU(POBAHUS.
. Uto Takoe 0TBO/IHAS TIOCIICOBATEILHOCTb.

. Kak pa6oraer PCJIOC.

OO6pa3zern THIIOBOTO BapuaHTa BOMPOCOB JJIs MPOBEACHUS cOOeCceI0BaHUS
brouyHble cHMMETPUYHBIC KPUIITOCHCTEMBI. POCCHIICKHIA aJITOPUTM KPUIITOTPahUIECKOro
npeoOpazoBanus, [[OCT 34.13-2018.»

. O0wrast cxeMa CUMMETPUYHOTO MK (POBAHUS.

. B ueM otnmumne mmdpoBanus oT AemHPppOBaHUSI.

. JlaTh XapakTepuCTUKY PEXXUMOB LIMPpoBaHUs poccuiickoro anroputma no 'OCT-89.

. JlaTp XapakTepuCTUKY peXHMOB MK (poBaHus poccuiickoro anroputma mo 'OCT-34.13-

2018.

. Ha3madenue 1 TEXHOJIOTHS pa6OTI)I pPEeKUMa NMHUTOBCTAaBKU.

OO6pa3zer; THIIOBOTO BapuaHTa BOMPOCOB JJIs MPOBEACHUS coOeceT0BaHUS

«Tema 3. Omnpeznenenue AByXKtoueBbIX kpunrtocucreM. Oomen Auddu-Xenamana.»

1.

2.
3.
4

el N

Yro Takoe ABYXKIIOYCBAAd KPUIITOCUCTEMA.

Kak ocymiectBisiercs mmppoBaHue Ha OCHOBE IBYXKITIOUEBONH KPUITOCHUCTEMBI.
Haznauenune oomena uddu-Xennmmana.

UYro Takoe ogHOCTOpOoHHAA QyHKIUsA. [IpruMepsl 0MHOCTOPOHHEH (YHKITHH.

OOpa3zer] THIIOBOTO BapHaHTa BOIIPOCOB ISl IPOBEIEHUS cOOece10BaHMs
«Tema 5. Xem-¢pyukuus. [IpaBoBoe obecrieueHre 3EKTPOHHOM MOANNUCH.»
UYro Takoe X31I-PYHKIHS.
Texnonorus paboTsl X3UI-PYHKIIUH.
Hatb xapakTepucTuky @3 «O0 371eKTPOHHON MOAMHUCHY.
B uem omimmumne npocroit J11 ot ycunennon O11.

OOpa3el] THIIOBOTO BapHUaHTa BOMPOCOB JJIs IPOBE/ICHHS COOECETOBAHMUS

«Tema 6. Poccuiickue ctaniapThl 21eKTpoHHON noanucu. MHdpacTpykTypa ynpaBieHUs

1.

wmn

OTKPBITHIMU KJIFOUaMH. TEXHOJIOTHH U METObI ayTCHTU(UKAITIH.
[lepeunciure poccuiickue CTaHAAPTHI JIEKTPOHHOM MOANKMCH. B 4eM ux cXOJCTBO U
OTJINYHS.
[Touemy B TexHomoruu D1 ucnonp3yercs X31I-QyHKIUS.
Yro Takoe texuoiorus PKI.
Uro ocymiecTBISET MpoIeypa ayTeHTU(QUKAIIHH.



5. Uro Takoe B3anMHas ayTCHTH(UKAIIHS.

O6pazel THIOBOTO BapHaHTa BOIIPOCOB JIJIsl MPOBEACHUS coOece0BaHUs
«Tema 7. XapakrepucTrka Kpuntorpapudeckux Metonos 3amuthl B Kpunrollpo CSP.
XapakTepucTuka 3apy0ex HbIX KPUIITOCUCTEM. »
. Jartp o0mryro xapakrepuctuky Kpunrollpo CSP.
Kaxkue pazHoBumHOCTH Kitouel ucnosb3yroTcs B Kpunrollpo CSP.
. Jartb xapakrepuctuky kpunrocuctems! DES.
. Jlatb xapaktepucTuky kpunrocucreMbl AES.

AwpNpR

3.2 TunoBbie KOHTPOJIbHBbIC 3aIaHUA IJIA IPOBCACHUA TECTUPOBAHUSA
(DOHI[ TECTOBBIX SaﬂaHI/Iﬁ 10 AMCHUILIMHE COACPKUT TECTOBBIC 3aaHusA, paCIIPpCACIICHHBIC I10
pasaciiaM u T€MaM, C YKa3aHUCM X KOJIMYCCTBA U THUIIA.

CrpykTypa (hoHIa TECTOBBIX 3aJaHHI MO JUCLIUIUINHE

Vnnkatop Konunuectso
JOCTHKECHUSA Tema B cootBetcTBuM ¢ PITJI/PIIII XapaKT,le,gHCTHKa TSZCTOBL.I,X
KOMIIETEHI[AN JTaHMH,
Tunsl T3
OLIK-9.1 Tema 1. OcHoBHBIC TOHATHS KpunTorpaduu. [loTounoe 4-0T3
OIIK-9.2 3HaHue
OIK-9.3 mdpoBaHue. 4-3T3
OLIK-9.1 JlabopatopHnas padota Ne 1. «kKOHTpOIE IIETOCTHOCTH 6 -0T3
OIIK-9.2 N N 3HaHne
OITK-9 3 WHQOPMALINH TIPH CITYIaiHBIX BO3ICHCTBUAXY. 6 —-3T3
OIIK-9.1 Tema 2. boyHble CUMMETPUYHBIE KPUIITOCUCTEMBI. Poccuiickuit 6_OT3
OIIK-9.2 anropuT™ Kpumnrorpagpudeckoro npeodbpazosanus, [OCT 34.13- 3HaHue 6_3T3
OIIK-9.3 2018.
OIIK-9.1 4_0OT3
OIIK-9.2 Jlabopatopnas padora Ne 2. «IloTouHoe mudpoBanue». Ymenue 4-13T3
OIIK-9.3
OIIK-9.1
Tema 3. OmnpeneneHue IBYXKIIOUEBBIX KpunrocucreM. OOMeH 4-0T3
OIIK-9.2 3HaHue
OI1K-9.3 Juddu-Xemimana. 4 -3T3
OIIK-9.1 3_0T3
OIIK-9.2 JlabopatopHnas padota Ne 3. «O6omen duddu-Xemamanay. Hagpiku 3_3T3
OIIK-9.3
OIIK-9.1 3HaHune 3-0T3
OIK-9.2 Tema 4. JIByXKItOU€BbIE KPUIITOCUCTEMBI LIM(POBAHUSL. 3-3T3
' CoBpeMeHHbIe TEXHOJIOTHH HTH(PPOBAHUS. 3-0T3
OIIK-9.3 YMenue
3-3T3
OIIK-9.1 JlabopatopHnas padota Ne 4. «IlludpoBanue cooOeHMA 3-0T3
OIIK-9.2 . Haspixkn
OI1K-9.3 KpUnTocucteMoii RSA». 3-3T3
OMK9L 1 remas. Xem- I 5 i 3-0T3
OI1K-9.2 ema 5. Xem-@ynkius. [IpaBoBoe obecrnieyeHne 3JICKTPOHHOM 3naHme -
OI1K-9.3 ITO/ITIHCH. 3-3T3
OIIK-9.1 Tema 6. Poccuiickue cTannapThl 3JIEKTPOHHOM MOAMKCH. . 4-0T3
OIIK-9.2 Wndpactpykrypa ynpaBiaeHUs! OTKPHITHIMH KITIOYaMH. 3HaHue 4-3T3
OIIK-9.3 TeXHOIOTHH ¥ METOJIBI AYTCHTU(UKAITHH.
OIIK-9.1 .
OIK-9.2 JlabopatopHras padota Ne 5. « TexHOIOTHS 3TCKTPOHHOM Hapbiku 4-0T3
OIK-9.3 IO IITACH . 4 -3T3
OIIK-9.1
Tema 7. XapaxTepucTrka KpuNTorpaudecKux METOI0B 3aIIUTHI 4-0T3
OIIK-9.2 VYMmenue
OI1K-9.3 B Kpunirollpo CSP. XapakTepuctuka 3apyOeKHBIX KPHIITOCUCTEM. 4 -3T3
OIIK-9.1 JlaGoparopras pabota Ne 6. «B3auMHast ayTeHTU(UKATIHS 4-0T3
OIIK-9.2 Ymenue
OTIK-9.3 cyOBekTOB Ha ocHOBE DII». 4 -3T3
Hroro 55— OT3
55 -3T3




[Monusrit komrekT O T3 XxpaHUTCS B ANEKTPOHHON WH(POPMALIMOHHO-00pa30BaTeIbHOM cpesie
NpI'VIIC u olyuaromuiicsi UMEeT BO3MOKHOCTh O3HAKOMHTHCS ¢ JEMOHCTPAIIMOHHBIM BapHAHTOM
OT3.

Huxe npuBenen obpasel TUIIOBOTO BapUaHTa UTOTOBOTO TECTa, MPEAYCMOTPEHHOTO paboueit
IpOrpamMMoOi TUCIUIUIAHBI.

Paznen 1. Kpunrorpadguuyeckue MeToAbl 321U THI HHGOPMAIIMU HA OCHOBE CHMMETPUYHBIX
KPHMIITOCHCTEM
1. B @3 Ne 149 undopmanus 3to
OtBer: CBenenus (cooOmieHne, JaHHbIE) HE3aBUCUMO OT (POPMBI UX MPEICTABICHHS.
2. llenocTHOCTb 3TO
OtBet: HernckakeHHOCTH NepeaaBaeMoil, XpaHUMO# 1t o6padaTeiBaeMoi HHPOPMALIUH.
3. AcuMMeTpuYHas KpUIITOCUCTEMA UCIIOJIb3yeT  KIIIoua.
Otger: /IBa
4. YKaXXUTe CHMMETPUYHYIO KPUITOCUCTEMY:
A) DES
b) RSA
B) AES
I TOCT 28147-89
5. Ilepsbiit crannapt mudpoBanus gaHHbIX CIIA nmeer HauMeHOBaHUE:
A) AES
b) IDEA
B) DES
I') SEAL
6. Pasmep 6s0ka M pazMep Kiroua B IepBoM craniapTe mugppoBanus naHHbix CHIA umeror
CJIeYIOIIME 3HAYCHUSI B OUTAX:
A) 64 u 64
b) 64 u 256
B) 64 u 48
I') 64 u 56

Paznea 2. Kpunrorpaguyeckue MeTobl 3a1IUThHI HHGOPMAILUM HA OCHOBE IBYXKJIIH0YeBbIX
KPHITOCHCTEM
7. JIByxkiroueBasi KpUITOCHUCTEMA 10 CPaBHEHMIO C OJHOKIIIOUEBOM MMeeT 0ojiee BBICOKYIO
HPOU3BOIUTENLHOCTh NP MU(PPOBAHUU JAHHBIX:
A) 1A
b) HET
8. CoBpeMeHHBI TPOTOKOJI MIU(PPOBAHHS TaHHBIX 0a3UPYyETCS HA COBMECTHOM IIPUMEHEHUH KaK
CUMMETPUYHON KPUIITOCUCTEMBI TaK 1 HECUMMETPUYHOM:
A) JA
b) HET
9. YkaxxuTe 0THOCTOPOHHIO (PyHKIHIO T anroputMa RSA:!
A) (e-d) mod k = 1; k=p-(g-1)
b)y=a*mod p
B)n=pq
I') ¢ =m®mod (n-1)
10. Ilpu 3ammdpoBaHum JaHHBIX ACUMMETPUYHON KPUIITOCUCTEMOM, UCTIONb3YyeTCs:
A) 3aKpBITHIN KITIOY
b) oTkpbITHI K109
B) cHaudana OTKpBITHIi, @ 3aT€M CEeKPETHBIH K04
I') cHayana cekpeTHbIil, a 3aTeM OTKPBITHIN KITFOY
11. Tlpu pacumppoBaHUM JAHHBIX ACUMMETPUYHON KPUITOCHCTEMOW, HCIOJIb3YyeTCs
KJIIOY.



OTBeT: 3aKpBITHII
12. Tlpu mmppoBaHUN ACUMMETPUIHON KPUIITOCUCTEMOH BIIaJeNbLIEM Maphl KIIOUYEH SBIISCTCS

OtBeT: noayyaresib

Pa3nen 3. Kpunrorpadguueckue MeToAbl 3alIIUTHI JIEKTPOHHOTO JOKYMEHT0000pOTa
13. Pasmep xami-koza o poccuiickomy cranaapry (I'OCT-94) pasen
OtBert: 256 6ur
14. Pazmep xam1-o6pasa no poccuiickomy cranaapty (OCT-2018) pasen
OtBer: 256 nnu 512 6uron
15. Pa3mep snekTpoHHOM oanucy no poccuiickomy ctanaapty (COCT-2018) papen
Otser: 512 unu 1024 Outos
16. Pa3zmep anexTpoHHOI oanucyu no poccuiickomy cranaapty ([OCT-94) papen
Otger: 512 6ut
17. Ilpu mmppoBaHUM JaHHBIX HECUMMETPUYHON KPUIITOCHCTEMOM, UCIIONIB3YETCS:
A) 3aKpBITBIN KITIOY
B) oTkpbITHIN KITIOY
B) cHayasia oTKpBITHIi, a 3aTeM 3aKPBITHIH KJII0Y
I') cHauana cexpeTHbIid, a 3aTeM OTKPBITHINA KIIIOY
18. B 31€KTpOHHOM TIOKYMEHTOOO0POTE HAMIYUIITUM CITIOCOOOM KOHTPOJIS LIEJIOCTHOCTU TaHHBIX
SIBIISICTCSI:
A) mmdpoBaHue
b) anekTponHas nmoanuch
B) xsmmpoBanue

3.3 TunoBwble 3a1aHus 1JI51 BHINOJHEHUS JJA00PATOPHO padoThl 1 NIPUMEPHBIH NepeYeHb
BOIIPOCOB /IUIA €e 3aIMThI
KonTponbHble BapuaHThl 33JaHUN  BBUIOKEHBI B JJIEKTPOHHONW  MHGOPMAIMOHHO-
obpazoBarenbHoi cpene Upl'VIIC, noctynHoit oOy4daroniemMycs uepes ero JUYHbIN KaOHET.
Huxe mpuBeneH oOpasel] TUIOBBIX BapUaHTOB 3aJaHUN JJIS BBINOJHEHHUS JIaOOpPaTOPHBIX
paboT ¥ MpUMEPHBII epeueHb BOIPOCOB JUIsl UX 3aIMTHI.

O6pazer 3a1aHui 1715 BBITOJIHEHUS 1a00paTOPHBIX pabOT ¥ MPUMEPHBIN IEpeYeHb BONIPOCOB AJIs
WX 3alUTHI
«Jlaboparopnast padota Ne 1. «KoHTpoJb 11€OCTHOCTH MHPOPMALIUH MPU CITyYalHbIX
BO3JICUCTBUAX».»

Llenvio pabomul SBASETCS W3Y4YEHHE pPA3IMYHBIX METOJIOB KOHTPOJS I€JIOCTHOCTH

uH(pOPMaLIUK TIPH ee Tiepeiade OT CIyYalHbIX BO3IEHCTBUM.
Memoo konmpoabHbIX CyMM

Ecnu cooOuienue npeacTaBisieTcs IByMEpHON CTPYKTYPOH, TO OUT Y€THOCTH (pOpMUpPYETCs
0 KaXJA0My CTOJIOIly, KOTOPBIH SABISETCS TaK)Ke pe3yJbTaTOM CIOKEHUS 10 MOyl 2.
COBOKYIHOCTh 3THX OWUTOB UYETHOCTH 00pa3yeT KOHTPOJBHOE 3HAa4YEHHE, KOTOpOE HAa3bIBAIOT
KoHTposibHOM cymMMoit (KC).

Pasmepnocts KC ompenensercss pa3MepHOCThIO JaHHbIX B ¢aitne. Hampumep: 2, 4, 8-
GaitToBoe cnoBo. PaccmoTpum npumep i 2-6aTOBBIX CIIOB:

10010100 01100101

10100010 00011101

10000110 00011101
KC 10110000 01100101

Vcnonb3ys omepanuio CIOXKEHHUS M0 MOAYII0 2, JUIs MEepBOro CTojdua moiaydum 1, s
BTOporo 0 u T.1.



Merox KC wucrnonp3yercss B CETEBBIX TEXHOJIOTHSX, Hampumep, B mporokone TCP musa
Wutepnera. [Ipu ceTeBoii nmepenave coodieHne pa30uBaeTCs Ha MaKeThl, Jajiee s KK I0To MaKkeTa
dbopmupyetcst cBost KC. Ecnmu KC otnipaButens u nmomyuatens coBnanatot (1.1), To cauraercs, 9to
IIEJIOCTHOCTH TIaKeTa He HapylueHa. MiHade TpeOyeTcs MOBTOpHAs Iepeiadya 3TOro MaKera.

Meton KC sBnsieTcs 1ocTaTOYHO OBICTPOICHCTBYIOIIMM, HO OH OOHAPY)KUBACT OJAMHOYHYIO
OLIMOKY 10 KaXKJOMY CTOJIOIY MakeTa. DTO SABISETCS HEAOCTATKOM 3TOTO METOAA.

[Tpu co3maHuK MaKeTOB YMCIIO CJIOB B HEM BBIOMPAIOT TAKUM 00pa3oM, YTOOBI BEPOSTHOCTHIO
Oornee ONHOM OMMOKM MOXHO OBUIO MpeHeOpeub (OHA MOJDKHA OBITh MalieHbKOH). IlakeTHas
nepeaada MO3BOJSET JOCTaTOYHO A(PQPEKTHUBHO IepelaBaTh COOOMICHHS JaXe IO HE OYCHb
HAJIC)KHBIM KaHaJIaM.

C yuerom Henoctatka Metoa KC ero B HacTosiIee Bpemsi CTaparoTcsi He IPUMEHSTh. YTOObI
KOHTPOJIUPOBATH OOJIEE OIHOM OMIMOKH MCIIOIB3YIOT CJI0KEHHUE 110 MO0 2", METO/I IUKITUIECKOTO
KOHTPOJISI B JIpyrue MeToAbl. KOHTPOJIbHBIC 3HAYEHHUS B 3TUX METOAAX TAKXKE YacTO HA3bIBAOT
KOHTPOJbHBIMH CYMMaMHU.

PaccmotpumM cioxenue mo Moy 2"

B sTtoM Metone ocymiecTBisieTcss 0ObIdHOE cioxeHue, a pesynbratoM (KC) sisrores n
mitaamux outoB. Kak mpaBuiio N paBHO JUIHHE ciioBa B outax: 16, 32, 256, 512 wim npyras JuivHa.

PaccMoTpuM clioskeHUE YETHIPEX YHCell, UMEIOIINX 4-X OUTHOE TpeiCTaBICHUE. DTH YUCIIA:
14,15, 11, 13, cymma sTux uncen paBHa 53. B nBonunom npencrasienuu 31o Oynetr: 11 0101.

IIpoBesieM ciI0KeHHe 110 MOAYIIIO 2% B IBOUYHOM BHJIE:

1110+1111=11101+1011=1 1000+1101=1 0101.

Taxum o6pazom, KC=0101.

1. Tpwu acniekta 6e30macHOCTH UHPOPMALIUH.

Uro Takoe KOH(DUIECHIIMATEHOCTh HH(DOPMAIIHH.
UTto Takoe 11eJT0CTHOCTh HH(OpMAITUH.
UTo moHMMAaETCs 1O CITy4aiHbIM BO3JICHCTBHEM HA MH()OPMAIIHIO.

ok~ own

OnummTe TeXHOJIOTHIO KOHTPOJISI HHPOPMALIUH TIPH CIYyYalHBIX BO3/ICHCTBHAX.

Oo0pa3ser 3a1aHui JUIs BBITOJHEHHSI 1a00paTOPHBIX pabOT M MPUMEPHBIN NepedeHb BOIPOCOB /IS
WX 3aIIUTHI
«Jlabopatopnas pabora Ne 2. «Ilorounoe muppoBanue».»

L]enb pabomwl — 0OCBOUTH TEXHOJIOTHIO CO3aHUS KITFOYA JJIS IOTOYHOTO IH(POBAHHS HAa OCHOBE
perucTpa cIBura ¢ JMHeHHOM 00paTHOMN CBA3BIO.

B coBpeMeHHBIX crcTeMax CHMMETPUYHOTO N(pOoBaHUS HHPOPMAIIUH IMPOKOE TPUMEHEHHE
HaXOJISIT CUCTEMBI IIOTOYHOT 0 M (POBaHUSI.

HeobxoauMo pa3nuyars Mpoueaypy CO3MaHHs MOTOYHOTO KoY M MPOIEAYpPY MOTOYHOTO
mudpoBaHus (XOTS ITU MPOLESYPHl OYE€Hb CBS3aHbI U MOTYT BBINOJIHATHCS COBMECTHO). B cBsizu ¢
ATUM pa3lIelIiM IOTOYHOE MU(PPOBAaHHUE HA JIBE MPOLEAYPHI:

a) caMo MOTOYHOE MIU(POBAHHUE;

0) coznaHue Kiroya Jyis MOTOYHOTO HIM(POBaHUSI.

CoBpeMeHHbIE MOTOYHBIE CHCTEMbI NP MU(POBAHUM HCIOIb3YIOT OOUTHOE CIOXKEHHUE IO
Mosyiro 2 (oneparmro XOR). MbI ee y)ke He OJTHOKPATHO HCITOJIB30BAIH, HAPUMEp, TTPH KOHTPOJIC
[EJIOCTHOCTH MH(OpMAIMM, KOTAa pacCMaTpUBAIM KOHTPOJb IIEJIOCTHOCTH TPH  CIy4aiHbIX
BO3JIECUCTBUSIX.

Ilyctb M — HCXOJHOE DJIEKTPOHHOE COOOIIeHHE, KOH(UIACHIMAIBHOCTE KOTOPOIo
HE0OXoauMO o0ecreunTh; ¢ — 3amudpoBaHHOE COOOIIEHUE, MONMYyYeHHOe W3 HcxomHoro; K —
CEKPETHBIN MOTOYHBIN KiItou. Toraa npu 3amm@poBaHu HCIIONB3YETCS CIEAYIONIas onepanus

c=mi(+)Ki, i=1,2,...1,
rze Mj — i-i OuT ucxomaHoro coodmenus; Ki— i-if OUT MOTOYHOTO KITF0Ya; Cj — I-ii OUT 3amMppPOBaHHOTO
coo0IeHst; | — 4rciio OUTOB B COOOIIEHHUSX U B KiTt0oUe; (+) — Oneparys CJI0KSHHUS 110 MOYITIO 2.
[pu pacumdpoBaHUH UCTIONB3YETCS Ta JKE ONEPALHS
mi=ci(+)Ki, 1=1,2,...,1.
Yoegumcst, 4To
Ci(+)Ki =(mi(+)Ki) (+)Ki)= mi(+) (Ki(+)Ki)= m.



Jlnst TOTOYHOTO MIM(POBAHUS CIPABEUIMBO PABEHCTBO, KOTOPOE BBITEKAET W3 CBOWCTBA

OTIepaliy CIOKEHHS [0 MOJTYJIIO 2
Ki=mi(+)ci, i=1,2,...,1.

3aMeTHM, YTO B POCCUHMCKUX HAMOHAIBHBIX CTAaHAAPTAaX MOTOYHOE MHU(POBAHHE HA3BIBAIOT
raMMHPOBaHUEM, a IOTOYHBIH KITFOY — TaMMOM.

1. Cmoco6b1 popMupOBaHUs KIIFOUYEH /Il HOTOYHOTO MU(POBAHUSL.

2. Kakoii aciekt 6e30nmacHOCTH o0ecriedrBaeT M poBaHUE.

3. Uro Takoe OTBOAHAS MOCIEI0BATEIBHOCTb.

4. Kak padoraer PCJIOC.

O0pa3zer 3a1aHuii IS BBITOJIHEHHS 1a00paTOPHBIX padOT M MPUMEPHBIH MepPeYeHb BOIPOCOB IS
UX 3aLLUTHI
«Jlaboparopnas pabota Ne 3. «O6men uddu-Xemamanar.»

Llenv pabomvi — 03HAKOMUTBCS C HpoTOKonoM «Juddu-Xennmana», Kak OAHUM U3
BapHUaHTOB CO3/IaHUS OOIIET0 CEKPETHOTO KIIF0Ya IMPH CUMMETPHYHOM MIHU(POBAHUH.

B 1ByXKimO4eBBIX (HECUMMETPUYHBIX, AaCUMMETPUYHBIX, C OTKPBITBIM  KJIFOUOM)
KpUITOCHCTEMAX aJ[pecaToM, KOTOPOMY HEOOXOIMM 3aKpBIThIN (CEKPETHBIN) KIIt04, CO3AAat0TCs 1Ba
kiro4da (e, d), cBsizaHHbIe MeXAy cO00i MaTeMaTHYECKO# 3aBUCUMOCTBIO (OH MX MOXKET TaKKe
3aka3ath). [Ipu 3TOM OJMH KJII0Y TEHEPUPYETCA, a APYTrou BRIUUCIISIETCS (3TO oOecrneynBaeTcs
3a CYET MAaTeMaTUYECKOM CBSI3M MEXAY KIOUYaMHU).

Onun k04 (e) OoOBsABIACTCS OTKPHITHIM (MyOiM4HBIM), a aApyroi (d) — 3aKpbITHIM
(mpuBaTHBIM WM CEKPeTHBIM). OTKPBITHIN KIIIOY MYyOIMKYeTCs M JIOCTYIEH JIH0OOMY, KTO JKelaeT
1ocjaTh COOOLIEHUE ajpecaTy. 3aKpbIThI KIIIOY COXpaHSeTcs B TallHE U HAXOAMUTCS y €ro
co3parens (Bhaaenbua). B nanbpHeiiieM 3akpbIThId KIOY OyJeT Ha3bIBaThCS CEKPETHBIM HIIN
3aKpBITHIM B 3aBUCUMOCTH OT CUTYyallUH.

OO6o3HaueHHe OTKPBITOro Kiua (€) YCIOBHO, MPH HMCIOJIb30BAHUU DILTUITHUCCKHX
(GYHKUIHUH OTKPBITBHIM KJIFOY — 3TO TOYKA HA 3JJIMNTUYECKON KPUBOH ¢ IByMs KOOpAUHATAMH (X
uy).

Kiroun Bcerpa cosnmaer (3akas3blBaeT) TOT, KOMY HY)KEH 3aKpBITHIM KIFOU, MIO3TOMY 3TOT
KJIIOY HUKYZa HE NepefacTcs B OTIMYHME OT CEKPETHOTO KJIF0Ya CHMMETPUYHOU KPHUIITOCUCTEMBI.
OTO BaKHOE NMPEUMYILIECTBO JIBYXKIIIOUEBBIX KPUIITOCUCTEM.

IIpu BbIMONHEHUM 3TOW JabOpaTOpHOl pabOTHI NPOBEPSAIOTCS 3HAHMS 1O pasjeny
«Kpunrorpapus — mmdpoBaHue 3JIEKTPOHHBIX cooOuleHui». Huke npuBeneHsl BONPOCHl IS
TECTUPOBAHUS.

1) [Tepssiii cTannapt mudposanus qaHHbix CHIA nmeer HauMeHOBaHME:

A) AES

b) IDEA

B) DES

I') SEAL

2) Pa3zmep Onoka u pasmep Kiroda B ImepBoM cTaHiapTe mudpoBanus naHHbix CIIA
UMEIOT CJIEYIOIMEe 3HaUeHHs B OUTax:

A) 64 u 64

b) 64 u 256

B) 64 u 48

I') 64 u 56

3) PexuM MMUTOBCTABKH 3TO:

A) TloTounslif pexxuM muppoBaHUs JaHHBIX

b) MeTon KOHTpOJIsl ENOCTHOCTH JAHHBIX CPEJICTBAMU CUMMETPUYHON KPUIITOCUCTEMBI

B) MeToa KOHTpOJIS HENOCTHOCTH AAHHBIX CPEJICTBAMU HECUMMETPUYHON KPUITOCHUCTEMBI

I') biounslii pexxum muppoBaHUs JaHHBIX

4) Poccwuiickuii anroputm 'OCT 28147-89 no3Bossier:

A) briounoe mudpoBanue TaHHBIX

b) [Torounoe mudpoBaHue TaHHBIX

B) ®opmMupoBath 31€KTPOHHO-IU(PPOBYIO MOIUCH



I') Ocy1iecTBasATH KOHTPOJIb ETOCTHOCTH WH(DOpMAITUN

5) VYkaxure 6J0YHBIE KPUIITOCUCTEMBI C ITMHOM O1oka 64 OuTa:
A) RSA

b) AES

B) DES

) TOCT 28147-89

OOpa3zer 3a1aHuii IS BBITOJIHEHHS 1a00paTOPHBIX padOT M MIPUMEPHBIH MepeYeHb BOIIPOCOB IS
UX 3aLIUThI

«JIaboparopnas padota Ne 4. «llludpoBanue coobmenunit kpunrocucreMonrn RSA».»

Llenv pabombi — 03HAKOMUTBCS C TEXHOJIOTHEH aCHMMETPUYHOTO MIM(pPOBaHUS HA IpUMEpE
anroputma RSA.

B 1976 romy mpou3ouuio BaXXHOE COOBITHE, CYIIECTBEHHO HW3MEHHBILIEE MPHIIOKEHUS
MPUKIIATHOW KpunTorpaduu. ITuM coobiTHeM sBisieTcs ctaths Y. Juddu u M. Xennmmana «Hossie
HaNpaBJICHUS] B KPUOTOTpagumu», KOTOpas 3aJ0KHUja OCHOBBI JIBYXKIIOYEBOH (aCMMMETPUYHOH,
HECUMMETPUYHOI) kpunrorpaguu. B aToMm kitacce MeToZ0B Kpuntorpaduu OJUH KIIIOY SIBIISETCS
OTKPBITBIM (HE CEKpETHbIM), a JpYrod 3aKkpbIThIM (CEKpETHbIM). OTH KIHOYM CBS3aHbI
MaTeMaTHYeCKOM 3aBUCHUMOCTBIO M CO3JAIOTCSI OJHOBPEMEHHO: OJUH M3 KIIOYell reHepupyercs
(BBIOMpaeTCs), a APYroM Mocjae 3TOro BHIYUCIIAETCS.

3aKphITHIN KJIH0Y BCErJa HAXOJUTCS y TOM CTOPOHBI, KOMY OH HYKEH (3Ta CTOPOHA U CO3/1aeT
napy KJIIOueil), Mo3TOMy OTCYTCTBYET MpoOiieMa Mepeaadr CeKpeTHOro Kitoda. OTKpPBITHIA KU
nepeaaeTcs Ipyroil CropoHe Mo OTKPHITOMY KaHay.

[Tomumo mmdpoBanus (obecnieueHre KOHGHUICHIMATHLHOCTH WH(POPMALKMU) ITOT KIIACC
KPHUITOAJITOPUTMOB YCIIEIIHO UCIIOIb3YETCS:

a) MpU CO3/IaHUU AIEKTPOHHO-1IM(PpoBoi moanucu (DLIIT),

0) B 3aa4yax ayTeHTU(UKALIUU, KaK TAPTHEPOB, TaK U COOOIICHU,

B) IIPU KOHTPOJIE IIETTOCTHOCTH JTAaHHBIX OTIEIBFHOTO COOOIICHNUS TN TIOTOKA COOOICHNUH,

I') IpU JA0Ka3aTeJIbCTBE MPUHAMAJIEKHOCTU B ClIyyae OTKa3a OT MEPeJaHHOTO WIN MPUHITOTO
COOOLICHHUS.

OnHOM W3 MepBBIX aCUMMETPUYHBIX KpunTocucrteM spisercss cucremMa RSA (1977 ron),
NOJTY4YHMBINAs Ha3BaHKE 10 HaYa IbHBIM OyKkBam (amuuii ee cosmareseit (Rivest, Shamir, Adleman).

OnnocropoHHss GyHKIMA anroput™Ma RSA nmeer Buj

n=p-q,
rie N — MoAynb (OTKpeITas MHGpoOpMauus); P U ( — OoyblIMe HPOCTble YHucia (CeKpeTHas
uH(popManus).

IIpu BbIMONHEHUM 3TOW JabOpaTOpHOl pabOTHI NPOBEPSAIOTCS 3HAHMS 10  pasjeny
«KpunTorpadus — IByXKITFOUEBbIE KPUTITOCUCTEMBI U UX TpUMEHEeHHey». Hibke mpuBeIeHbI BOIPOCH
JUIS TECTUPOBAHMSL.

1) VYKaxkuTe IBYXKJIIOUEBYIO KPUIITOCUCTEMY:

A) DES

b) RSA

B) AES

) TOCT 28147-89

2) YKaKXuTe OJTHOCTOPOHHIOI (DYHKITHIO JUTs anroputMa RSA:
A) (e-d) mod k = 1; k=p-(q-1)

b)y=a*mod p

B)n=pq

I') c =m®mod (n-1)

3) Pa3zmep xam-xona no poccuiickomy crannapry ('OCT-94) pasen:
A) 256 6ut unmu 512 6ut

b) 256 6ut

B) 160 6ut

I') 320 6ur



5) Pasmep OUII o poccuiickomy crangapty (I'OCT-2001) pasen:
A) 256 6ur 512 6ut

b) 512 6ur

B) 1024 6ur

I') 320 our

OOpa3zer 3a1aHuii IS BBITOJIHEHHS 1a00paTOPHBIX padOT M MIPUMEPHBIH MepeYeHb BOIIPOCOB IS
WX 3aILUTHI
«JIaboparopnas padota Ne 5. «TexHOJIOTHS JIEKTPOHHOMN TOITUCH.»

Llenvio pabomer sBASIETCS O0YYEHUE IMOJIB30BATENCH KOMIIOHEHTaM 3TalloB B TEXHOJIOTUH
anexktporHoi nmoanucH (A1), mocaenoBaTebHOCTH ATANOB, a Takxke GyHKIUIM DI1.

OcCHOBHbBIE KOMIIOHEHThI TEXHOJIOTHH:

- ucxoanoe coodmerue (MA);

- yBenomiienue (mB);

- KIIF04 ssiekTponHoi noamucu (dA wiu dB), npeaHasHaueHHbIH i co3manus DI,

- KJTIFOY [TPOBEPKH AJIEKTPOHHOM noanuc (eA wiu eB);

- aniekTpoHHas noanuch (ZMA wiu ZmB). B poccuiickom crangapte mo [OCT P 34.10-2012
OII coctouT U3 ABYX uucels paBHoOU AiuHkI (I, S), annHa JI1 paBHa 512 win 1024 6urtos;

- pesynpTaT xdmupoBaHus (YMA wiu YmB), ang XsmmpoBaHUS HCIONB3YETCsS XOII-
¢yukuus. B poccuiickom cranaapte no 'OCT P 34.11-2012 qyuna x311-o6pasa paBHa 256 niu 512
OUTOB;

- oTIpaBuTeNb (A), KOTOpPbIN JMOO MOAMUCHIBAET UCXOIHOE coobmenue (MA), TeM cambiM
cozmaet DII ZMA, unu nposepsieT noyiuHHOCTH D11 monyvarens ZmB,;

- mosty4arens (B), kotopsiii 6o nposepsieT nommmHHOCTh DI otnpaButens ZmA, nubo
noJAnuceiBaeT yseaomienue (MB), Tem cambiM co3aaet D11 ZmB;

- ceptu(uKar, 3JEKTPOHHBIM JOKYMEHT, cojepramui Kiarod npoBepku Ol u apyryro
cityxeOHyI0 HHGOPMAITHUIO;

- ymocrosepsiroruii 1ieHTp (Y1), kotopsiii cozmaer kiaroun (dA, eA u dB, eB), a Taxke
ceptudukatsl (SeA, SeB). 3atem ceprudukarsl Y1 oTnpaBiseT noib30BaTeNsim.

Onucanue pabomwi

ITpu 3amycke nmporpamMmsl BEICBEUNBAETCSI OCHOBHOE OKHO, coJeprKaliee KHONKY «Teopusi» u
5 KHOIOK MPAaKTUKH C Ha3BaHUSIMU 3TAIOB.

BHu3y umeeTtcs mnose ¢ BEIXOJAHBIMU Pe3ybTaTaMu:

Bpems Hauana u okoH4aHUS pabOThI;

CkonbKO 3TarnoB Bbl BRITTOTHWIH;

Cxounbko pa3 Bel oOpamanuce k kHomke «Teopusiy;

Ckosnbko ommnbok Bel gonycTuiu.

BbI 10JKHBI B IPABUIIBHOM ITOCIIEA0BATEIBHOCTH IIPOUTH BCE 5 ATANOB.

1. HasnaueHue 371€KTPOHHON MOMUCH.

2. Urto Takoe HeOTKa3yeMOCTb.

3. Kaxkoii kimrou ucnonszyercs npu coznanuu 11

4. Kakoll K104 UCIOJIb3YyeTCs MpU MpOoBepKU Mo imuHHOCTH JI1.

O6pazern 3a1aHui 1715 BBITIOJIHEHUS 1a00paTOPHBIX padOT U MPUMEPHBINA IEpeYeHb BONIPOCOB AJIs

WX 3aIUTHI
«JIaboparopnas padota Ne 6. «B3anmuas ayreHTu(HKaIus cyoObeKToB Ha ocHOBE DI1».»
Llenv pabomwr — Co3gaTh MNpPOrpaMMy, MOJCIHPYIOMIYI0 TEXHOJOTHIO B3aMMHOMN

ayTeHTH(UKAaUM CyOBEKTOB Ha OCHOBE OJEKTPOHHOW TMOMIHUCH, KOTOpas HCHOJIb3yeT
kpunrocucrtemy RSA.

B mabGoparopHoit pabore peasmsyercss ABYyXdTalHAs TEXHOJIOTHUS MEXKIYHAPOIHOTO
cranaapta X.509.



Aymenmugurkayus — Tmpoueaypa TMPOBEPKH MMOIJIMHHOCTH 3asBICHHOTO IT0JIb30BaTEIs,
mpolecca Wik yCTPOMCTBA. JTa MPOBEpPKA MO3BOJSET JTOCTOBEPHO YOEAMTHCS, YTO IOJIb30BATEIh
(TIportecc WM YCTPOMCTBO) SIBIISIETCS UMEHHO T€M, KeM ce0s 0OBsIBIIsET.

HeoOxomuMblii ypoBeHb ayTCHTH(HUKAIIMK OIpeAciIeTcs TpeOOBaHHIAMHU O€30IacHOCTH,
KOTOpbIC yCTaHOBJIEHbI B opranu3anuu. OO6menoctynHbie Web-cepBepbl MOIYT pa3peninTh
AHOHHMMHBIN MM TOCTEBOU NOCTYN K MHpopMarm. OUHAHCOBBIC TPaH3aKIIUKA MOTYT TOTPeOOBATh
CTporoii ayreHTH(HUKAIINH.

[Tpu 3amuTe KaHAIOB TIepeAaul JaHHBIX JOJDKHA BHITIOTHATHCS 83AUMHAS AYMEHMUDUKAYUL
CcyOveKkmos, T. €. B3aMMHOE TOATBEPIKICHHUE IMOJJIMHHOCTA CYOBEKTOB, CBS3BIBAIOIIUXCS MEXKIY
cO0OM 1O JIMHUSM CBSI3H.

B 3aBucumoctH OT BHAAa KpUNTOTPAPUYECKHX aITOPUTMOB MPOTOKOIBI  CTPOTOM
ayTeHTU(UKALIUU HCIIONB3YIOT:

- CHMMETPHYHBIC aJITOPUTMBI IU(DPOBAHHS;

- OJIHOHAITIPABIICHHBIEC XAII-(QYHKIIUY;

- aCHMMETPHYHBIC KPUIITOCUCTEMBI MU(POBAHNUS;

- QJITOPUTMBI 3JICKTPOHHOM MOIITUCH.

1. Yro ocymiecTBIIsSIeT IpOIeAypa ayTCHTH(PUKAITIH.

2. Yto Takoe B3auMHas ayTCHTU(DUKAIIHS.

3. Kak ocymiecTBisieTcst MpOTOKOJT «3aIPOC-OTBETY.

4, Kakue MCTOJAbI MOKHO OTHECTH K IIPOTOKOJIaM CTpOl"OI71 aYTGHTI/I(I)I/IKaLII/II/I.

3.4 Tunosoe 3a1aHMe 1Jis1 BHINOJTHEHUS] KYPCOBOH padoThl
TunoBele 3a7aHus BBUIOKEHO B 3JIEKTPOHHOM HH(OPMAIMOHHO-00Pa30BaTENbHON Cpefe
HpI'VIIC, noctynHoil 00y4aromeMycsi 4epe3 ero JIMYHbI KaOuHeT.
Hwxe npusenieH odpasel 3ajaHust JUIsl BBITOJIHEHUS KypCOBOH paOOThI M IPUMEPHBIN IT€pEeUeHb
BOIIPOCOB VIS €€ 3alLUTHI.
OO6pa3zer] TUIIOBOI'O 3a/1aHUS [Tl BHIIIOJIHEHUS! KypCOBOM paboThI
BrimonauTe KypcoByto paboTy Ha TeMy «XapaKTepHUCTHKA 3apyOeKHBIX XII-(DYHKITHI.
1. HasznaueHue X>1I-QYHKIUHU U €€ CBOICTBA.
2. Ha 4gto BmMsieT pa3zMep XdII-KoJa.
3. Kakas ceifuac pexkomMeHiyemMas JUIMHA X3UI-KOoJa.
4. TlpuBenute mpuMepsl HAlMOHAIBHBIX Xd1I-pyHKIKK CILIA.

3.5 IlepevyeHb TeopeTHYECKUX BONPOCOB K IK3aMeHY
(1 OTICHKY 3HAHMI)
AcriexTsl 0€30MacHOCTH HH(OpMAIUH.
OCHOBHBIE IOHATHUS KpUNTOrpaduu.
Knaccugukanus kpuntocuctem.
O6m1as cxema mudpoBaHus.
Cnoco6s1 hopmupoBaHus KIt0UEH sl TOTOYHOTO MU(pOBaHUS.
Bomnpock! 1o norouHomy muppoBaHUIo.
Yro Takoe yrpo3a u ysa3BUMOCTb.
KondunennuaabHOCTh HHGOPMALIMK U METO/IBI €€ 3alUTHI.
Cranpmapt mmdposanus nanusix DES.
0. Crannapt kpunrorpaduieckoit 3aumrs AES.
1. Poccuiickuii anroput™ Kpunrorpaduyeckoro npeoOpa3oBaHus: pexKUMbl IH(PPOBaAHUS.
12. Poccuiickuii anropuT™ Kpunrorpaguyeckoro npeoOpa3oBaHus: peXkKUM UMUTOBCTABKH.
13. brounsrit mudp «Marmay.
14. bnounsiii mmdp «Ky3Hedank».
15. Pexxumbl paboTs Oounbix mmdpos (FOCT-2018).
16. Hecummerpuunble cuctembl mudpoBaHus. COBPEMEHHBIH MPOTOKON MIM(PPOBAHUS
JTAHHBIX.
17. Anroputm RSA. CpaBHEeHHE CUMMETPUYHBIX U HECUMMETPHUUHBIX KPUIITOCUCTEM.
18. Ompenenenue u Ha3HAYCHUE XAII-PYHKIINH, POCCHICKHIA CTaHIAPT.

RBOoo~NORwNE



19. DnekTpoHHas TOANUCH:  OMPEACICHUs, Ha3HAYCHHWE, pOJIb B  AJIEKTPOHHOM
JIOKyMEHTO000pOoTE.

20. Poccwmiickuii crangapt DI1: TeXHOIOTHS CO3/1aHUS U TTIPOBEPKHU.

21. O6wmen [uddu-Xennmmana. Haznauenue mactep-kiroya.

22. Xapakrepuctuka Kpunrollpo CSP.

23. UndpactpykTypa yrnpaBieHUs! OTKPHITBIMU KIIFOUaMH.

24. TexHOon0TuY ayTeHTH(UKAITIH.

25. TeXHOJIOTHH CTPOTOH ayTeHTHU(PHUKAIHH.

3.6 IlepeyeHb THNOBBIX MPOCTHIX NPAKTHYECKHUX 32JaHNH K IK3aMeHY
(st OLIEHKU YMEHHH)

1. Pa3mep xsui-koaa no poccuiickomy crangapty ('OCT-2012) pasen:

A) 256 out unu 512 6ut

b) 512 6ut wiu 160 6ut

B) 160 6ut

I') 320 our

2. CoBpeMeHHBIN MTPOTOKOI MHU(PPOBAHUS JAHHBIX Oa3UPYETCS] HA COBMECTHOM MTPUMEHEHUN

KaK CHMMETPUYHOM KPUNTOCUCTEMBI TaK U aCHMMETPUYHOM:

A) JA

b) HET

3. Xom-yHKIUsA — 3TO0 Kpunrtorpaduueckoe npeodpazoBaHue uHGpopmamu, nepeBosiiee
CTPOKY OUTOB MPOM3BOJIBHOM JTTMHBI B CTPOKY OUTOB (PMKCHPOBAHHOM JITHHBI:

A) JA

b) HET

4. B SJIEKTPOHHOM JOKYMEHTOOOOpOTE HAWIYYIIUM CIHOCOOOM KOHTPOJS IEIOCTHOCTH
JAHHBIX SIBIISICTCSA:

A) mudposanue

b) anexTponnas mudposast MOAMKCH

B) xamupoBanue

3.7 llepevyeHb TUNOBBIX NPAKTHYECKUX 3aJaHUH K IK3aMeHYy
(1751 OLIEHKM HABBIKOB U (WJIM) OIIBITA ACSTEIHLHOCTH)
1. BeinosiHUTE ONepaluio CI0KEHHs 10 MOAYIIO 2 IBYX CJIOB, 3aJJaHHBIX B
LIECTHAAATCPUYHON CUCTEME CUUCIICHUS:
14A7(+)2CAS8
2. HaitauTe KOHTPOJIBHYIO CYMMY, HCTIOb3YS OMEPAIHIO CIOKEeHUs Mo Moy o 210 iByx
CJIOB, 33JJaHHBIX B IIECTHAALATEPUYHON CHCTEME CUNCIICHMS:
4A9F I+1 7TFE4
3. HaiimuTe KOHTPOIBHYIO CYMMY, HCIIONIB3YS ONIEPAINIO CIIOKEHHS 110 MOJYIIO 2 IBYX
CJIOB, 33JJaHHBIX B IIECTHAALIATEPUYHON CUCTEME CUUCIICHUS:
CA9F(+)DCB9
4. BBINOJHUTE ONEPaIHIO CI0KEHUS M0 MOAYIIIO 2 IBYX CJIOB, 33/IaHHBIX B
HIECTHAATEPUIHON CUCTEME CUUCIICHUS:
C4A7(+)BCAS
5. HaiituTe KOHTPOIBHYIO CyMMY, HCTIONB3Ys OMEPAINIO CI0KeHHs 1o Moayo 210 ieyx
CJIOB, 33JJaHHBIX B IIECTHAALIATEPUYHON CUCTEME CUUCIICHUS:
DAO9F I+| AFE4
6. Ilpu mm¢ppoBaHUM JaHHBIX HECUMMETPUYHOM KPUITOCHCTEMOMN, UCTIONB3YETCS:
A) CeKpeTHBIH K04
B) oTkpbITHIN KITIOY
B) cHauana OTKpBITHIi, a 3aT€M CEKPETHBIH K04
I') cHayana cekpeTHbIil, a 3aTeM OTKPBITBIN KITFOY
7. Ilpu cozmanuu DIIII cexpeTHBIN KITFOY 1O JJTMHE 0OJIBIIE, YeM OTKPBITHIMH:
A) 1A



b) HET
8. B coBpemenHoM mpoTokosie muppoBaHUS NAHHBIX MPHU HIM(PPOBAHUU COOOIICHUH

HCIIOJIB3YCTCA ABYXKIHOUYCBAA KPUIITOCUCTEMA!

A) 1A

b) HET

9. Pazmep DIII mo amepukanckomy cranaapty DSS pasen:

A) 256 our

b) 512 6ur

B) 1024 our

I') 320 6ut

10. B 2JeKTpOHHOM JJOKyMEHTOOOOpOTE HAWIYYIIUM CIIOCOOOM  OOecreueHuUs

KOH(bI/II[eHI_II/IaJ'II)HOCTI/I JaHHBIX ABJISICTCS .

A) mmdpoBanue
b) anexTponnas mudpoBast HOAMKUCH
B) xammupoBanue

11. YKaxuTe 0JHOCTOPOHHIOK (DYHKITHIO JUTsl airopuT™Ma Diib-1"amass:
A) (erd) mod k = 1; k=p-(g-1);

b) y = a*mod p;

B)n=p-q;

I') c = m®* mod (n-1);
12. JIByXKIIFOUEBYIO KPUIITOCHCTEMY Ha3bIBAIOT KPUIITOCHCTEMOMN C OTKPBITHIM KIIFOUOM, T.K.

IIpu I.HH(prBaHI/II/I OTKpBITLIﬁ KJIKOY CO34aCT OTIIPpAaBUTCIIb, a CereTHHﬁ — [oJry4yareiib:

A) 1A
b) HET
13. TTapy kiroveii nmpu mu(ppOBaHNU JAHHBIX KPUITOCHCTEMOW C OTKPBITHIM KIIFOUOM CO3/1aeT

OTIIPABUTCIIb:

A) 1A

b) HET

14. BrnagenbuieM napsl kiatodeit npu coznanuu DL sBisiercst oTnpaBUTENh:
A) 1A

b) HET

15. XsmupoBanue cooduienus npu coznanuu ST ocymecTasercs, 4ToObI:
A) obecrieunTh KOHPUACHIINATBLHOCTh UH(OPMaALIUU

b) yBenmmuuts Bpemst cozganus DI

B) crannaptuzoBats Bpemst cozmpanus DI u ee pazmep

16. Xsm-pyHKIUSA MOXKET IPUMEHSATHCA B CIIEAYIONINX CIydasX:

A) s co3gaHusl CKATOTO 00pasza COOOIIEHUs, MCIIOIB3YEMOTr0 B MEXaHM3Me HU(PPOBOH

IOAIINCH,

obpas3:

B) s 3ammTel mapos;

B) npu KOHTpOJIE [IETIOCTHOCTH JIaHHBIX;

I') nna coxpanenust KOH(pUIEHINAIBHOCTH HH()OPMALINH.

17. Kommmzus B Xo1I-yHKIMH, 3TO KOT/Ia pa3Hble COOOLIEHHS MMEIOT OJMHAKOBBINA X3III-

A) IA
b) HET
18. B CoBpeMeHHOM MpPOTOKOJIE MIM(PPOBaHUSA JNAHHBIX JUIs MHU(POBAHUS CEKPETHOTO

KJIro4a CI/IMMepI/I‘—IHOI\/'I KPUIITOCUCTEMBI UCITOJIB3YETCA ABYXKIIOYCBAA KPUIITOCUCTEMA!

A) IA

b) HET

19. JIyxkiitoueBast KpUITOCUCTEMA MOXKET IPUMEHSTHCS B CICAYIOIIUX CIydasX:
A) nns mudpoBaHus HEOOIBIINX MO 00bEMY JTAHHBIX;

b) npu co3naHum 3MEKTPOHHO-IIU(PPOBON MOIIHCH;

B) B 3amauax ayreHTUUKALNY;

I') nnst obecrieyeHust 1OCTYMMHOCTH UH(POPMALIUH.



4. MeToan4yeckue MaTepuaJbl, onpeaessiiolnime Npoueaypy oleHuBaHus
3HAHMI, yMEeHUIi, HABBIKOB M (WJIN) ONbITA 1eSITeJIbHOCTH

B rtabmuue mpuBEOeHBI OMMCAHUS MOPOIEAYpP MPOBEAEHUS KOHTPOJIBHO-OIEHOYHBIX
MEpONPUATHIA U MPOLEAYP OLICHUBAHUS PE3YJIbTATOB 00YUYEHUS C IIOMOIIBIO OLIEHOYHBIX CPE/CTB B
COOTBETCTBUU C paboyell MporpaMMoi AUCHUIIINHBIL.

HanmenoBanue
OLEHOMHOTO OmnwcaHus MPOIEAYPHI TPOBEACHUS KOHTPOJIBFHO-0IIEHOYHOTO MEPOTIPHATHS H MPOIIEIyPHI
OIICHUBAHUSA PE3YJIbTATOB O0yUCHHUS
cpencTaa

CobecenoBanne, MpeIyCMOTPEHHOE PabOoYeil MPOrpaMMON AWCITUILIAHEI, TPOBOIUTCS Ha
NpaKTUYecKOM 3aHATHH. [IpenopaBarens Ha HPAKTHYECKOM 3aHATUH, NPEALICCTBYIOIIEM
CobecenoBanue 3aHATHIO TPOBEACHMSA KOHTPOJS, MOBONUT 1O OOYYArONIMXCS TEMY, BOIPOCHI JUIS
MOATOTOBKH K cobecenoBaHuIo. PesynbraTel cobeceoBaHUs NpenofaBaTelb JOBOJUT 1O
0o0yJaromuxcs cpasy Imociie 3aBepIIeHNs coOeceTOBaHMS

TeCTI/IpOBaHI/Ie IMIPOBOUTCH I10 PE3YyJIbTATaM OCBOCHUS TEM WJIN PA3€I0B JUCIIUIIIINHBI NI
10 OKOHYAaHHUIO €€ HU3YUCHHSA BO BPEMA MNPAKTHYCCKUX 3aHaTaid. Bo BpEMs NPOBCACHUSA

TCCTI/IpOBaHI/Ie TECTUPOBAHUA IOJb30BATHCA y‘le6HI/IKaMI/I, CIIPABOYHUKAMH, KOHCHCKTaMU HeKHHﬁ,
(KOMHLIOTCpHBIe TETpAASIMHU UIA MPAKTUYICCKUX 3aHATUI HE Pa3pCUICHO. HpenonaBaTenL Ha IPAKTUYCCKOM
TeXHOJ’IOFI/II/I) 3aHATHUH, OPCAIICCTBYIOIICM 3aHATHIO IPOBEACHUA TECTA, JOBOAUT 10 06yan0mec51: TEMBEI,

KOJIMYECTBO 38,[[3HI/II>1 B TCCTC, BPEMsA BLIIIOJIHCHUSA. PeSyJ'H)TaTI)I TECTUPOBAHUA BUIHBI
obydaronieMycs Ha KOMITBIOTEpE Cpa3y MOCIIe MPOXOXKACHUS TeCTa

3ammura 1a6opaToOpHBIX paboT TMPOBOAUTCA BO BpeMsl JabOpaTOpPHBIX 3aHATHI. Bo Bpems
TIPOBEICHHUS 3aIUTHI JTJAGOPAaTOPHO# paboOTHI MOIB30BATECSA YUCOHHKAMH, CIIPABOYHUKAMH,
KOHCIIEKTaMH JICKIIH#, TETPAISIMH He paspernieHo.

Ipemogasares Ha J1abopaToOpHON paboTe, MPEMIIECTBYIOMIEH 3aHATHIO MPOBEICHHS
3aIMUTHl  JTa0OpaTOpHON paboThl, JOBOAMT 10 OOYYAIOUIMXCSA: HOMEp 3allUINaeMoil
J1a00paTOPHO# pabOThI, BpeMs Ha 3alUTy Ja0OPaTOPHOIl pabOTHI.

IpemonaBarens HHPOPMHUPYET OOYUAIOMIMXCS O pe3yabTaraX 3allUThl JIAGOPaTOPHOI
paboThI cpasy Mocie ee KOHTPOIbHO-OICHOYHOTO MEPOTIPHSATHS

JlabopaTopnas pabota

Xo/1 BBITIONHEHHUS PA3/IeTIOB KypcOBOi pabOThl B paMKaX TEKYIIEr0 KOHTPOJIS OLIEHUBACTCS
npenoaaBaTeyieM UCXOOs U3 O6LeMOB BBITNIOJIHECHHBIX pa60T B COOTBETCTBHE CO LIKaJIaMH
orenuBanus. IIpernomaBaresis HHOOPMHUPYET OOYUAIONIMXCS O pPE3yJbTaTax OLCHHBAHUS
Kypcosas pabora BBIMOJIHEHHSI KYPCOBOT'O IIPOEKTa CPa3y MOCIIE KOHTPOJIbHO-OIIEHOYHOTO MEPOTIPHSTHSI.

B xoge 3amuTel KypcoBoi pa0boThl 00ydaromuiicsl neaaeT JOKIa] MPOTIKEHHOCThI0 5 — 7
MuHyT. [IpenopaBaTenb CTaBUT OKOHYATENLHYIO OLIEHKY 32 KypCOBYIO paboTy mocie
3aBCPHICHUA 3allIUTBI, YYUTHIBAS YPOBCHB €€ 3allIUThI

I[J'ISI opraHu3alii W IMPOBCACHUA HpOMe)I<YTO‘~IHOﬁ arTeCcrallii COCTaBJIAIOTCA THUIIOBBIC
KOHTPOJIbHBIE 3aJJaHNS UM UHBIE MaTepHualibl, HEOOXOJMMBbIE /7S OLIEHKH 3HAHUN, yMEHU, HABBIKOB
U (WJIK) OTbITa IEATENbHOCTH, XapaKTePU3YIOLINX 3Tanbl (OPMUPOBAHUS KOMIIETEHLIUN B IIpoliecce
OCBOEHMS 00pa30BaTEIBbHOM MPOrpaMMBbl.

HepequL TCOPCTUYCCKHUX BOIIPOCOB MW THUIIOBLIC IMPAKTUYCCKUE 3aJJaHUA PA3HOTO YPOBHMA
CJIO)KHOCTU JJISi TMPOBEJCHHsI NMPOMEXYTOUHOM arTecTaluu oOydaroluecs MOJy4aloT B Hayaje
ceMecTpa 4epe3 JJIEKTPOHHYI0 HH(OpMalmoHHO-o0pa3zoBarenbHyo cpeny Hpl'YIIC (nmuunsblii
KaOMHET 00yJaromerocs).

Onucanue npouenyp NpoBeJeHUs! NPOMEKYTOYHOM aTTeCTAMHA B (pOpMe IK3aMeHAa
U OLIeHMBAHUS Pe3y/JbTATOB 00y4eHHUs
[TpomesxyTounas aTTectanus B (popMe sK3aMeHa MPOBOJUTCS MyTEM YCTHOTO coOece10BaHUs
no OmieraM Win B popMe KOMITbIOTEPHOTO TECTUPOBAHUSI.

IIpu mpoBeaeHHWHM TPOMEXKYTOYHOW aTrectaluu B (opme cobeceqoBaHUS OUIIETHI
COCTaBJISIIOTCS TAKUM 00pa30M, YTOOBI KaXKIblii U3 HUX BKJIIOYAJ B ce0sl TEOPETUUYECKHE BOIPOCHI U
IIPAKTUYECKHE 3a1aHuUs.

buner conmepxut: 1Ba TEOpPETHUYECKHMX BOIpoca g OLEHKH 3HaHui. Teopernueckue
BOIIPOCHI BEIOMPAIOTCS U3 TIEPEUHs BOIIPOCOB K 9K3aMEHY; JiBa MPAKTUUECKUX 33aJJaHUS: OJTHO U3 HUX
JUIsL OLIEHKH YMEHHH (BbIOMpaeTcss W3 MNepeyHsi THUIOBBIX IPOCTBHIX MPAKTUYECKUX 3aJaHui K



9K3aMEeHY); APYroe MPaKTHYECKOE 3aJaHHe Ul OICHKH HAaBHIKOB M (WJIM) OMBITA ACATEIBHOCTH
(BBIOMpAIOTCS U3 MEPEUHS TUMIOBBIX MPAKTUIESCKUX 3aJIaHUH K IK3aMEHY).

PacnipenenceHue TeopeTHUECKUX BOIIPOCOB M MPAKTUYECKHUX 33aJaHHUN 110 SK3aMEHAIMOHHBIM
OuyeTaM HaxOJUTCSA B 3aKPBITOM JJIsi 0Oydaronmxcs goctyne. Pa3paboranHblii KOMIUIEKT OMIIETOB
(25-30 OwmaeTOB) HE BBICTABIACTCS B DIIEKTPOHHYIO HH()OPMAIHOHHO-00PAa30BaTCILHYIO CpEay
NpI'YIIC, a xpanutcs Ha Kadeape-pa3padoTyrke (OHIOB OLICHOUYHBIX CPE/ICTB.

Ha sx3amene oOywaromuiicsi Oeper Ouier, Ui MOATOTOBKM OTBETa HA HK3aMEHAI[MOHHBIN
ouner oOyuaromeMycst OTBOAUTCS BpeMs B npeaenax 45 Munyt. B mpouecce oTBera o0y4aromerocs
Ha BOIIPOCHI ¥ 3aJIaHusI OMIIETa, IPEroaBaTeb MOXKET 3a/1aBaTh JIOTIOJTHUTEIILHBIC BOTIPOCHI.

Kaxnpiii Bompoc/3amaHue Ouiera OIEHHBACTCS IO YeThIpeXOaIbHONH CUCTeMe, a jaiee
BBIUUCIISICTCS CpellHee apU(PMETHYECKOE OIEHOK, MOJYYEHHBIX 3a KaKIbld BOMPOC/3aJaHHE.
Cpennee apuMeTHIECKOE OIICHOK OKPYIIISIETCS JI0 LEJIOTO 110 MPaBUIaM OKPYTIICHHSI

[Ipu mpoBeneHMM NPOMEXKYTOUYHOM arrecTauud B (OpPME KOMIIBIOTEPHOTO TECTUPOBAHHS
BapHUaHT TECTOBOTO 3aJaHust PopMUpYeTCst 13 (OH/IA TECTOBBIX 3aIaHUH 110 JUCIUTUIMHE CITyJaitHBIM
o0pa3om, Ho ¢ ycroBueM: 50 % 3agaHuii JOIKHBI OBITH 33IaHUSMHU OTKPBITOTO TUMA 1 50 % 3amanuit
— 3aKPBITOTO THIIA.

O0pa3en IK3aMeHALIMOHHOT0 OnJieTa
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1. AcmiexTsl 6€30aCHOCTH MH(POPMAITUH.
2. Poccuiickuii alropuT™ KpUNTOrpadUyeckoro mpeoOdpa3oBaHms: pe)KUM UMUTOBCTABKH.
3. B 211eKTpOHHOM JIOKYMEHTO000pOTE HAMIYYIIHM CIIOCOOOM KOHTPOJIS LIEJIOCTHOCTH AaHHBIX SIBIISICTCS:
A) mmdpoBanue
B) anextponHas nudpoBas noanuch
B) xsmmpoBanue
4. Haiiute KOHTPOJBHYIO CyMMy, MCIOJIB3ysl ONEPAlMIO CIOKEHUs Mo Momymo 26 nByx cioB, 3a1aHHBIX B

IIECTHAUATEPUYHON CHCTEME CUHCIICHUSL:
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