OEJIEPAJIBHOE ATEHTCTBO XEJIE3HOJJOPOXKHOI'O TPAHCIIOPTA

denepanbHOE TOCYAAPCTBEHHOE OFOKETHOE 00Pa30BaTENbHOE YUPEKIACHUE
BbICLIEr0 00pa30BaHuUs
«MpKyTCKH TOCYAapCTBEHHBIH YHUBEPCUTET MTyTEH COOOIICHUS»
(®I'bOY BO UpI'VIIC)

YTBEPXJIEHA
MIPUKA30M peKTOpa
or «31» mag 2024 r. Ne 425-1

b1.0.53 Teopus u npakTHKa 3alIMTHI HHPOPMALUH B
ABTOMATH3UPOBAHHBIX CHCTEMAX KeJIe3HO0POKHOT0 TPAHCIIOPTA

paboyas mporpamma JUCIHUIIINHBI
CrenmansHocTh/HanpaBinenue moaroroBkn — 10.05.03  Mudopmammonnas — 6e300acHOCTb
ABTOMATU3UPOBAHHBIX CHCTEM
Crennanm3anus/mpoduis — be30macHoCTh OTKPBITBIX HHPOPMAITMOHHBIX CUCTEM
KBanu¢ukanus BeimyckHiKa — ClIeUAINCT 110 3auTe HHGOpMaIu
®opma u cpok 00yueHus — ouHas ¢popma S aet, 6 MecsleB
Kadenpa-pazpadboTunk nporpammsl — MHGOpMaIOHHbIE CHCTEMBI U 3aIIUTa HH(MOPMAITUH

OO1mas TpyRoeMKocCTs B 3.¢. — 4 DOopMBI IPOMEKYTOTHON aTTeCTaNU
Yacos o yuebrOMYy 1uiany (YII) — 144 ouHas popma oOydeHU:
3aueT 8 cemecTp

Ounasi ¢popma o0yuyeHUst Pacnpenesienne 4acoB JHCHUIIJIMHBI II0 CEMeCTPaM
Cemectp 8 Hroro
Bup 3ansaruii Yacos no YII Yacos no YII

AyauTOpHasi KOHTAKTHas

padoTa no BMAAM y4eOHbIX 85 85

3aHATHIH/

B T.4. B popme ITIT*

— JICKITUH 34 34

— IIpaKTHYECKUe (CEMUHAPCKUE) 51 51

— 1abopaTopHBIE

CamocTosiTe;1bHasi padoTa 59 59
Hroro 144 144

HNPKYTCK
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PabGouast mporpamma IUCHMIUIMHBI pa3paboTaHa B COOTBETCTBUU C (efepabHBIM
rOCYy/IapCTBEHHBIM 00pa30BaTeNbHBIM CTAHAAPTOM BBICHIETO OOpa30BaHUS — CHEIUAIUTET IO
crenuansHocTd  10.05.03 HWHudopmanmonHas 0e30MacHOCTh aBTOMATH3MPOBAHHBIX  CHCTEM
yrBepxkAcHHbIM [Ipukazom Munooprayku Poccun ot ot 26.11.2020 Ne 1457.

[Mporpammy coctaBui(u):
K.3.H., goueHT, C.I1.Cepénkun

Pabouas mporpamma paccMOTpeHa U 0100peHa Ui UCIOIB30BaHUS B yUeOHOM IMpoliecce Ha
3acenannu Kadenpol «MHDOpMAIMOHHBIE CUCTEMBI M 3aliTa UWHOOpPMALMKY», IPOTOKONI OT «21x»
Mas 2024 r. Ne 11

3aB. kadenpoi, K. 3. H, JOLECHT T.K. Kupumniosa



1 IIEJIA U 3AJAYM JUCHUTLIVHBI

1.1 Heau TUCUMTTAHBI

1 M3YYEeHHE COCTOSHUS TpobieM obecriedeHrs HHPOPMAITMOHHOK 0€301MacHOCTH

2 M3y4eHHEe METOJ0B M  CPEACTB  3aliUThl HMH(OpPMAaLWMM B  aBTOMAaTU3UPOBAHHBIX CHCTEMax
sKene3HoopokHoro Tpancnopta (AC XKT)

1.2 3agayum JUCHUILUINHBI

1 W3ydEeHUE U NMPUHINN (PyHKINOHMPOBAHHUSA OCHOBHBIX aBTOMATH3WPOBAHHBIX CHCTEM JKEJIE3HOIOPOKHOTO
TpaHCIIopTa

2 M3y4EeHUE OCHOBHBIX MNPUIIOKEHUI B CHCTEME JKEJIE3HOIOPOKHOTO TPAHCIIOPTa, a TAKKe MPHKIIAJHBIX
CHCTEM M 3aJ1a4 aBTOMAaTU3UPOBAHHBIX CUCTEM

3 U3y4eHUE CII0COOOB M TpeOOBaHWI K OpraHm3alMu paboT M0 OOECHEYEHWIO 3alIMThl MH(GOPMAIMU B
ABTOMAaTH3UPOBAHHBIX cucTeMax ynpasieHus OAO «PXKI»

1.3 Ilesi> BocHMTaHNS M 321241 BOCIIUTATEIbHOI PadoThl B paMKaxX TUCHUILINHBI

[IpodeccroHanbHO-TPYIOBOE BOCIIHUTAHHE 00YUYAIOIIUXCS

Ienp nmpodeccrHoHaNIBEHO-TPYIOBOTO BOCIHUTAHMS — (DOPMHUPOBAHUE y 00YYAFOIIUXCSA OCO3HAHHOMN MPOeCCHOHATBHOMN
OpHUCHTAIY, MOHMMAaHHS OOIICCTBEHHOIO CMBICNIA TpyJa M 3HAYUMOCTH €ro sl ceOs JIMYHO, OTBETCTBEHHOTO,
CO3HATENILHOTO M TBOPYECKOTO OTHONICHWS K OYyAyIIel JesTelNbHOCTH, MPO(PECCHOHATBHON 3THKH, CIIOCOOHOCTU
MIPEBUICTh M3MEHECHHsSI, KOTOPbIC MOTYT BO3HHUKHYTH B MPO(ECCHOHANBHOW ICATEIHHOCTH, U YMCHHUIO padoTaTh B
I/ISMCHéHHLIX, BHOBb CO3JJaHHBIX YCJIOBUAX Tpyaa.

Lens gocTuraercs no Mepe peleHus B eIMHCTBE CIEAYIONINX 3a/1a4:

— (opMHpOBaHUE CO3HATEILHOTO OTHOIICHHS K BEIOpaHHOU Tpodeccu;

— BOCIIUTaHWE YECTH, TOPIOCTH, JIOOBH K MPO(ECcCHr, CO3HATEIHHOTO OTHOIICHUS K MPO(PECCHOHANEHOMY JOITY,
MMOHUMAaeMOMY KaK JIMYHAs OTBETCTBEHHOCTh M 00S3aHHOCTE;

— (popMHpOBaHHUE IICHXOJIOTHH MPOPECCHOHANA;

— (opmupoBaHUE MPOPECCHOHATHHOMN KYIBTYPHI, 3TUKH IPOPECCHOHANEHOTO OOIICHUS;

— (opMHUpOBaHKE COLUATIBHON KOMIIETEHTHOCTH M JPYyrHe 3a7a4yt, CBsI3aHHbIE C UMHKEM NPO(ECCU U aBTOPUTETOM
TPaHCIIOPTHOM OTpaciu

2 MECTO JMCIIMIIVIMHBI B CTPYKTYPE OIIOII

Broxk/gacte OITOIT ‘ Bbnok 1. Juctumnuael / O6s3aTeNnbHAas 4acTh

2.1 I[I/ICIII/IHJ'H/IH])I U NIPAKTUHKHU, HA KOTOPLIX OCHOBBLIBA€TCH U3YUYCHUEC JTAHHOM JUCIHHUIIMHbI

1 b1.0.17 HaueprartesbHas TeOMETPHs U KOMITbIOTepHasl rpaduka

N

b51.0.26 A3bIku IporpaMMHUpPOBAHHUS

w

b1.0.28 TexHoI0THH U METOABI IPOIPAMMHPOBAHUS

2.2 JIucuMnJMHbI M NPAKTHKM, AJI51 KOTOPbIX U3yYeHUe JaHHOM JMCUHUIIJIMHbI
HEe00X0IMMO KaK MpealiecTBYIoIIee

B51.0.39 I[IporpaMMHoO-anmmapaTHbeIe CpeACTBA 3AIIUTH HH()OpMAIIH

b1.0.40 Pa3paboTka u SKCIITyaTalys aBTOMATU3UPOBAHHBIX CHCTEM B 3aI[UIIEHHOM HCIIOJIHEHUH

b1.0.58 O6paboTtka 1 aHaH3 OOJBITUX JAHHBIX

B51.0.59 I[IpoekTrpoBaHKs CHCTEM 3aIIUTHl 00HEKTOB HH)OPMATH3AIHN

b3.01(J1) IloaroroBka K mpoIeAype 3alMThl BEIMYCKHON KBaTU(pUKAIIMOHHON pabOThHI

Bb3.02([1) 3ammTa BEITYCKHOHM KBaTU(QUKAIIMOHHOH PabOTHI

~NoghwWN

OTJ1.02 OcHOBBI HAYYHBIX HCCIIETOBAHUIN

3 IINTAHUPYEMBIE PE3YJIbTATBIOBYUYEHMUSA 11O JUCIUIIVIMHE,
COOTHECEHHBIE C TPEBOBAHUSIMU K PE3YJIBTATAM OCBOEHUA
OBPA3OBATEJIbHOM ITPOT'PAMMBI

Koa n Koa n HaumeHoBaHue
HAaMMeEHOBaHHe HHAUKATOPA 10CTUKEHUS Inanupyemble pe3yJibTAThl 00yYeHUst
KOMIIETEHIINH KOMIIETeHIIMH

3HaTh: - 0COOEHHOCTH U CIIOCOOBI TPUMEHEHHS IPOTPaMMHBIX
1 TIPOTPaMMHO-AINMaPaTHRIX CPENICTB 3aIUTH HH(OPMAIUH, B
TOM YHUCIIE, B ONIEPALIUOHHBIX CUCTEMAX, KOMIIBIOTEPHBIX
ceTsx, 6a3ax JaHHBIX; MeTOABI TECTHPOBAHUS (PYHKIIUIT
OTJIENbHBIX IPOTPAMMHBIX U IIPOIPAMMHO-AIIIAPATHBIX
CpPEICTB 3aIUTHI HHPOPMAIINH; THUIIOBBIE MOJICIIN YIIPABICHUS
JOCTYIIOM, CPEACTB, METOJIOB U MIPOTOKOJIOB UACHTH()HUKAINN
1 ayTeHTH(UKALUH; OCHOBHBIE MTOHATHS KpUNTOrpaduu 1
THITOBBIX KPUITOTrPahMUECKUX METOJIOB M CPEACTB 3alUThI
nH}opManny; 0coOEHHOCTH U CIIOCOOBI TPUMEHEHHS
IIPOrPAMMHBIX U IIPOIPaMMHO-aIIIAPATHBIX CPEICTB
rapaHTHPOBAaHHOTO YHHUUYTOXXEHHS MH(OPMALIMH; TUIIOBbIE
CPEACTBA M METOABI BEJCHMsS ayJauTa, CPEICTB H CIIOCO0OB

OIIK-2 Crnocoben
TIPUMEHSITh
NpOrpaMMHbIE OIIK-2.1 ITpumensier
CpeJCTBa CUCTEMHOTO | COBPEMEHHBIE ITPOTPAMMHbIE
Y TIPUKJIATHOTO CpeACTBa CUCTEMHOTO U
Ha3HAYCHUH, B TOM MPUKJIAJJHOTO HA3HAYEHHM, B
YHCIIe TOM YHCJIE OTE€YECTBEHHOTO
OTE€YECTBEHHOI'O MIPOU3BOJICTBA, IPU PELICHUU
MIPOU3BOJICTBA, JJIS 3a7a4 podeccuoHaIbHON
peuieHus 3aa4y JIeATENHLHOCTH
poeCCHOHATBHOM
JIeSITeIbHOCTH




3amuThl nHpopManuu B AC, CpeiCTB 3alIUThl OT
HECAHKIIMOHUPOBAHHOTO JIOCTYIIA

Ymers:

- yCTaHABINBAaTbh, HACTPANBATh, IPUMEHATh INIPOTPAMMHBIC
1 IPOTPaMMHO-aIIapaTHBIE CPEICTBA 3aIUTHl HH()OpMALUHL;
YCTaHaBIMBATh U HACTPANBATh CPEICTBA AHTUBUPYCHOH
3aIIUTHl B COOTBETCTBHUH C IIPEABIBISEMBIMH TPEOOBAHHUAMUY;
JIMarHOCTHPOBATh, YCTPAHSTH OTKa3bl, 00ecreunBaTh
paboTOCHOCOOHOCTD U TECTUPOBATh (PYHKIIMHU MPOTrPaMMHO-
anmapaTHBIX CPEACTB 3alIUTHl HHPOPMAIUH; IPUMEHATh
IIpOrpaMMHBIE M IIPOrpPaMMHO-aInapaTHble CpecTBa s
3amuTEl HHPOPMANUH B 0a3aX JaHHBIX; IPOBEPSTH
BEITIOJTHEHNE TPEOOBAHUH 110 3anIuTe MHOOPMAIIH OT
HECaHKIIMOHNPOBAHHOTO OCTYIA IPH aTTECTALINN OOBEKTOB
nHPOPMATU3AINH IO TPEOOBAHUAM O€30MTaCHOCTH
nHpOPMALINH;

HCTIONB30BaTh THIIOBBIC MPOTrPaMMHBIE KpUNITOrpaduIecKnue
CPE/ICTBA, B TOM YHCJIE AJICKTPOHHYIO MOJIHCH; IPUMEHSTH
Cpe/ICTBa TapaHTUPOBAHHOI'O YHUUTOXEHUs HHpOpManuy;
yCTaHaBJIMBaTb, HACTPAUBATDH, IPUMECHATH IPOTrPAMMHBIC U
MIPOrpaMMHO-aIIapaTHbIE CPEJICTBA 3ALIUTHl HH)OPMALIIH;
OCYHICCTBJIATH MOHUTOPHUHI U PETUCTPALIHUIO CBCHCHHﬁ,
HeoOXxoauMbIX Juis 3amuTel ACY, B TOM 4YHCIE C
UCTIONIB30BAHMEM NIPOTPAMMHBIX M NPOTPAMMHO-
anmapaTHBIX CPEACTB OOHAPY)KEHHMS, IPEAYIPEKACHHUI U
JIMKBUJAINH OCIEACTBIH KOMIBIOTEPHBIX aTaK

Bnanets: - Bnasets: crioco6aMu ycTaHOBKH, HACTPOHKHU
MIPOrPaMMHBIX CPEACTB 3aluThl HHpopMalmu B ACY;
HaBBIKaMH oOecriedeHus 3amuThl AC IporpaMMHBIME U
IIPOTPaMMHO-aMIapaTHEIMHU CPEJCTBAMHU; HABBIKAMH
TECTUPOBAHUS (DYHKIMH, THarHOCTUKH, YCTPAaHEHHS OTKA30B
1 BOCCTaHOBJICHHSI pab0TOCIIOCOOHOCTH MPOTPAMMHBIX 1
MIPOTPaMMHO-aIIapaTHEIX CPEACTB 3aLIUTHI HHPOPMAIHIH;
HaBBIKaMH pemeHus 3a1a4 3amutel o HC/l k nadopmannmn
OTPaHUYEHHOTO I0CTYIIA C TIOMOIIBIO TPOTPAMMHBIX U
[pOrpaMMHO-AIMapaTHBIX CPEJICTB 3aIUThl HHPOPMAIINK;
HaBBIKaMU y4éTa, 00pabOTKH, XpaHEHHUs U Iiepeiaun
UH(OPMALUH, JUII KOTOPOH YCTAaHOBIIEH PEXKHUM
KOH(UICHIINAILHOCTH PabOThI C MOACUCTEMAMH PETHCTPALIMU
COOBITHIl; CIOCOOaMK BBISBJICHUSI COOBITHH W HMHIUJICHTOB
6ezomacHoctu B AC

OIIK-8 Crnocoben
TIPUMEHSTH METOJIBI
HaY4HBIX
UCCIIeJOBAaHUN Npu
MIPOBEJICHUH
pa3paboTok B
001aCcTH 3aIHTHI
nHPOPMALINH B
ABTOMAaTU3UPOBAHHBIX
cucremax

OIIK-8.1 3naet MeTOIBI
Hay4YHBIX HCCHCI[OBaHI/Iﬁ npu
MPOBEJICHUH pa3paboTOK B
obuacTy 3ammTel HTHGOPMALUH

3HAaTh: - METOBI HAYYHBIX UCCIICIOBAHIH NIPU MPOBEICHUH
pa3paboTok B 067aCTH 3aIUTH HHQOPMAIUH B
ABTOMATU3UPOBAHHBIX CUCTEMAX

YMerTh: - aHaIM3UpoBaTh 3PPEKTUBHOCTH
¢yukuonupoBanust UT B oonactu Ub; ucnonb3oBats
COBpPEMEHHBIE METO/Ibl HAYIHBIX HCCIIEIOBAHNIN IPU
NPOBEACHUH Pa3pabOTOK B 00JIACTH 3alIUThI HHPOPMALIUH B
ABTOMAaTH3HPOBAHHBIX CUCTEMaX

BrayeTs: - HaBBIKaMU aHAIKA3a U OIICHKH PHCKOB pean3alui
yTpo3 HHPOPMAIMOHHONW 0€301TaCHOCTH 0OBEKTOB U CUCTEM B
COOTBETCTBHH C TpeOOBaHMAMHU CTaHAAPTOB B obmactu Wb u
HaY4YHBIX UCCJICJJOBAaHUM MPH TPOBEACHUN pa3paboOTOK B
o6JiacTy 3auMThl HHGOPMAIMH B aBTOMATU3UPOBAHHBIX
cucTeMax

OIIK-8.2 Onpenensier
crocoObI coopa 1 06paboTKH
nH(pOopManuK 1S TPOBENICHUS
Hay4HBIX UCCJIEA0BaHUMN

3HaTh: - 3aKOHOIATEIbHYIO0 0a3y, HOPMAaTUBHO-METOJUIECKHE
nokymeHTsl @Cb, ®CTIK, poccuiicknue ctaHAapThl B
obmactu b

YMeTh: - aHaTU3UPOBaTh HAPABIEHUS Pa3BUTH
WH(POPMAIMOHHBIX TeXHOJIOTHH B 001actu b

Brnaznets: - HaBbIKaMU aHANN3a HAYYHBIX UCCIIEI0BAHUM,
HOPMaTUBHO-METOAMYECKUX JOKYMEHTOB U POCCUICKHIX
craniapToB B obnactu b

OIIK-8.3 Bnaneet HaBBIKaMU
00pabOTKN MOITy9IEeHHBIX

3Hath: - cuctemsl obecnieuenus Ub o0bekToB
“H(OPMATHU3AINH B COOTBETCTBUH C TPEOOBAHUSIMU




pPE3YJIBTATOB B 00JIACTH
3amuUThl HHQOPMAIIUY B
ABTOMATH3HPOBAHHBIX
cucrteMax

3akoHogarenscTBa, ®OVB B o6macTy 3ammura nHGOpPMAIUN U
POCCHICKHUX CTaHAaPTOB

YMeTb: - aHaJIM3UPOBATh M OLICHUBATH PUCKH peaTn3aluy
yTpo3 HHPOPMAMOHHON O€30MTaCHOCTH OOBEKTOB M CUCTEM B
COOTBETCTBHH C TpeOOBaHHUAMHU CTaHAAPTOB B obmactu b

Bnazmets: - HaBpIKaMH 00paOOTKH PUCKOB pean3aIliy yTrpo3
WHPOPMAMOHHON OE30MTaCHOCTH OOBEKTOB U CHCTEM B
COOTBETCTBHH C TpeOOBaHUAMU cTaHAAPTOB B 00nactu Ub u
Hay4YHBIX UCCIICOBAHMI NP POBEICHNUH Pa3paboTOK B
00IacTH 3aUTHl HHYOPMALUK B aBTOMAaTH3UPOBAHHBIX
CHCTEMax

OIIK-11 Cmocoben
pa3pabaTbIBaTh
KOMITOHEHTBI CHCTEM
3aIUThl HHPOPMAIUU

OIIK-11.1 3naer
MpOrpaMMHO-arnmnapaTHble
CpPE/CTBA, UCIOJIb3yEMbIC B
Ka4ecTBE KOMIIOHEHTOB
CHCTEM 3aIIUTHI HHpOpMannu
B IIPOTPAMMHOM OOECTICYCHUH
ABTOMATH3HPOBAHHBIX CHCTEM

3HaTh: - TpeOOBaHMS PYKOBOIAIINX JOKYMEHTOB 110
¢dopmuposanmio cuctemsl 31 B AC, a TakKe yCIIOBHSA
TIPUMEHEHHUS CPEICTBA 3ALIUTHI HHPOPMAIIH, TPOILIE X
OLICHKY COOTBETCTBHS B COOTBETCTBHH C 3aKOHOAATEIHCTBOM
Poccuiickoit @enepaniuu 0 TEXHUYECKOM PETYIMPOBAHUH

YmeTs: - popMupoBaTh TPEOOBAHUS K OPTaHU3AIIMOHHBIM U
OPraHU3aMOHHO-TEXHUIECKUM METOJIaM I10 3aLIUTe
napopmanun Ha AC KT

Bnaners: - cienManbHONW TEPMUHOJIOTHUEN U CUCTEMHBIM
OIX0I0M K (DOPMHUPOBAHKIO TPEOOBAHUIT MOCTPOCHHUS,
3aIUIICHHBIX OTKPBITHIX HH(POPMAIIMOHHBIX CHCTEM

OIIK-11.2 Ymeer
pa3pabaTbiBaTh KOMIIOHCHTHI
3alIMUTHl HHOPMaIUN

3HaTh: - TPeOOBaHUs K OPraHU3aMH U (YHKIIHOHUPOBAHUIO
sanmunieHHsIx AC XKT

Ymers:

- pean30BbIBATh TPEOOBAHMS K CHCTEMAaM 3alUThI
nHpopmanuu B AC XKXT B COOTBETCTBHM CO CTaHAApPTaMHU 110
OLIGHKE 3alllUIIEHHBIX CHCTEM;

UCIIOJIb30BaTh KOMIUIEKCHBIH MOJX0/ K 00eCIIeUeHUIO

22’221::;TI/131/II)0BaHHI)IX ABTOMAaTH3UPOBAHHBIX CUCTEM rpeGosarii U ams AC KT
Brnanets: - opraHn3aliMOHHBIMY, OPTaHU3aIMOHHO-
TEXHUYECKUMH, TEXHUUECKUMH U KOMITBIOTEPHBIMU
Cpe/CTBaMH U MeToAaMH 1o 3amute nHpopmarmu Ha AC XKT
3HaTh: - COBOKYIIHOCTb Mep K cucTeMaM 3amuTel AC
HalpaBJICHHBIX HA JIOKAJIM3ALUI0 1 MUHUMHU3ALHIO
OIIK-11.3 MImMeeT HaBBIKH TIOCJIEAACTBUH OT BO3MOXKHON peat3aliy yrpo3 6e301macHOCTH
MPUMEHECHHUS UH(OpPMaIIUH, BOCCTAHOBJICHHE ILITATHOTO PEXHUMa
MHCTPYMEHTAIBHBIX CPE/ICTB (YHKIIMOHUPOBAHUS aBTOMATU3UPOBAHHOI CUCTEMBI
TIOJIJIEP>)KKH BCEX ITAIIOB yIpaBJICHUs B Cllydae peasii3aluy yrpo3 0e301acHOCTH
pa3paboTKN KOMIIOHEHTOB uHbopMaLK
CHCTEM 3aIIUTHI HHPOPMAMK | YMETh: - IPUMEHATh CTAHAAPTHBIC PELICHUS IS
AaBTOMATH3MPOBAHHBIX CUCTEM | oOecrieueHus TpeboBaHMi 1o 3amuTe nHpopmamu B ACY
Buagers: - HaBbikamu aHanu3za yrpo3 Ub u yszsumocteit B AC
KT
4 CTPYKTYPA U COAEPKAHUE JUCHHUIIJIMHBI
OuHnas ¢popma *Kon
Kon HaumenoBanue pa3aeioB, TeM U BU10B paﬁor Hacer MHKATOPA
CeMeCTp Tlex Hp JIa6 CP JAOCTHIKCHUS
KOMIICTCHIIHHU
1.0 | Pazgen 1. YmnpaBienue esiTeJLHOCTHIO TNPEANPHATHS;
KJIaccupukanus aBTOMATH3HPOBAaHHBIX cucreM (AC).
Opranusannonnas u pyHknuonanbHas yacru ACY KT.
2.0 | Pazgen 2. KoHnenryajbHble aceKThl 3alIMThHI MHPOPMAaLUU
H olOecrieueHHs] MH(OPMANMOHHOI 0(e30MaCHOCTH B CeTHAX
KT.
2.1 | Tema 7. O6wextsl b. OcHoBHble yrpo3sl Ub. Onucanue obmeit
CTPYKTYpbI mojacucteMsl 3amuThl uH(popmammn EK ACYOP.
BzaumopneiicTBue CTpYKTYpHBIX MOJIpa3/IefIeHU IO BOMIpOCaM 8 10 OIIK-8.1
Ub EK ACY®P. Undpactpykrypa Ub. 3amura cepsepos EK OIIK-8.3
ACY®P. 3ammra pabounx craHuuii nosib3oBareneit EK
ACYOP.
2.2 Tema 8. EK ACY®P: 3amura nHpOpMauy Ha CETEBOM YPOBHE. 8 12 15 grl;[é(_ _181'31
23 | Tema 9. Ilpunmumsl MOCTpoeHHS U (DYHKIMOHMPOBAHHUS 8 8 OIlK-2.1




4 CTPYKTYPA U COAEPKXAHUE JUCHHUIIJINHBI

Ounas ¢opma *Kon
Kon HaunmeHoBaHue pa3jesioB, TeM U BHIOB padoT C Hacut nﬂé:(m;inopa
M Jlex p JIa6 cp lilooM—rr[lelTee}{HuMuﬂu
MEKCETeBbIX JKpaHOB. DuibTpanus Ttpaduka; BBHIIOIHEHHE OIIK-11.2
¢dbyHkmi  mocpenHuYecTBa.  KitacCU(pUKAIMS — MEXKCETEBBIX
3KpaHoB. DUIBTPYIONIMI MapHIPyTU3aTOp; LLIH3 CEaHCOBOIO
ypoast Mmonenu 0SI/1S0.
24 Tema 10. Mesxcereoii skpan Cisco PIX Firewall. 8 12 12 81}1115 -181'31
2.5 | Tema 11. O6mas xapaxrepuctuka CBIl AC XXT. RACF xax 8 8 OIK-8.1
CPEICTBO JIOCTYTA K HabopaM JaHHBIX B PECypcaM CHCTEM. '
2.6 | Tema 12. RACF xak cpeactBo nmoctymna K Habopam NaHHBIX U 8 12 12 OIK-2.1
pecypcaM CHCTEM.
2.7 | Tema 13. OcHOBHBIE THIIBI BpPEIOHOCHOTO IPOTrPAMMHOTO 8 8 OIlK-8.1
obecnieuenus. OpraHu3aiiysi AHTHBUPYCHOW 3aIIUTHI. OIlK-11.1
2.8 OIIK-8.1
Tema 14. CpenctBa aHTHBUPYCHOM 3allUTHI. 8 15 20 | OIIK-8.3
OIlK-11.2
OIlK-2.1
OIIK-8.1
dopma NpOMEKYTOUHOM aTTecTaluy — 3a4eT 8 OIIK-8.2
PHa [pOMERY t OI1K-8.3
OIlK-11.1
OIIK-11.2
Hrtoro wacos (663 y4€Ta 4acoB Ha IIPOMEKYTOUHYIO aTTeCTaumo) 34 ‘ 51 ‘ ‘ 59

5 ®OHJI OHEHOYHbIX CPEACTB JIsA NTIPOBEAEHUSA

ATTECTALIHUU OBYYAIOILIUXCHA ITO JUCIUITJIMHE

TEKYIIETO KOHTPOJISI YCIIEBAEMOCTH U TIPOMEXYTOYHOM

@DOHJI OLEHOYHBIX CPEACTB U1 IPOBEIEHUSA TEKYLIEro KOHTPOJS YCIEBAEMOCTH U IPOMEXYTOUYHOM
aTTecTallMy N0 JUCLUILIMHE 0(opMIIeH B BHJe npuiokeHus Ne 1 k paboueid mporpaMme TUCLUILIMHBI M pa3MelleH B
SJIEKTPOHHOW WH(POPMAITMOHHO-00Pa30BaTELHOM Cpelle YHHUBEPCUTET, JOCTYMHOW OOydJaromeMycst 4epe3 ero

JIMYHBIA KaOWHET

6 YYHEBHO-METOANYECKOE U TH®OPMAIIMOHHOE OBECIIEYEHUE

TV CHMUILIAHBI

6.1 YueOHas auTeparypa

6.1.1 OcHoBHas JIUTEpaTypa

Bubmmorpadudeckoe onrcaHue

Komx-Bo 3Kk3.
B OuOnnoreke/
OHJIATH

6.1.1.1

Ps608, 1. B. ABTOMaTn3npoBaHHbIe HH)OPMALMOHHO-YTIPABIISIONINE CHCTEMBI :
yaeOHoe mocooue / 1. B. Psa6oB ; [ToBomkckuii rocymapcTBEHHBIH
TEXHOJIOTHYeCKHii yHuBepcuTeT. — Momkap-Omna : ITOBOIKCKHI TOCY[apCTBEHHbII
TeXHOJIoTHUecKuil yHuBepcurert, 2015. — 200 c. — URL:
https://biblioclub.ru/index.php?page=book&id=439330 (nata obpaieHus:
18.04.2024). — TeKcT : 3JIEKTPOHHBIH.

Omnaitn

6.1.1.2

Tumog, O. B. Cospemennsie cpeacrsa ACY TII : yue6nuk / O. B. Illumios. —
MockBa, Bonorna : Undpa-Unmxenepus, 2021. — 532 ¢. — URL:
https://biblioclub.ru/index.php?page=book&id=617234 (nara obpareHus:
18.04.2024). — TeKcT : 3JI€KTPOHHBII.

Omnmaitn

6.1.1.3

Kopnuenko, A. A. Cpencrsa 3auThl HHGOpMaLUK Ha KEJIE3HOI0POKHOM
tpaHcnopre [Kpunrorpaduueckue MeTopl U CpeacTBa] : yaed. mocobue / A. A.
Kopuuenko, M. A. Epemees, C. E. Ananypos. — M. : Mapuipyr, 2005. — 253 c.
— TeKcCT : HemocpeACTBEHHBIII.

6.1.14

Ananypos, C.E. MadopmarnmonHas 6e30MacHOCTh U 3amuTa HHpopMaimu Ha
KEJIe3HOIOPOXKHOM TpaHctiopTe. Yacts 1 : yueOuuk: B 2 4. / pen.: 1. 1. iBanos, B.
10. T'openux ; mox pen. A.A. Kopuuenko. — Mocksa : PI'BOY «Yuebno-
METOIMYECKHUHI IIEHTP 110 00pa30BaHHIO Ha XKEJIE3HOJOPOKHOM TpaHcmopTey, 2015.
— 440 c. — URL: https://umczdt.ru/books/1210/30050/ (naTa oOpameHus:
26.04.2024). — TeKcT : DIEKTPOHHBIH.

Omnmain

6.1.2 lonoJIHUTEIbHAA JIUTEpPATYypa




Komn-Bo 9k3.
Bubnuorpapuueckoe onncanue B Oubnmorexe/
OHJIANH

3arunaiinos, 0. H. Teopust nHpOpMannoHHOH 6€30MaCHOCTH 1 METOJOTIOTHS
3amuThl nHpopManuy : yaeoroe nmocodue / FO. H. 3arunaiinos. — Mocksa, bepna

6.1.2.1 : dupexr-Meana, 2015. — 255 ¢. — URL: Omnnaitn
https://biblioclub.ru/index.php?page=book&id=276557 (nata oOpamicHus:
18.04.2024). — TeKcT : 3JIEKTPOHHBII.
Kpaxkosckwuit, FO. M. MapopmarmonHas 6€30macHOCTh U 3aIIUTa HHPOPMAIIUH :
6.12.2 yue0. mocobue / FO. M. KpakoBckuii ; @enep. areHTCTBO X.-1. TpaHcIl., pKyT. roc. 95
R yH-T myTeit coodnr. — Upkytek : UpI'YIIC, 2016. — 224 ¢. — Tekcer :
HENOCPEACTBEHHBI.
I'myxos, H. U. TparcnioptrHas 6e3onacHocTs : KoHCHekT Jekmmii / H. U. I'myxos, C.
6.1.2.3 I1. Cepenxmun ; @enep. areHTCTBO XK.-A. TPAHCIL., IpKyT. roc. YH-T ImyTeit coodm. — 88
Wpxyrck : UpI'VIIC, 2013. — 67 ¢. — TekcT : HermocpeICTBECHHBIM.
6.1.3 YueOHO-MeTOAUYECKHE PA3PA0OTKH (B T. Y. IJIsl CAMOCTOSITEIbLHOH PadoThI 00y4aIOUIUXCS)
Kon-Bo 3Kk3.
Bubnuorpaduueckoe onncanue B Oubinorexe/
OHJIANH
Cepénxun, C.II. MeToauueckue yka3aHus 1o U3ydeHuto aucuuiuinasl 51.0.53
Teopus 1 MpakTHKa 3aIIUTH HHPOPMALUK B aBTOMATH3UPOBAHHBIX CUCTEMAX
JKEJIE3HOIOPOIKHOTO TpaHcmopTa o cnenuanbroctu 10.05.03 Mudopmarmonnas
6.1.3.1 0€30MMacHOCTh AaBTOMATH3UPOBAHHBIX CUCTEM, CTICI[HATU3AIHS OS30MaCHOCTh Ownnaitn
oTkpeIThIX HHpopMarmoHHbIX cucteM/ C.I1. Cepénkun; UpI'VIIC. — UpkyTck:
NpI'YIIC, 2023. — 14 c. - TekcT: anekTpoHHsIit. - URL:
https://www.irgups.ru/eis/for_site/umkd_files/mu_47644_1529 2024 _1_signed.pdf
6.2 Pecypchbl nH(pOpManMOHHO-TEJIeKOMMYHUKAINOHHOI ceTn «UHTepHET»
6.2.1 DNeKTPOHHO-ONONNOTEYHAs CHcTeMa «Y HUBEPCUTETCKast OMOnInoTeka oHIaiHy, https://biblioclub.ru/
6.22 OnektpoHHast 6uONMMOTEKa Y4eOHO-METOIUUYECKOr0 LEHTpa MO 00pa30BaHHMIO Ha JKEJIE3HOAOPOIKHOM
- tpancmopte «3b YMII XXJIT» — https://umczdt.ru/books/
6.3 IlporpammHoe odecneyenne 1 HHGOPMALMOHHbIE CIIPABOYHbIE CHCTEMBI
6.3.1 bazoBoe nporpamMmMHoe o0ecrieyeHue
6311 Microsoft Windows Professional 10, rocymapcrBeHHbiii koHTpakT ot 20.07.2021 Ne
T 0334100010021000013-01
6.3.1.2 g/fcrosoft Office Russian 2010, rocynapcteenHsiil kKoHTpakT oT 20.07.2021 Ne 0334100010021000013 -
FoxitReader, cBO0OOTHO pacrpocTpaHsieMoe MIPOTPaMMHOE obecrnieueHne http://free-
6.3.1.3 . .
software.com.ua/pdf-viewer/foxit-reader/
6.3.1.4 Adobe Acrobat Reader DC c_Bo60L[H0 pacmpocTpaHseMoe  MporpaMMHOe — obecredeHue
o https://get.adobe.com/ru/reader/enterprise/
Sunexc. bpaysep. IlpukmagHoe mnporpammHoe oOecrnedeHne oOmero HaszHaueHus, OducHbie
6.3.1.5 MIPWIOKEHUS, JINLIEH3US — CBOOOHO paclpoCTpaHsIeMoe MporpaMmmMHoe obecrieuenre no Jumnen3nu BSD
License
6.3.2 Cnienua1u3upoOBaHHOE IPOrPAMMHOE o0ecreyeHue
6321 MathCAD _student 15.0 Academic License, Customer Number 434692, xortpakr ot 03.12.2012 Ne
T 0334100010012000148-0000756-01
6.3.2.2 Python 3.9, CBOOOTHO pacmpocTpaHseMoe MPOrpaMMHOE obecreyeHne
T https://docs.python.org/3/license.html
6323 Dev-C++, cBoOomHas MHTEIpUpPOBaHHas cpeda  pa3palOTKH  NPWIOKEHMH UL SI3BIKOB
T nporpammupoBanust C/C++, https://code-live.ru/post/dev-cpp-free-cpp-ide-for-windows/
6.3.2.4 MatLab Classroom, R2015a, R2015b, konTpakt ot 09.07.2014 Ne 0334100010014000028-0000756-01.
MatLab Classroom, R2010a, R2010b, mwmmensus ot 16.03.2011 Ne 689810, T'K Ne
6325 0334100010011000032-00000756-01. mporp.cpeactBo 3amurel or HCJ[ Secret Net4.0, kmueHt
o cepB.Oeszomn.Secret Net 4.0, cepsep 6e3onacHoctr C Secret Net4.0, cucrema pasrp.gocryna Dallas Lock
7.0
6.3.3 NHdopmainuoHHbIE CIPABOYHBIE CHCTEMbI
6.3.3.1 ‘ He npenycMmoTpenst
6.4 IIpaBoBBIE H HOPMATHBHBIE JOKYMEHTBI
6.4.1 ‘ He npexycmoTpenst

7 OIMCAHUE MATEPUAJBHO-TEXHUYECKOM BA3bI,

HEOBXOJIUMOM J1JIs1 OCYIHECTBJEHUS YYEBHOI'O ITPOIIECCA

MO JUCHUILIMHE

1 ‘ Kopnyca A, b, B, I', I, E UpI'YIIC naxopastcs no aapecy r. Upkyrck, yi. UepHsimesckoro, 1. 15;




xopmyc JI UpI'YIIC waxomurtcs — no aapecy r. Upkytck, ya. JlepmonToBa, 1.80

JlaGoparopust [I-523 «MonenupoBanue 1 pa3padoTKa MPOTrPaMMHBIX CHCTEM M 3aIliTa HHPOPMAITUN IS
NPOBEJICHNU JICKLIMOHHBIX U MIPAKTHYECKHUX 3aHATHH, JJaDOPAaTOPHBIX PaboT, IPYIIIOBEIX U HHIMBUIYaIbHBIX
KOHCYJIBTAIIHH, KypCOBOTO IPOSKTUPOBAHHUS (BBIIIOJHEHHS KYPCOBBIX padoT), TEKYILEro KOHTPOJIS U
MIPOMEXyTOUHOU arTecTanni. OCHOBHOE 00OPYyIOBaHHUE: CIICIIMAIH3HPOBaHHA MEOECIb,
MYJBTHMEIHAIPOEKTOP,IKpaH, (HOYTOYK IepeHOCHOH) M3MepuTenh mryMoB u BuOparmu 003-M3

VYuebnas ayauropus J[-822 ais mpoBeneHNs IEKINOHHBIX U MPAaKTHICCKAX 3aHATHH, 1a00paTOPHEIX padoT,
IPYIIIOBBIX ¥ MHAMBUIYaJIbHBIX KOHCYIBTAIUH, KypCOBOTO MPOSKTUPOBAHHMS (BBIIOIHEHHS KYPCOBBIX
paboT), TeKymero KOHTPOIIS M MPOMEKYTOYHOW aTTECTAllMH. CIIEIHAN3NPOBaHHAS MeOeb OcHoBHOE
000pyIOBaHNUE: CIICIIHATN3UPOBAHHAS MeOEIb, MYIbTUMEINAIIPOCKTOP,IKPaH, (HOYTOYK IepeHOCHOM)

[TomemieHuns U1t caMOCTOSTENBHON pabOThl 00YUYAIOIIUXCS OCHAILICHBI KOMITBIOTEPHOH TEXHUKOH,
MOAKIIOYEHHON K HH()OPMAIIMOHHO-TEIEKOMMYHHUKAIMOHHON ceTn «/HTepHeT», 1 obecneye bl JOCTYIIOM B
ANEKTPOHHYIO HH(POpMaIMoHHO-00pazoBatenbHyto cpeny Mpl VIIC. [TomemnieHuns s caMOCTOSITENbHO M
paboThI 0OyJarOIIIXCS:

— YHTAJbHBIC 3AJIBI;

— y4eOHbIe 3a7bl BEIYUCIUTENbHOM Texaukn A-401, A-509, A-513, A-516, A-501, 1-503, J1-505, 1-507,

— MOMEIIEHHMS JUI XPaHEHHUs1 U TPO(UIIAKTHIECKOT0 00CITy )KUBaHUs yueOHOro obopynoBanus — A-521

8§ METOANYECKHUE YKA3AHUSA JJIS1 OBYYAIOIIUXCA
11O OCBOEHHMIO JTMCIIAIIJIMHbI

Bun yuebHoi
NIEITEILHOCTH

Opranuzanus yueOHO# NesaTeIbHOCTH 00y4aromerocs

Jlexmus

Jlexkmmst (oT JaTtmHCKOTO «lection» — YTEHWE) — BHUI AyTUTOPHBIX Y4eOHBIX 3aHATHH.
Jlexnus: 3aKkyafbIBacT OCHOBBI HAYYHBIX 3HAHUI B CUCTEMAaTH3UPOBAaHHOM, IOCJIEIOBATEIILHOM,
0000IEeHHON (opMe; pacKpbIBaeT COCTOSIHUE W IIEPCHEKTHBBI PAa3BUTHS COOTBETCTBYIOIIEH
00JIacTH HayKW WM TEXHUKH;, KOHIEHTPUPYET BHUMAaHHE OOYdaroIuXcsi Ha Hanboliee CIIOKHBIX,
Y3JIOBBIX BOIPOCAX; CTUMYJIUPYET [T03HABATEIbHYIO aKTHBHOCTH 00YYaIOINXCSI.

Bo Bpemsi JEKUMOHHBIX 3aHSATHH OOy4alOUIMHCS MOJDKEH YMEThb CKOHICHTPUPOBATH
BHUMaHHME Ha HM3y4aeMbIX NpoOJieMax M BKIIOYHTH B paboTy BCe BHIBI IAMSTH: CIOBECHYIO,
00pa3HyI0 U MOTOPHO-JBHUIaTeNIbHYI0. J[JI1 3TOro Bech Marepual, u3JaracMblii IpenoaaBaTeseM,
o0ydJaromemMycsi HeOoOXOIMMO KOHCHEKTHpOBaTh. Ha MONSAX KOHCIIEKTa CIEAyeT IOMEeYaTh
BOIIPOCHI, BBIICIEHHBIE OOYydJalOmUMCS Ul KOHCYJIBTAlMM C TMperojaBaTeleM. BrIBompbl,
MOy4eHHBIE B BHIE (DOPMYJ, PEKOMEHIyeTCs B KOHCIIEKTE ITOJYEPKHBATh WM OOBOAWTH
paMKoii, 4TOOBI JTyUIe 3arOMUHAINCH. [101€3H0 COCTaBUTH KPAaTKHH CIIPABOYHMK, COJEPKAINN
OIpe/ieIeHus BAKHEUIINX MOHATHH Jekinu. K KakaoMy 3aHATHIO ClelyeT pa3o0paTh Marepual
npenpiaymed Jekmuu. M3ydas marepuan 1o Y4eOHMKY WM KOHCIIEKTY JIEKLIWH, CIemayeT
HEPEXOUTH K CIEAYIOLEMY BOIIPOCY TOJILKO B TOM Cllydae, KOI/la XOPOILIO YCBOEH NPEAbLAyILUN
BONpOC. Psii BONPOCOB IUCHMIUIMHBI MOXET OBITh BBHIHECEH HAa CaMOCTOSATENBHOE H3y4YCHHE.
Takoe 3amaHue TpeOyeT OMNEPATUBHOTO BBHITIONHEHMs. B KOHCHEKTe JeKIud HeoOX0IuMOo
OCTaBHTb MECTO JUIsi OCBEIICHHS YHOMSHYTHIX BONpocoB. OOGO3HAUYUTh BOIPOCHI, TEPMHHBI,
MaTepuan, KOTOPBIA BBI3BIBAET TPYAHOCTH, IIOMETUTh M MONBITATECA HAWTU OTBET B
pekoMeHayeMoii nureparype. Ecim camocTosiTensHO He ymaeTcs pa3oOparbcs B MaTepHaie, TO
HeoOxonuMo c(hOpMyJIMpOBaTh BOIPOC M 3a/4aTh IIPENOJABAaTENI0 HA KOHCYJbTAIlMM, Ha
MPaKTUYECKOM 3aHATUU

IIpaxTnyeckoe
3aHATHC

IIpaxkTudeckoe 3aHATHE — BHJI ayIUTOPHBIX YUeOHBIX 3aHATHH, IeNICHaNpaBlIeHHas Gopma
OpraHM3anyy y4eOHOro mpolecca, Iy peal3alui KOTOpOoi 00ydaromuecs 10 3aJaHuio U T0J
PYKOBOJICTBOM TIPENO/aBaTels BBIIONHSAIOT IpakTHYeCKue 3amaHusd. [IpakTuueckue 3alaHus
HarpaBjeHbl Ha yriyOJleHHe HAyYHO-TEOPETHYECKMX 3HAHUHM M OBJAJCHUE ONpE/IeJICHHBIMU
MeToJlaMH paboThl, B IpOIEcce KOTOPBIX BBIPAOATHIBAIOTCS YMEHHUS! M HABBIKH BBITIOJTHEHHS TE€X
WIM HMHBIX y4eOHBIX IEHCTBHMH B JnaHHOW cdepe Hayku. [IpakThueckue 3aHATHS Pa3BHBAIOT
Hay4YHOE MBIIIICHUE ¥ PEYb, MO3BOJIAIOT MPOBEPUTH 3HAHMS OOYYArONIMXCS, BBICTYNAIOT Kak
CPEeICTBa ONEepaTHBHOIN 0OpaTHOMN CBS3M; IEb MPAKTUIECKUX 3aHATHH — YIITyONIaTh, paclIupsTh,
JeTaIM3NUpPOBATh 3HAHUS, IMOJIydeHHbIE Ha JIEKIMH, B 0000ImIeHHOW (opMe M COAEHCTBOBATH
BBIPAOOTKE HABBIKOB MPO(ECCHOHANBHON S TeTbHOCTH.

Ha mnpaktuueckmx 3aHATHSX MOAPOOHO paccCMaTPUBAIOTCS OCHOBHBIE  BOIIPOCHI
JTUCHIUIUIAHBI, Pa30MpaAlOTCsl OCHOBHBIE THMBI 3amad. K KakXIoMy MPaKTHYECKOMY 3aHSATHIO
ClIeIyeT 3apaHee CaMOCTOSITEIIPHO BBINIOJIHUTH JOMAIIHEE 3aJaHH€ M BBIYYUTH JICKIIMOHHBIN
Mmarepual K cieayroniei teme. CucTeMaTHYecKoe BBIITOJTHEHUE JIOMAITHUX 3aJlaHui 00s13aTelIbHO
U SBJISIETCSI BOKHBIM (PaKTOPOM, CIIOCOOCTBYIOIIMM YCHEITHOMY YCBOCHUIO TUCIUILIHHBI

CaMocTosTenbHas
pabota

Obyuenne mno guctmmuimHe «Teopuss W TpakTHKa 3alIWTHl  HHQOpMAIWHu B
aBTOMATH3MPOBAHHBIX CHUCTEMAX JKEJIE3HOAOPOKHOTO TPAHCIIOPTa» MPELYyCMATPUBAET aKTUBHYIO
CaMOCTOSITENIbHYI0 paboTy oOyuatomerocs. B pasmene 4 paboueidl mporpaMmbl, KOTOPBIH
Ha3biBaeTcs «CTPYKTypa W CoAepikKaHHe INUCHUILUIMHBI», BCE Yachl CAMOCTOSTEIBHON padOTHI
pacmucaHbl 10 TeMaM H BOINpOCaM, a TaKKe yKazaHa HeoOXoamMasi ydeOHas IJUTepaTypa:




oOydaromuiicss u3ydaer y4eOHBI MaTepuai, pa3dupaeTr mpuMepbl W pelraeT pa3HOypOBHEBHIE
3aJjayd B paMKax BBIIOJHEHHS KakKk OOLIMX JOMAllHMX 3aJaHuil, TaK W WHIUBHIYaJIbHBIX
nomamnux 3amnanuid (MA3) m npyrux BHIOB padoT, NPEryCMOTPEHHBIX pabodeil MmporpaMmoi
JUCUUILIMHBL. [Ipy BBIMOJIHEHMM NOMAaNIHMX 3aJaHui O0ydYaromeMycsl cliefyeT oOpaTHThCS K
3aJa4aM, PEIICHHBIM Ha MPEIBIAYIINX IPAKTUYECKUX 3aHATHAX, PEIICHHBIM JOMAIIHUM padoTaM,
a TaKKe K NpUMepaM, IPHBOAUMBIM JIeKTopoM. Eciam 3Toro Oynaer HemocTaToyHO st
BBITIOJTHEHHUS BCEH pabOTHI MOJKHO JOMOJHUTEIBHO BOCIOJIB30BATHCS YYEOHBIMU IMOCOOHSIMH,
NpUBEICHHBIMA B pasnene 6.1 «YueOHas nwurepatypa». Ecnm, HecMoTps Ha W3ydYeHHBIH
Marepuall, 3alaHie BEINOJIHUT HE YIAETCs, TO B 00S3aTEIbHOM MOPSIKE HEOOXOIMMO MOCETUTD
KOHCYJIbTAIlMIO TIPETIOJIAaBaTelIs, BEAYIIEr0 MpPaKTHUECKHE 3aHATHS, W/WIN KOHCYJIbTalUIo
JIEKTOpA.

Jomamiane 3amaHWsd, WHIWBHAyalbHbIE M[OMAIIHHE 3aJaHWi M Jpyrue paboThl,
NpelyCMOTPEHHbIE  pa0odell  MporpaMMO  JUCHHMIUIMHBI  JOJDKHBI  OBITh  BBIIIOJIHEHBI
o0ydJaromuMcs B YCTaHOBJICHHBIE IPENOaBaTe]IeM CPOKH B COOTBETCTBHU C TPEOOBaHUSIMH K
odopmileHHIO TEKCTOBOW M TpadUuecKoil JTOKyMEHTaluH, chopMyIHpoBaHHBIM B [lomoxxeHuu
«TpeboBanus kK 0popMIICHHIO TEKCTOBOH M TpaduuecKoil JoKyMeHTau. HopMOKOHTpOIIb»

Kommiekc y4eOHO-METOOMYECKHX MAaTepHaoB 110 BCEM BUAAM y4eOHOH NEeATENbHOCTH, MPEAYCMOTPEHHBIM pabodeit
MIPOrpaMMOil TUCHUITITHHBL (MOAYJIS), Pa3MEIleH B AJIEKTPOHHON MH(OpMalmoHHO-00pa3oBatenbHol cpene Upl VIIC,
JOCTYITHOU 00YYarOIIEMYCsl Yepe3 ero JINYHbIA KaOMHET




IIpuio:xkenne Ne 1 k padoueil mporpamme

POH/I OHEHOYHBLIX CPEJICTB

JJIS1 IPOBe/IeHN sl TEKYIEro KOHTPOJIsl YCIeBAeMOCTH
U IPOMEKYTOYHOM aTTecTAlluN



1. O01mme moJ10KeHus

®onx  oueHouyHslx cpeActB  (POC) sBaseTcss COCTaBHOM YacThl0 HOPMATHUBHO-
METOJUYECKOr0  O0ecreueHusi CHUCTEMbl OLEHKM KadyecTBa OCBOCHHS  OOy4YaroUUMUCS
00pa30BaTeIbHOI NPOTrpamMMBl.

@OHJI OLIGHOYHBIX CPEJICTB IMpeJHa3HayeH JJs UCIHOJb30BaHUS OOydYarolUMHUcs,
MpernoaaBaTeNisiMi, aJMUHHUCTPAIMC YHUBEPCHTETa, a TAKXKE CTOPOHHUMH 00pa30BaTeIbHBIMU
OpraHM3alUsIMU 71l OLIEHMBAaHUS KayecTBa OCBOCHMsI OOpa3oBaTEIbHOW MPOrpaMMbl U YPOBHS
c(OPMHPOBAHHOCTH KOMITETCHIIUN Y 00yYarOIUXCS.

3amauamu POC aBnAr0oTCA:

— OLICHKA TOCTHIKEHHUH 00YJArOIIMXCs B TIPOIECCE U3YUCHHSI TUCIUTUIHHEI;

— of0ecrieueHHWE  COOTBETCTBHMSI ~ pE3yJbTaTOB  OOydeHHMs]  3ajadaMm  Oynyiei
po(heCcCHOHANTLHOM ACSITETLHOCTH Yepe3 COBEPIICHCTBOBAHHME TPATUIIMOHHBIX W BHEIPCHUE
MHHOBAIIMOHHBIX METO0B 00y4YeHHsI B 00pa30BaTeIbHbBIN MpoIlece;

— CaMOIIOATOTOBKA M CAMOKOHTPOJIb 00YYAIOIINXCS B IIpoLiecce 00yueHHsl.

@DOH/I OIICHOYHBIX CPEACTB COPMUPOBAH HA OCHOBE KITFOUEBBIX MPUHIMUIIOB OLICHUBAHMUS:
BaJIMIHOCTbh, HAJIS)KHOCTh, 00bEKTUBHOCTH, 3()(PEKTUBHOCTD.

Jns oueHku YpoBHA CPOPMHUPOBAHHOCTH KOMIIETEHIMI HCIOIB3YyeTCsl TPEeXypOBHEBAs
CUCTEMA:

— MHUHHUMAJbHBI ypOBEHb OCBOCHHS, O0Os3aTeNbHBIM Ui BCeX OOYyYalOIIUXCS IO
3aBEpUICHUI0 OCBOEHHMS 00pa30oBaTENbHON MpOrpamMmbl; JaeT oOOIllee IpeICTaBIeHUE O BHJE
JESTEIIbHOCTH, OCHOBHBIX 3aKOHOMEPHOCTSIX (YHKIIMOHHPOBAHUS OOBEKTOB MpodecCHOHATbHON
JeATEeTIbHOCTH, METOJIOB ¥ QJITOPUTMOB PEIICHUS TPAKTUYECKUX 3a]1a4;

— 0a30BBIi  ypOBEHb OCBOCHHS, TMPEBBIIIEHUE MHUHUMAIBHBIX  XapaKTEPUCTHK
c(hOpMUPOBAHHOCTH  KOMIIETEHIIMWA; TO3BOJISIET  pellaTh TUIOBBIE 3aJaud, [PUHUMATH
npodeccuoHaNbHbIE W YIPABICHYECKUE PEIICHHs [0 W3BECTHBIM arOpUTMaM, MpaBWIaM U
METOIUKAM;

— BBICOKUH YpOBEHb OCBOCHHS, MAKCHMAaJIbHO BO3MOXKHAs! BBIPAXKEHHOCTh XapaKTEPUCTUK
KOMIIETEHIIHI; MpeArnoaaraeT TOTOBHOCTh pPeliaTh MPAKTHUECKUE 3a/1a4H MOBBIIIEHHOW CIIOKHOCTH,
HETHUIIOBBIE 3a/lau, MPUHUMATh NMPOGECCHOHATBHBIE M YIPABICHUYECKUE PEIICHUS B YCIOBHSIX
HEIMOJIHOW  ONpPENEN€HHOCTH, TMPU  HEJOCTATOYHOM  JIOKYMEHTaJbHOM, HOPMATHUBHOM H
METOIUYECKOM 00€CTICUEHHH.



2. llepeyeHb KOMINETEHIUI, B ()OPMUPOBAHUMN KOTOPBIX Y4aCTBYET
AUCUMILIAHA.
IIporpaMMa KOHTPOJIbHO-OLEHOYHBIX MEPONIPUATHIA.
IToxka3zaresin OEHUBAHUSA KOMIECTCHIUA, KPUTEPUH OLCHKHU

HucuuiuimHa «Teopust M NIpakTUKa 3alIUThl MHQOPMALUMU B aBTOMATHU3MPOBAHHBIX
cucTeMax KeJe3HOJOPOKHOTO TPAHCIIOPTa» y4acTBYET B (HOPMUPOBAHMH KOMIIETEHIIHIA:

OIIK-2. CriocoOGeH TpUMEHSATH MPOTrpaMMHBIC CPEACTBA CHCTEMHOTO WM TPHUKIIAIHOTO
Ha3HAUYEHW, B TOM YHCJIE€ OTEYECTBEHHOTO IPOM3BOJACTBA, JUIS  pEIICHHs  3a1ad
npodeccuOHaIbHOMN e TETbHOCTH

OIIK-8. Cnoco0eH NpPUMEHATH METOABl HAYYHBIX HCCIEAOBAHHHA IpPHU IPOBEIACHUU
pa3paboToK B 00JaCTH 3aILUThI HH(POPMALMU B aBTOMAaTU3UPOBAaHHbBIX CHCTEMaX

OIIK-11. Cmnocoben pa3pabareiBaTh KOMIIOHEHTHI CHCTEM 3aIlIUThl HH(POpPMALUU
aBTOMAaTU3UPOBAHHBIX CHCTEM

IIporpaMmma KOHTPOJIbHO-OLIEHOYHBIX MEPONIPUATHI o4yHasi popma 00y4YeHus
HaumenoBanue Kon
HanmeHoBaHME OLIEHOYHOTO
KOHTPOJILHO- HHIHKATOpa
Ne OOBEKT KOHTPOIIS cpenctsa (popma
OLICHOYHOT'O JOCTHKCHUS *
HpoBeAeHU*)
MEpOIPHUATHS KOMIIETCHIIUH
8 cemecTp
1.0 Pa3gen 2. KoHuenryajbHble acHeKThl 3alIUThl HHPopManuu M obecneueHus HHEGOPMALMOHHOI

oe3zonacHoctH B ceTax KT

Tema 7. O0wekTsl UB. OcHOBHBIC
yrpo3bl Ub. Onucanue oOriei
CTPYKTYpPbI IOJICUCTEMBI 3aIUThI

nndopmanuu EK ACYODP.
N Juckyccus (ycTHO)
11 Texymuii KOHTPOJIb B3anmonercTsne CTpyKTypHbiX OIIK-8.1 KoHucnekT (mucbMeHHO)
' moIpa3iesieHuit mo Bonpocam b OIIK-8.3

EK ACY®P. Uuadpactpykrypa Ub. Cobecenosanme (ycTHo)

3amuta cepeepoB EK ACY®P.
3ammrTa pabovYnx CTaHIHK

noJsib3oBareneit EK ACY®P.
. Tema 8. EK ACY®P: 3amura OIIK-8.3 Huckyccust (ycTHO)
12 Texymuii kouTpos HHPOPMALINU HAa CETEBOM YPOBHE. OIIK-11.1 Koncrniekt (mucsMeHHO)

Tema 9. IIpuHIMITEI TOCTPOCHUS U
(hyHKIIMOHMPOBAHUS MEXKCETEBBIX
sKpaHoB. OuibTpaus Tpapuka;
BBITIOJTHEHHE QYHKIIMI

1.3 Tekymmii KOHTPOdb | mocpenHndecTBa. Kinaccupukarms OIIK-2.1 Huckyceus (yerro)

OIlK-11.2 KoHcnekT (TMChbMEHHO)
MEKCETEBBIX 3KPAHOB.
OUIbTPYIOIKN MapLIPYTU3ATOD;
IIJTF03 CEaHCOBOTO YPOBHSI MOJICTIH
0S1/1S0.
N Tema 10. MesxcereBoii skpaH Cisco OIIK-8.3 Huckyccust (ycTHO)
14 Texymyii koHTpOITH PIX Firewall. OIIK-11.1 KoHcekr (ImMcsMEeHHO)
Tema 11. O6mas xapakTepruCTHKa
15 Texymuii KOHTPOITH CBJ] AC XXT. RACF kak cpencTBo OIK-8.1 Huckyccust (ycTHO)

JIoCTyTa K HabopaM JaHHBIX U Koncnekt (micesMeHHO)
pecypcaM CHCTEM.

Tema 12. RACF kak cpeactBo
1.6 Texymuii KOHTPOIb | JTOCTyma K HabopaM JaHHBIX U OIlK-2.1
pecypcaM CUCTEM.

Huckyccust (yCTHO)
Koncnekt (micsMeHHO)

Tema 13. OcHOBHBIE THUIIBI
BPEAOHOCHOT'O IIPOTPaMMHOTO OIlK-8.1 Huckyccust (ycTHO)

obecnieuerns. OpraHu3aris OIlK-11.1 Koncnekt (micsMeHHO)
AHTUBUPYCHOM 3aIlUTHI.

1.7 Tekymuii KOHTPOJIb

Tema 14. CpenctBa aHTUBHPYCHOM OIK-8.1 Huckyccust (ycTHO)
18 Texymuit KoHTpOT 3alIUThI OIIK-8.3 Koncnexr (nmucbMeHHO)
) OIIK-11.2
[Ipomexxyrounas OIlK-2.1 3aueT (cobecenoBaHme)

aTTecTanus Paspen Nel-2 OIIK-8.1 3ader - TeCTUPOBaHUE




OIIK-8.2 (KOMITBIOTEPHBIE
OIIK-8.3 TEXHOJIOTHH)

OIIK-11.1
OIIK-11.2

*d)opMa MMPOBCACHUA KOHTPOJIBbHO-OLCHOYHOI'0O MCPONIPUATHA: YCTHO, IMCbMCHHO, KOMIIBIOTCPHBIC
TCXHOJIOTHH.
Onucanue moxkasarejei u KpUTEPUEB ONCHUBAHUA KOMHeTeHHHﬁ.
Onucanmne mKaJn OICHUBaAHUA

KoHTpons KkauecTBa OCBOGHHS JUCLMIUIMHBI BKIIOYaeT B ce0s TEKYUIMH KOHTPOJIb
YCIIEBAEMOCTH UM IPOMEXKYTOYHYIO aTTeCTalU0. TeKyIuid KOHTPOJIb YCIIEBAEMOCTH U
IPOMEKYTOUHAsl aTTecTalus OOy4yaroIIMXCsl MPOBOAATCA B LEJNAX YCTAHOBJIEHUS COOTBETCTBUS
JOCTIDKEHUH  00ydalomMxcsi IMO3TanmHBIM — TpeOOBaHMSAM  00pa3oBaTEIbHONM MPOrpaMMbl K
pe3yibTaraM 00y4eHus 1 GopMUPOBaHHS KOMIETEHIUH.

Tekyluii KOHTPOJIb yCIIEBAEMOCTH — OCHOBHOM BHJI CUCTEMATHYECKOW NMPOBEPKHU 3HAHUI,
YMEHUH, HAaBBIKOB OOyd4aroliuxcs. 3ajadya TEKYLIEro KOHTPOJIs — ONEpaTUBHOE U PEryJsIpHOE
yIpaBieHHEe Y4eOHOW JeSITEIbHOCThIO OOYYalOIIMXCs Ha OCHOBE OOpaTHOW CBS3M U
KOPPEKTUPOBKU. Pe3ylIbTaThl OLICHUBAHUS YUUTHIBAIOTCS B BUAE CPEIHEN OLICHKHU IIPU NPOBEACHUN
IIPOMEKYTOUYHOM aTTECTALUU.

Jis  oleHMBAaHUS pe3ylbTaTOB OOy4YeHHMs] HCHOJNb3yeTcsl dYeTblpexOayibHas —IlKaja:
COTJIMYHOY, «XOPOLIOY», «YyAOBIETBOPUTEIBHOY, «HEYAOBICTBOPUTEIILHO» U JBYXOa/lJIbHAs LIKaja:
«3a4TEHOY, «HE 3aYTCHO».

IlepedyeHb OLICHOYHBIX CPEACTB, MCIOJIB3YEMBIX IS OLICHUBAHUS KOMIIETCHIIMH, a TaKXKe
KpaTKasi XapaKTepUCTHKA 3TUX CPEACTB IPUBEJICHbI B TAOJIUIIE.

Tekylmuii KOHTPOJIb

IIpencraBnenue
HaumenoBanue
No Kpatkas xapakTepucTHKa OLIEHOYHOTO CPECTBA OIICHOYHOTO
OIICHOYHOT'O CPEJICTBA
cpenctea B @OC

CpencTBO  KOHTPOJII ~ HAa  MPAaKTHYECKOM  3aHSATHUH,
OpPraHU30BaHHOE KaK CIelMajibHas Oeceaa mpernojgaBaTess ¢
oOyyaromuMcsi Ha TEMBl, CBsA3aHHBIE C u3ydaemod | Bompocsr ms

JTUCIUIUIMHOW, W pacCUMTaHHOE Ha BBIACHEHHE o00beMa | coOecemoBaHus 1O

1 | CobecenoBanue .
3HAaHUI 00YyYaroIIErocsi Mo OMPEICICHHOMY pa3jieily, TeMe, | TeMam/pa3zeiam

npo0JieMe U T.1I. JIUCITUTUIAHBI
Moxer ObITh  HCIOJB30BAHO  JUISI  OLEHKH  3HAHUI
oOyJaromuxcs
Or1ieHOYHBIC CpeICTBa, MIO3BOJISIFOIIIHAE BKITIOYHTH
oOydaromuxcsi B Mporecc 0OCYXKICHUs CIOPHOTO BOIPOCA, Mepeuers
npoOJieMbl W OLEGHUTh HMX YMEHHE apryMeHTHpPOBaTh P

2 | Ouckyccust JINCKYCCHOHHBIX
COOCTBEHHYIO TOUKY 3PECHHUSL. Tent

MooxeT ObITh HCIIOJB30BAHO JJIS OLEHKH 3HAHUNA M yMEHUUH
oOyJaromuxcs

Oco0bIil BUA TEKCTa, B OCHOBE KOTOPOTO JIEKHUT aHAIUTHKO-
CHHTETHYECKas NepepadoTka WHGpOpPMAIHUN MEPBOMCTOYHHKA
(ucxomHOro Tekcta). Llenb 3TOM NesTeNbHOCTH — BBISIBIICHUE,
cucreMaTH3anus U 0000meHne (C BO3MOXHOW KPUTHYECKOH
OLICHKOI) Haubojee UEHHOW (AT KOHCIIEKTHPYIOIIETo)
nHpopManum.

MosxeT OBITH HCIIOJIB30BaHO ISl OLEHKH 3HAaHWH, YMEHHWH,
HaBBIKOB U (MJIM) ONBITA AEATEIBHOCTH 00yJaIOmuUXCs

3 | Koncrekr TeMbI KOHCTIEKTOB

HpOMC)Ky'TO‘{Ha}I aTTeCTanusa

IIpencraBnenue
HaumenoBanue
No Kparkast xapakTepuCcTHKa OLIEHOYHOI'0 CPEICTBA OLIEHOYHOI'O0
OIIEHOYHOTO CPE/ICTBA
cpenctea B @OC
CpencTBo, O3BOJISAIONIEE OICHUTH 3HAHUS, YMEHUS, HAaBBIKOB | [lepeduens
1 | 3auer n (Wnam) omBITa  JAEATENIBHOCTH — OOydYamomerocs I0 | TEOPETHYECKUX

JUCHHUITIIINHE. BOIIPOCOB 1




MoskeT OBITH HCTOJB30BAHO JUIS OICHKW 3HAHUM, YMEHHH,
HABBIKOB U (WJIK) OMBITA JCSITCIBPHOCTH 00YJIarOIIUXCS

IIPAKTUYCCKUX
3aﬂaHI/Iﬁ K 3a4€CTy

TecTt — mpoMexyTOoUHas
2 | arrectanus B popme
3a4eTa

Cuctema  aBTOMAaTHU3MPOBAHHOTO  KOHTPOJS ~ OCBOCHHMSA
KOMIETEHIINHA (YacTH KOMIIETCHIMH) OOyJaromuMcs TIo
IUCHUTUIAHE (MOIYIIO) C MCIOJIB30BaHUEM WH(POPMALMOHHO-
KOMMYHHKaIIMOHHBIX TEXHOJIOTHH.

MosxeT OBITH HCIIOJB30BAHO ISl OLICHKH 3HAHWH, YMEHHH,
HaBBIKOB U (MJIM) ONBITA IESTEIBHOCTH 00Y4aIOIINXCS

DoHg TeCTOBBIX
3aJaHuN

Kpurtepun u mkaJjbl olleHUBAHUSI KOMIIETEHIIHIT B pe3yJibTaTe U3y4YeHHUs U CHUUILIUHbI
MPH NPOBeIeHUH NMPOMEKYTOUHOM aTTecTanuu B gopme 3adera. llIkana oneHuBaHus YPOBHS

OCBOCHHUSA KOMIIeTEeHIHIi

IIxana orneHuBaHus

Kpurepuu oneHnBanus

YpoBeHb
OCBOCHUS
KOMIETEHITNH

«3BayTCHO»

OOyvaromuiicss TPaBHJIBHO OTBETHI Ha TEOPETHYECKHUE
Borpockl. Ilokasan oTIMYHbIE 3HAHUS B paMKax ydeOHOTO
Matepurana. [IpaBUIbHO BBITOJHUI MPAKTHYECKHE 3aaHus.
IMokazanm oTMUHBIE yMEHWS W BIAACHUS HABBIKAMHU
MIPUMCEHEHHS TTOJIYYECHHbBIX 3HAHUH W YMEHHUH NPH PEIICHUN
3ajad B pamMKax ydeOHoro Mmarepuana. OTBETHI Ha Bce
JIOTIOJTHUTENIbHBIE BOIPOCEHI

Bricokmit

OOyuaronuiicss ¢ HeOOIBITUMH HETOUYHOCTSAMH OTBETHII Ha
TeopeTndeckue Bompochkl. [lokasanm Xopoiiue 3HAHUSA B
pamkax  yuebHoro  Marepuaisa. C  HEOOJBIIUMHU
HETOYHOCTSIMU BBITIONHMJI TPaKTUUeCKue 3ananus. [lokaszan
XOpOIIMe YMEHHUS M BIAJCHUS HABBIKAMH MPUMCHCHHUS
MMOJYYCHHBIX 3HAHUNA M yMEHUH MpH pEUICHUH 33734y B
pamkax ydeOHOro marepuana. OTBETHI Ha OONBIIMHCTBO
JIOTIOJTHUTENBHBIX BOIIPOCOB

ba3oBbrit

OOyy4aromuiicst ¢ CyIeCTBEHHBIMH HETOYHOCTSIMHA OTBETHII
Ha TEOpETHYECKHE BOIIPOCHI. IMoxazan
yIIOBIETBOPHUTENbHbIE 3HaHMA B  paMKax ydeOHOro
Matepuana. C CyIECTBEHHBIMH HETOYHOCTSMHU BBIIOJIHUII
npakTuueckue 3aganus. Iloxasanm  yJqoBIIETBOPUTENbHbIE
YMEHUSI U BIIQJICHUSI HABBIKAMU IIPUMEHEHUS IOJyYEHHBIX
3HaHUI U YMEHMH NpH pelIeHHH 3a/1a4 B paMKax y4eOHOro
Marepuaia. JlomycTun MHONO HETOYHOCTEH IIpU OTBETE Ha
JIOTIOJIHUTEIIbHBIE BOIIPOCHI

MuHuManbHBIA

«HEC 3a4YTCHO»

OOyuarommiics MpH OTBETE HAa TEOPETHUECKHE BOIPOCHI U
npu BBITIOJTHEHUH NPaKTHYECKUX 3aJjaHui
NPOJIEMOHCTPHPOBAT HEIOCTATOYHBIN YPOBEHb 3HAHHMH U
YMEHUH TIpH peleHHH 3amad B paMKax y4eOHOro
Marepuana. [lpu oTBeTax Ha IONOJHHTEIBbHBIC BOIPOCHI
OBLJIO JIONYIIEHO MHOYKECTBO HENPABUIIbHBIX OTBETOB

KoMmnerenmus
He chopMupoBaHa

Tect — npomexyTouHas artecTaiys B popme 3auera

[IIxana onieHUBaHUS

Kpurepuu onieHuBaHust

«3a4YTCHO»

OO6yuatonmiicss BepHo oTBeTI Ha 70 % u Oojiee TECTOBBIX 3aJaHWN IPHU MPOXOKICHHH

TECTUPOBAHUS

«HEC 3a4YTCHO»

OO0yuatonuiicss BepHO OTBETHI Ha 69 % U MEHee TEeCTOBBIX 3aJaHUH HPH MPOXOXKICHHH

TECTUPOBAHUA

Kpurepun u mkajbl olleHUBaHUS Pe3y/JbTATOB 00y4YeHUsI NPU NMPOBeAeHUN

CobecenoBanue

TEKYIIEro KOHTPOJIA YCIIEBACMOCTH

ITxaJbl OLIEHUBaHUS | Kpurepuu onieHuBanust




«OTIHYHO»

«XOPOIIOH

«YAOBJICTBOPUTCIILHO»

«Ba4YTCHO»

I'nmybokoe W mMpoYHOE YCBOCHHE MPOTrpaMMHOrO marepuana. [lomHble,
MOCJICIOBATENbHBIC, TPAMOTHBIC U JIOTHYCCKH H3JIaraeMbIe OTBETHI IIPU
BUIOM3MEHeHNH 3amanus. OOydaromuicss cBOOOIHO CIPaBIISIETCS C
MOCTABJICHHBIMU 33a]]a4aMU, MOXET OOOCHOBATh MPHUHSATHIC PELICHHS,
JICMOHCTPUPYET BIAJCHHE PA3HOCTOPOHHUMH HABBIKAMU W MpPUEMaMH
BBITIOJTHEHHS IPAKTHYECKUX padoT

3HaHWe TMPOTPaMMHOIO MaTepualia, TpaMOTHOE H3JIOKeHHe, Oe3
CYIIECTBEHHBIX HETOYHOCTEH B OTBETE Ha BOINPOC, IMPABHUIBHOE
NPUMEHEHWE TEOPETHYECKUX 3HAHWM, BIAJCHHE HEOOXOAUMBIMH
HABBIKAMU TPH BBITIOJTHEHUH NMPAKTHYCCKUX 3a/1a4

OOyJaronuiicss JeMOHCTPUPYET YCBOCHHE OCHOBHOTO MaTepualia, MPU
OTBETC JIOMYCKAIOTCS HETOYHOCTH, TPH OTBETC HEIOCTATOYHO
MpPaBUJIBHBIC (OPMYJIHMPOBKH, HAPYIICHUE IMOCICIOBATECIBHOCTH B
W3JI0)KCHUU MPOTPAMMHOIO MaTepHana, 3aTPYJHCHUS B BBIIOJHCHUU
MPAKTUYCCKUX 33 TaHUH

Cnaboe 3HaHHWE TPOrPAMMHOTO MaTepHaja, NMPH OTBETC BO3HHKAIOT
OIIMOKH, 3aTPYAHEHHS IPH BHIMOJHEHHH PAKTUYECKUX paboT

«CHEYIOBJICTBOPUTECIBHOY

«HE 3a4TCHO»

He Ob110 ONBITKH BHIIOJHUTH 3aJaHne

Juckyccus

IIIkamel onleHNBaHUS

Kpurepun onennBanus

«OTIIUYHO»

«XOpOoUIo»

«YAOBJICTBOPUTCIILHO»

«BadyTCHO»

Bribpannas oOyuarommMmcst Tema (mpobiema) akTyajdbHa B JAaHHOM
Kypce; IpeIcTaBieH NOAPOOHBIN IUIaH-KOHCIIEKT, B KOTOPOM OTPa)KeHBI
BOIPOCH ISl JUCKYCCHH; BPEMEHHOW pPErjaMeHT OO0CYXICHUS
00OCHOBaH; JaHbl BO3MOXKHBIC BAapHaHTHl OTBETOB; HCIOJIB30BAHBI
NPUMEPHI U3 HAYKH U MPAKTUKU

BriOpanHas oOyuatomumcsi Tema (mpoOsiema) akTyallbHa B JaHHOM
Kypce; MpeICTaBIeH CXKaTbli IUIAH-KOHCHEKT, B KOTOPOM OTpa’KE€HBI
BONPOCHl UI1 JHUCKYCCHM; BPEMEHHON periaMeHT OOCYXKIeHHS
000CHOBaH; OTCYTCTBYIOT BO3MOXHbIC BapHaHThl OTBETOB; NPHUBEICH
OJIVH IIPHIMEP U3 MPAKTUKHU

Bribpannas oOyuarommumcs Tema (mpoOiieMa) HEeIOCTaTOYHO aKTyalbHa
B JaHHOM Kypce; NPECTaBICH CONEePKAaTeIbHO KPATKUil IIaH-KOHCIIEKT,
B KOTOPOM OTpPaXXEHbl BONPOCHI Uil JHCKYCCHH; OTCYTCTBYET
BPEMEHHOW pEriaMeHT OOCYXKICHHUS; OTCYTCTBYIOT  BO3MOXKHBIC
BapHaHThl OTBETOB; OTCYTCTBYIOT MPUMEPHI 3 NPAKTHUKH

«HEYIOBJIECTBOPUTEIILHO»

«HC 3a4YTCHO»

Bribpannass oOydatommMcss TeMa (mpoOieMa) HE akTyalbHa Ui
JaHHOTO Kypca; YacTHYHO MPEICTaBICHBI BOIPOCH IUIsl JUCKYCCHU;
OTCYTCTBYET BPEMEHHOH pEerjiaMeHT OOCYXJIEHHs; OTCYTCTBYIOT
BO3MOJKHbBIE BAPUAHTBI OTBETOB; OTCYTCTBYIOT IIPUMEPHI M3 MPAKTUKH

Koncmext

IIIxane1 olileHUBaHUS

Kputepun oneHuBaHus

«OTIIUYIHO»

«XOPOIOo»

«3a4YTCHO»

KoHcnekT 1o Teme BBINOJIHEH B 0003HAYEHHBIH MpenoiaBaTeieM CpPOK.

KoHcriekT BBIMOJNIHEH OOydYaromMMCs MO 3aJaHHOM TeMe B MOJIHOM
o0seMe ¢  CcOOmIOEHHEM  HEOOXOAMMOM  MOCIeI0BaTEIbHOCTH.
OO6yuatomnuiicss paboTall MONHOCTBIO CAMOCTOSITENIFHO; PAaCKPBUI TEMY
MOJIHOCTBHIO U OTBETHJI HAa BCE BOIMPOCHI MPENOAaBATENs 110 KOHKPETHOM
TeMe KoHcrekta. KoHcmekT odopmiieH akkypaTHO, B Hauboiee
ONTHMAJILHOH JUIsl PUKCAMU pe3ynbTaToB opme

KoOHCIIEKT 110 TEME BBINOJIHEH B 0003HAYEHHBIH npenogaBaTeyieM CpoOK.

KoHcriekT BBIIONIHEH OOydYaromMMcs MO 3aJaHHOM TeMe B MOJIHOM
o0beMe ¢ CcOONOEHMEM  HEOOXOOMMOM  ITOCIIEIOBATEIHLHOCTH.
OO6yuqatommiicss paboTa MOJTHOCTHIO CAMOCTOSITEIBHO; PACKPBUI TEMY HE
MOJHOCTBIO W OTBETHJI Ha 4YacTh BONPOCOB TMpeErojaBarens 110
KOHKpPETHOH TeMe KoHcrekTa. KoHcmekT odopmileH akKypaTHO, ¢
HE3HAYHMTEIbHBIMU HCIPaBICHUIMHU




KoHCIIEKT 110 TEME BBINOJIHEH B 0003HAYCHHBIH npenogaBaTeyieM CpoOK.

KoHcrekT BbINONHEH 00y4YalomuMcs N0 3aJlaHHOW TeMe B HE IMOJIHOM
o0BeMe c YaCTUYHBIM co0oaeHIEM HEOOX0ANMOH
IIOCJIEI0BATEIbHOCTH. OO0yuarontuiics paboTtan MOJIHOCTBIO
CaMOCTOSTENIbHO; PacKpbUl TEMy HE MOJHOCTbIO U OTBETUJI Ha YacTh
BONPOCOB IpenojAaBaTeliss 0 KOHKPETHOH Teme koHcHekTa. KoHcmekT
oOpMIICH HE aKKyPaTHO

«YOOBJICTBOPUTCIILHO»

KoHCIiekT 1mo TeMe He BBINOJIHCH B O003HAYEHHBIH MperogaBaTeleM
CPOK.

KoHCHeKT BBINOIHEH 00yyaromumMes He 10 3aJaHHON TeMe B He MOJIHOM
o0beMe 0e3 coOmomeHnss HEOOXOOMMOH  IOCIENOBATEIBLHOCTH.
OO6yuqatonmuiicss paboTan HE CaMOCTOSTENbHO;, HE PAcKphUl TEMYy W HE
OTBETHJI Ha BOIPOCHI MPEIOJaBaTeNs 0 KOHKPETHOH TeMe KOHCIICKTA.
KoHcIekT 0opMIIeH He aKKypaTHO

«HEYIOBJIECTBOPUTEIILHOY «HE 3a4TCHO»

3. TunoBble KOHTPOJIbHbIE 32/IaHUSI UJIH HHBbIE MAaTePHAJIbl, HE00X0IUMbIEe
JJIS1 OIl€HKM 3HAHMA, YMEeHHH, HABBIKOB M (WJIN) ONBITA J1eATeJIbHOCTH

3.1 TunoBble KOHTPOJILHBIE 32/1aHUsI IJIs IPOBeeHHs coDeceJOBAHMS
KoHTposibHBIE  BapuaHTBl 3aJlaHUM  BBUIOKEHBI B DJICKTPOHHOW  HMH(POPMALIMOHHO-
obpazoBarenbHoil cpeae Upl YIIC, noctynHoi oOyyaroniemycs 4yepe3 ero JTUYHbII KaOUHET.
Hwxe npuBeneH oOpasen TUITOBBIX BAPUAHTOB 3aJaHHI [T IPOBEICHUST COOECETOBaHUM.

OO0pa3err THIIOBOTO BaprUaHTa BOIIPOCOB JIJIsl IPOBEACHHS COOCCETIOBAHMS
«Tema 7. O6bexTsl Ub. OcHoBHbIe yrpo3bl Mb. Onucanue o0miei cTpyKTyphbl MOJCUCTEMBI 3aIIUThHI
uHpopmanuu EK ACY®P. BzaumoaeiicTBue CTpyKTypHBIX Iojpa3zenenuit no sonpocam b EK
ACY®P. Undpactpykrypa Ub. 3ammura ceppepoB EK ACY®P. 3amuTa pabo4ynx cTaHIHi
nosb3oBareneit EK ACY®P.y

3.2 TunoBble KOHTPOJILHBIE 3aaHUsI VIS TPOBEAEHHUS TUCKYCCHHU
KouTponbHble BapuaHThl 33JaHUN  BBUIOKEHBI B JJIEKTPOHHOW  MHGOPMAIMOHHO-
obpazoBarenbHoi cpene Upl'VIIC, noctynHoit oOydaroniemMycs uepes ero JUYHbIN KaOMHET.
Huxe npuBenen oOpasell THIOBBIX BApUAHTOB 3aaHUMN IS TPOBECHUS UCKYCCHH.

OO6pa3zer] BOIPOCOB AJIst MPOBEICHHS TUCKYCCHH
«Tema 7. O6bexTsl UBb. OcHoBHBIE yrpo3bl b, Onucanne o0miei cTpyKTypbl MOJCUCTEMBI 3aIIUThI
unpopmannu EK ACY®P. B3aumoaeicTBue cTpyKTypHBIX IoJipa3aenenuit no Bonpocam b EK
ACYO®P. Undpactpykrypa Ub. 3ammura cepsepoB EK ACY®P. 3ammura pabounx craHIui
nosib3oBareneit EK ACY®P.»

OO6pa3elr BOITPOCOB 7151 MPOBEACHUSI TUCKYCCHH
«Tema 8. EK ACY®P: 3amura nuapopMaiiuv Ha CETEBOM YPOBHE. »

O0pa3err BOPOCOB IS POBEACHUS TUCKYCCUU
«Tema 9. [TpyHUIMIIBI TOCTPOCHUS U (PYHKIIMOHUPOBAHUS MEXCETEBBIX SKpaHOB. PuibTpanus
Tpaduka; BeImonHeHUe QyHKIMIA mocpenaudecTBa. Kiaccndukaims MeKCeTeBbIX IKPaHOB.
@OunpTpyronmii MapIIpyTH3aTOp; IUTI03 ceaHcoBoro ypoBHs Mozaenu 0S1/1S0.»

O0pa3er; BOPOCOB JUIsl TPOBEACHUS TUCKYCCUU
«Tema 10. MexceteBoit sxpan Cisco PIX Firewall.»

O06pazer; BOIIPOCOB [T IPOBEICHUS TUCKYCCHU
«Tema 11. O6mas xapakrepuctuka CbJl AC XXT. RACF kak cpeacTBo 10ocTyna K HabopaM JaHHBIX
U pecypcaM CHCTEM.»




OO0pa3zer; BOIIPOCOB AJIs1 IPOBEIEHUS TUCKYCCUU
«Tema 12. RACF xak cpeacTBo f10ocTyna K HabopaM JIaHHBIX U Pecypcam CUCTEM.»

OO6pa3zer] BOIPOCOB AJIst POBEICHHS TUCKYCCHH
«Tema 13. OcHOBHBIE THITBI BPEAOHOCHOTO IIPOrpaMMHOT0 obecrieueHus. Opranu3anus
AHTHUBUPYCHOM 3aILUTHL.»

OO6pa3zer; BOIIPOCOB ISl IPOBEIECHUS TUCKYCCUU
«Tema 14. CpenctBa aHTUBUPYCHOM 3aIIIUTHI. »

3.3 TunoBbIe KOHTPOJILHBIE 32IaHUS VIS HAMUCAHUS KOHCIEKTA
KoHTponbHBIE BapWaHThl 3aJaHUW  BBUIOKEHBI B DIIEKTPOHHOW  HMH(OpMAIMOHHO-
obpaszoBarensHoi cpene Upl YIIC, noctymHo# o0yyaroniemMycs 4epe3 ero JTUYHbINH KaOUHET.
Hwxe npuBeieH o0pasell THIIOBBIX BAPUAHTOB 3a/IaHUH ISl HAITMCAHUST KOHCIICKTOB.

OO6pazel TeM KOHCIIEKTOB
«Tema 7. O6bextel UB. OcHoBHBIe yrpo3sl Ub. Onmcanue o0miel CTpyKTYpbI MOJICUCTEMBI 3alIUTHI
unpopmannu EK ACY®P. BzaumoaelicTBre CTpyKTYpHBIX Toipa3aeneHuii mo Bonpocam b EK
ACY®P. Uudpacrpykrypa Ub. 3ammura ceppepoB EK ACY®P. 3amura pabounx cTaHmuii
nosnb3oBareneit EK ACY®P.»

OO6pasel TeM KOHCIIEKTOB
«Tema 8. EK ACY®P: 3amura nundopmManuu Ha CETEBOM YPOBHE.»

O6pa3zerr TeM KOHCIIEKTOB
«Tema 9. [TpyHIUTIBI TOCTPOCHUS U PYHKITMOHUPOBAHMS MEKCETEBBIX dKpaHOB. DuibTpanus
Tpaduka; BemoaHeHne QyHKINH nocpeaanyecTBa. Kiraccupukamms MeKCeTeBbIX SKPaHOB.
OUIBTPYIONIMIA MapIIPYTH3aTOP; LT3 CeaHCOBOr0 ypoBHs Mozean 0S1/1S0.»

OO0pazel TeM KOHCIIEKTOB
«Tema 10. MexceteBoii sxpan Cisco PIX Firewall.»

OO6pa3zerr TeM KOHCIIEKTOB
«Tema 11. O6mas xapakrepuctuka CbJ[ AC XXT. RACF kak cpeacTBo g0ocTyna K HaOopaM JaHHBIX
U pecypcaM CHCTEM.»

OO6pa3zerr TeM KOHCIIEKTOB
«Tema 12. RACF kak cpeJcTBO 10CcTyna K HabopaM JJaHHBIX U Pecypcam CUCTEM.»

OO0pasell TeM KOHCTIEKTOB
«Tema 13. OCHOBHbIE TUIIBI BPEJOHOCHOTO MPOTrpaMMHOT0 obecrnieduenus. Opranuzanus
AQHTUBHUPYCHOM 3aIIUTBHL.»

OO0pasell TeM KOHCIIEKTOB
«Tema 14. CpenctBa aHTUBUPYCHOM 3aLUTHI. »

3.4 TunoBble KOHTPOJIbHBIC 3aITaHUHA IJISl IPOBCACHUS TCCTUPOBAHUA
(DOH,Z[ TCCTOBBIX 3a,[[aHI/II>'I 0 AUCHUIIIMHE COACPKUT TCCTOBBIC 3aaHWs, paCIIPECACIICHHBIC 110

pasaciiaM u T€MaM, C YKa3aHUEM HUX KOJIMYCCTBA U THUIIA.

CrpykTypa (poHIa TECTOBBIX 3aIaHHI 11O JUCITUTUTHHE

Wuaukatop Konnuectso
JIOCTHKECHUS Tema B cootBeTcTBuH ¢ PITJ] XapakrepucTtuka T3 TECTOBBIX
KOMIIETCHIINU 3aJIaHAM,




tunsl T3
Tema 1-7. O6bexTsl Ub. OcHoBHEIE yrpo3bl Mb. Onncanue 3HaHue 4- OT3
001l CTPYKTYPHI TTOJICUCTEMBI 3auThl HHpopMaruu EK 4-3T3
OIIK-8.1 ACYO®P. B3anmoneiicTBre CTPYKTYpHBIX MTOIpa3IeIeHuil 1Mo Ywmenue 4-0T3
OIIK-8.3 Bonpocam 1Ib EK ACY®P. Uudpactpykrypa Ub. 3ammra HagbIk ¥ (MJ1H) OIIBIT
cepepoB EK ACY®P. 3amuTa paboumnx cTaHITHiA JeTeIbHOCTH/ 4-3T3
noas3oBareneit EK ACYOP.
3HaHHe 4-0T3
2-3T3
OIIK-8.3 ) Ymenue 4-0T3
OIK-11.1 Tema 8. EK ACY®P: 3ammra nHpopManuy Ha CETEBOM ypOBHE. 2373
Hagpik 1 () oneitr | 4 — OT3
esITenbHOCTH/ 2-3T3
Tema 9. [TpuHIMIBI TOCTpOEHUS U HYHKIMOHHUPOBAHUS 3HaHHe 4-0T3
MEXCETEBBIX IKpaHoB. dunbTparys Tpaduka; BHIITOTHEHUE 4-3T3
OIIK-2.1 .
OIK-11.2 ¢yHKUnit mocpeganuectBa. Kiaccnukarms MexceTeBBIX Ymenne 2-3T3
' 3KpaHOB. QWIBTPYIOWUN MapIIPYTU3aTOP; LIUII03 CEAHCOBOTO HaBbIk 1 (1111) ombIT 4-0T3
ypoBHs Mmoxexu 0SI/1S0. esTenbHOCTH/
3HaHUe 4-0T3
1-3T3
835:?131 Tema 10. MexcereBoit 3xpan Cisco PIX Firewall. Ymenne 1-3T3
HaBbIk 1 (MiH) OIIBIT 2_ 0T3
e TenbHOCTH/
3HaHue 2-0T3
OIK-8.1 Tema 11. O6mas xapakrepuctuka CBJl AC XKT. RACF kax Ymenne 2:391,33
CPEACTBO OCTyIa K HabopaM JTaHHBIX U pecypcaM CHCTEM. FlaBbik 1 (w1m) ombIT
2-3T3
e TeNbHOCTH/
3HaHue 2-0T3
4-3T3
Tema 12. RACF kak cpencTBo AoCTymna kK HabopaM JTaHHBIX U YMeHne 2-0T3
OIIK-2.1
pecypcaM CHCTEM. 4 -3T3
Hagbik 1 () oneitr | 2 — OT3
EeATENBHOCTH/ 2—-3T3
3HaHue 2-0T3
2-3T3
OIIK-8.1 Tema 13. OcHOBHBIE TUIIBI BPEAOHOCHOT'O IPOIPAMMHOTO
. Ymenue 2-0T3
OIlK-11.1 obecnieuerns. OpraHu3aiis aHTUBHPYCHOM 3aIlIUTHL.
HaBeIx 1 (Wi1H) OIIBIT
2-3T3
EATENBHOCTH/
3HaHue 2-3T3
Ymenne 2-0T3
OIIK-8.1 2_13T3
OIIK-8.3 Tema 14. CpencrBa aHTUBHPYCHOM 3aIIMTHI. HaBbIk 1 (r1n)
OIlK-11.2 2-013
OIIBIT 4
-3T3
EeATEILHOCTH/
" 50-0T3
rore 50-3T3

[Tomapii komruiekT OT3 XpaHUTCS B SIMEKTPOHHON MH(HOPMAITMOHHO-00pa30BaTEILHON cpesie
HpIl'VIIC u oOyvaromuiics ©MEET BOZMOKHOCTh O3HAKOMUTHLCS C IEMOHCTPAIIMOHHBIM BapHAHTOM
OT3.

Hwxe npuBenen oOpaselr TUIIOBOTO BapHaHTa UTOTOBOTO TECTa, MPEIyCMOTPEHHOTO paboueit
IIPOrpamMMON THCIMILIVHEI.

OO6pasel TUTIOBOTO BapuaHTa UTOTOBOTO TECTA,
MPEAYCMOTPEHHOTO paboyveil MPOTpaMMOi JUCITUTITHHBI

1. I'naBHbie nemm ACY XKT:

A. CoBepuieHCTBOBaHHE KauecTBa yIIPpaBJIeHUsA padoToil 0Tpacjy u, peskae BCero,
ee IKCIIYaTAllHOHHOM AeATeJIbHOCTBIO, ONITHMHU3AIUs BCeX BU0B IVIAHUPOBAHUA U
0IepaTHUBHOI'0 PYKOBOACTBA pad0TOil NPOM3BOICTBEHHBIX 3BEHbEB;




b. Hannquee HCITOJIb30BAHUC aBTOMATU3UPOBAHHBIX CUCTCM;
B. [ToBbImIeHUE TPOU3BOAUTEITHHOCTH PAOOTHI.

2. OcHoBneble Buabl ACY, npumensiemblie Ha KT

A. AC OTPAH — aBTOMATHU3MPOBAHHAS CHCTEMA IIEHTPAJIU30BAHHOM MOATOTOBKH U
oopMIIeHUSI TIEPEBO30YHBIX IOKYMEHTOB;

b. 1C byxranrepus;
B. 1C 3apmiara u ynpapjiieHuE 1epcoHaIoM.

3. HaumeHnoBanme qOKyMeHTa, Olpeesioiee TpeOOBaHUs KOPIIOPATUBHOMN MOJTUTHKHI
uHpopmarmonHoit 6e3onacuoctu - FOCT P HCO/MIK 27001-2006.
4. CocraB xkomIuiekca nHpopmannoHHbix TexHosoruii B OAO PXK/]

A. YrpapneHue nepeBo30YHbIM IIPOLIECCOM;
b. YnpasiieHue nHQpacTpyKTypoOii 2Kej1e3HOAOPOKHOT0 TPAHCIIOPTA;
B. YnpaBnenue MapkeTHHIOM, SJKOHOMUKOHN U (pUHAHCAMHU.

5. bazoBbie Mmexanun3Mmel obecriedenust 6ezonacHoct: ACY «Jkcmnpecc-3»

A. Unentudukanus v ayTeHTUPHUKAIHS T0JIH30BaTEICH U B3aUMOICHCTBYIOIINX
00BEKTOB;

b. Yrpasnenue 1ocTynom, HOHUMAeMOe Kak H30UpaTeIbHOE pa3pelicHue in
OTKJIOHEHUE 3alPOCOB aBTOPU30BAHHBIX MOJIb30BaTeNeH (0OBEKTOB) HA JJOCTYI K
pecypcam;

B. KOH(I)I/I)ICHI_II/IaHBHOCTB JAaHHBIX, TAapaHTUPYIOIIAA UX PACKPLITUC TOJBKO TEMHU JIFOAbBMHA
(O6’beKTaMI/I), KOTOPLIM OHU IPECAHA3HAYCHBI.

I'. Bce BapuaHTBI NpaBUJIbHbIEC

6. Kpunrrorpaduueckne o3 (VPN) HazHaueHHe:

A. O0ecneyeHne 3aIMUTHI OT BTOP:KEHHUsI CO CTOPOHBI ceTel Nmepeayu JaHHbIX
(MuTepHeT), 00ecneyeHnsi KOHPUICHINATBHOCTH NIPH Nepeaade HHPOPMALHH 110
OTKPBITHIM KaHaJaM cBsi3M (VPN), a Tak:ke opranusanuu 0e30nacHoOro 10cTyna
N0JIb30BaTeJIeH K pecypcam ceTel 0011ero noJjib30BaHHA;

b. Obecneuenue ayreHTHPHUKAINH;
B. Hactpoiiku mapamerpoB 6€30mMacHOCTH ONEPAIIMOHHONW CHCTEMBI.

7. OcHOBHBIE (PYHKIIUN KPUIITOILIIO30B:

A. ObecnieyeHre KOH(PUIECHIIHAJIBHOCTH M EJIOCTHOCTH TAHHBIX;
b. ®yHKINM MEKCETEBBIX IKPAHOB;
B. [IpoBepka moaJINHHOCTH

8. Kontpouns noctyna B cetb Network Access Control — NAC- ocHOBHbIE (DyHKIMH:



A. I'myOoxuit ananu3 Tpaduka, BeISBICHHS U IPEAOTBPALICHUS aTaK U (PaKTOB
HECaHKI[MOHUPOBAHHOU WM 3aIIPEIEHHON aKTUBHOCTH;

b. Cucrema KOHTPOJISI OCTYNA B Ce€Th, 00eCNIeYNBAIONIAS HEHTPAJN30BAHHOE
ylpapjieHHe NOJUTUKAMYI HIeHTH(PUKAIUN N10J1b30BaTe/Ie U YCTPOMCTB,
nojutTukamu ux gocryna k KUC;

B. Pasrpannuenue gocrymna.

9. Kakue u3 nepedrcieHHbIX NPUKIAIHbIX cucTeM umerorcs B ['BII?

A. ABTOMaTH3MPOBaHHBII 0AHK JAHHBIX NAPKA I'PY30BbLIX BATOHOB;

B. ba3za nanubix nH(OpMAIMOHHO-aHATUTUYECKON HH(pOpMaIuy;

C. KopnopaTruBHoe nHGopMaLHOHHOE XPAHUWIHIIIE;

D. ABromaTu3upOBaHHBIM 0aHK JAHHBIX CIIPABOYHON MH(OPMALIUU I'PY30BbIX BArOHOB.

10. Ha kakue 1Ba ypoBHs IUTAaHUPOBAHHUS MOApa3ieNnseTcsa opranu3anus ynpasienus Ub
OAO "PXK/"? Jemaprament 6e3onacuoctu PK/ u punans PAKJ]

11. PykoBosmuii JOKYMEHT I10 pean3aIii 005S3aTSIIbHBIX MEPOIIPHUATHIA ITPH MPOBEICHUN
pabot no 3anute undopmanuu B ACY - Ilpukaz ®CTIK Pocenu N 31.

12. TpeGoBaHus K IPOBEACHHIO paboT 1o 3amuTte nHpopmaiuu B ACY

A. ®opMupoBaHue TpeOOBaHMH K 3aliMTe HH(POPMAIUM B ABTOMATHU3HPOBAHHOM
cHCTeMe YIPaBJIeHUs] IPOU3BOJACTBEHHBIMHU H TEXHOJIOTHYECKHMMHU NPOLECCAMM
pa3padoTKa CHCTeMbI 3AIIUThl ABTOMATU3HPOBAHHOM CHCTEMBbI YIIPaBJICHUS;
BHEJPEHHE CHCTEMBbI 3allMThl ABTOMATU3HPOBAHHON CHCTEMbI YIIPABJICHHUS;

b. Atrecranys aBTOMAaTU3UPOBAHHOW CHUCTEMBI;
B. JIunensupoBanue.

13. PykoBozsmuii JOKyMeHT AJis MoenupoBanus yrpo3 b — «MeToauka oneHKH yrpo3
o0e3onacnoctu unpopmanun» YreepxaeH ®CTIK Poccun S peBpans 2021.

14. Tlenbro onpeneneHus: yrpo3 6€30macHOCTH HHPOPMALIUU SBISIETCS YCTAHOBJIEHUE TOTO,
CyHIeCTBYeT JIH BO3MOKHOCTb HAPYIICHUSI KOHPUACHINATbHOCTH, IEJIOCTHOCTH HJIH
AOCTYIMHOCTH HH(OPMALMH, COJepKaLIEeNCca B HH(POPMALIMOHHOH CUCTEMe.

15. PykoBonsumii nokyment PXK/[ o0 opranuzanuu paboT o o0ecreueHuo 3aiuThl
nH(pOpMallMi B aBTOMATU3HPOBAaHHBIX cUCTEMax yrpasiieHus - Pacnopsixenue N 543p.

16. Kak HazbiBaeTcst HopmatuBHbIi 1oKyMeHT B OAQO "PXX/1", koTopblit sBIsIETCS
JETATN3UPOBAHHBIM ONMCAHUEM ILIAr0B 110 BBIOJIHEHUIO HEKOTOPOH 1EATENBHOCTH WU
COCTABJISIIONIEH HEKOTOPOU JAeATEIHLHOCTH (TO €CTh, OMMCAHNE TOTO, Kak jaenaTth)? MeToanka

17. Kak nazbiBaetcst HopMatuBHbIi JokyMeHT B OAO "PXK/[", koTopsblit sBisieTcs
IPEIIMCAHUEM I10 BHIIIOJIHEHUIO KOHKPETHON MTOCIEA0BATENbHOCTH AEHCTBUM (ITAIOB, I11aroB) B
npoliecce BHITOTHEHUS HEKOTOPOH JiesiTeIbHOCTH 1o yrpasieHuto Mb (To ects, onucanue Toro,

KOMY, YTO, KOTJIa ¥ B KaKOH TOCIE0BATEIIFHOCTA HEOOX0uMO nieiaTh)? PeriiamenT



18. Kak Ha3bIBaeTcs KoJulernainbHbli coBemarenbubiii opran OAO "PX/" no ynpaienuto

uHpopManoHHOM 6e3omnacHocThio? Komurer mo Ub

3.5 llepeyenb TeopeTHYECKHX BOMPOCOB K 3a4eTy
(1 O1IeHKH 3HAHU)
Paznmen 1. YmpaBneHue OesTEIbHOCTHIO NPEANPHATHS; KiIacCH(PUKaIMs aBTOMATH3UPOBAHHBIX
cucreM (AC). Opranmn3anuonHas u GyaknuonaasHas yactu ACY XKT
1. OcHoBubie HanpaBieHus pazsutus ACY na X T
. Cxema aBTOMaTu3MpoBaHHOMU cucTeMbl yrpasieHus XAT
. OcnoBublie Bubl ACY npumensiemsie Ha KT
. OcHOBHBIE HaNPaBJIEHUS IPUMEHEHUS CIIyTHUKOBBIX TexXHOosorui Ha KT
. CxeMa MHOTOYPOBHEBOM CHCTEMbI 0€30M1aCHOCTH
. 3amaun OAO PX/I B oGmacTi BHEPEHUS CITyTHUKOBBIX TEXHOJIOTUH
. OcHoBHBIE (YHKIIUU UHTEJUIEKTYAIBHOTO KeJIe3HOJOPOKHOTO TPAHCIIOPTa
. HazHaueHne TEXHHUYECKUX CPEJCTB PEryIMpOBaHUS M OOecredeHus: 0e30MacHOCTH JBMKCHUS
M0€3/10B
9. Kimaccuguxarusi cucTeM HHTEPBAILHOTO PETYITHPOBAHUS ABMKEHHSI TOE3/10B
10. Cxema cucreMsbl yrpaBlIeHUs] MapLIPyTaMU
11. IIpuHUMIIBI TOCTPOEHHS MHOTIOYPOBHEBOM CHCTEMbI YIPABICHMS ABM)KEHHEM I10€3[10B U
obecrnieueHre ux 0€30MacHOCTH
12. Ha3znaueHue Tpex ypoBHel cTpykTypsl cuctemsl ABTI-M
13. Haznauenue u ¢pynkiun APM nexypnoro no craniuu (APM-/ICIT-AB)
14. KomruiekcHOE IOKOMOTUBHOE ycTpoiicTBO Oe3omacHocTr (KJIYB-Y) HazHaueHnue
15. HaumeHoBaHHE OCHOBHBIX OJIOKOB KOMIUIEKCHOTO JJOKOMOTHBHOTO YCTPOHCTBA 0€30MacHOCTH
(KIIYB-Y)
16. Cxema mporpeccUBHOI CUCTEMbI HHTEPBAIILHOTO PETYJIMPOBAHUS ABHKECHUEM MTOE3/10B
17. Haznauenue nHpopManmoHHbix Texnonoruii B ACY XIAT
18. ITpuknagHble cUCTEMbI M KOMIUIEKCHI 3a71a4 [ 1aBHOTO BhrurciuTenbHoro nentpa OAO «PXI»
19. ABToMaru3upoBaHHas cHUCTE€Ma YIpaBieHMs] maccaxupckumu mnepeBoskamu (ACVYIIII)
«DKcnpeccy KpaTkas XapakTepUCTHKa
Paznmen 2. KoHmenTtyanbHBIE acreKThl 3alIMThl WHQOpManuu U obecriedyeHus HH()OPMAITMOHHON
6e3omacHocTH B ceTsx KT
1. Kparkoe onucanue komruiekca 3anuThl uHGpopmaiuu ACY «Ikcrpecc-3»
2. Kpunrorpaduueckue nutto3sl (VPN) onucanue, Ha3HaueHue, pyHKINUN
3. AyrenTudukanus — onpereieHue, coctaB, G yHKIUU KOPIIOPATUBHOMN cHCTEMBI ayTeHTU(DUKAIIH
4. Koutpons noctyna B cetb (Network Access Control — NAC- cocta, ocHOBHbIE (PYHKIIUU
5. 3amuTa u KoHTposIb web-Tpaduka (Web Security)- cocras, GpyHKIUU
6. CeteBble cucteMsl npenoTspaineHus Bropxxenuii (Network IPS)- cocras, pynkunn
7. ABTOMaTu3MpoOBaHHas cuUcTeMa ympaBieHus rpy3oBbiMH mepeBo3kamu (ACVYITI) kpartkas
XapaKTepUCTHKA
8. OcHoBHbIe PpyHKIIMH, peann3zoBaHHbIe B cucteme ACOVII 2
9. CnocoOsr 3anuthl nHpopmaru B ACOVII 2
10. ABromaru3npoBaHHas cucrema ynpasieHus TAroBeiMu pecypcamu JIMCTIIC Ha3HaueHwue,
00BEKTHI YIPaBJICHHUS
11. ABTomMaTH3uMpOBaHHas cHUCTeMa YIpaBieHUs KoHTelHepHbiMU mnepeBo3kamu (JUCKOH)
Ha3zHaueHue, QYHKINUU, OObEKThI YIIpaBICHUSI
12. IlepeyeHb oO0s3aTeIbHBIX MEPONPUATUN MPU MPOBENECHUU PadOT MO 3almuTe MHPOpMALUU B
ACY
13. TpeGoBanus kK mpoBeneHUIO padoT 1o 3amurte napopmanuu B ACY
14. YpoBHU 0€30MacHOCTH aBTOMAaTU3UPOBAHHON CHCTEMBI
15. TpeboBanue k Mmojenu yrpo3 6e3omacHoctu B ACY
16. 3amuTa aBTOMaTU3UPOBAHHON CUCTEMBI YIIPABJIEHUS IIPU IPOEKTUPOBAHUU

01N N AW



17. TpeGoBaHus K pa3pabOTKE CUCTEMBI 3aIIUTHl ABTOMATH3UPOBAHHON CHCTEMBI YIIPABJICHHS

18. BHeapeHue cucTeMbl 3alIMTHl aBTOMATU3MPOBAHHOW CHUCTEMBI YIIPABIEHHUS WU BBOJ €€ B
JNICUCTBHUE

19. Hactpoiika napameTpoB IpOrpaMMUPOBaHUsl CUCTEMBbI

20. TpeboBaHus K OpraHU3alMOHHO-PACIIOPATUTEIBHBIM TOKYMEHTaM

21. TpebGoBanus pu BHEAPEHUU MEP 3aLUTH HH()OPMAIHH

22. IlpenBaputenbHble UCIIBITAHUS CUCTEMBI 3AIIUThHI

23. Ananu3 ys3BUMOCTE aBTOMaTU3UPOBAHHON CUCTEMBI

24. IlpreMoYHbIC UCTIBITAHUS CUCTEMBI

25. OOecnedeHue 3amMThl UHPOpPMAMM B XOJ€ JKCIUTyaTallUd aBTOMATHU3HPOBAHHOM CHUCTEMBI
yIpaBiIeHUS

26. Obecnieuenue 3auUThl MHGOPMALIMK TPU BBIBOJE W3 JKCIUIyaTallud aBTOMAaTH3WPOBAHHOMN
CUCTEMBI yIIPaBJICHUS

27. TpeboBaHus K MepaMm 3allUThl HH(POPMALIMK B aBTOMAaTU3UPOBAHHOM CHCTEME YIIPaBIICHUS

3.6 ITepeyeHb THMOBBIX MPOCTHIX MPAKTHYECKUX 3aaHUI K 3a4eTy
(7St OLIEHKH YMEHMUIA)

1. TTokazaTh cxeMy NPOrpecCUBHON CUCTEMBbl HHTEPBAJILHOI'O PETYIUPOBAHUS JABUKECHUEM T10€3/10B
2. Haznauenne nHpopmannoHHbix TexHonorud B ACY XIAT

3. IlpuknanHele cucTeMbl U KOMIUIEKCHI 3a/1a4 [ 1aBHOTrO BeIyMcauTeabHoro neutpa OAO «PXK/»
4. ABTOMaTM3MpOBaHHAs CHUCTEMa yIpaBieHus naccaxupckumu mnepeBozkamu (ACVYIIII)
«QKcnpeccy» KpaTkas XapaKTepuCTHKa

5. 3amuTa 1 KOHTpOJb web-Tpaduka (Web Security

6. CereBble cucteMsl npenoTspaiieHus Bropxxenuii (Network IPS)- cocras, pynkuun
7.ABTOMAaTU3UpOBAaHHAs CHUCTEMa YymOpasiieHus TIpy3oBbiMu mepeBo3kamu (ACVYITI) kparkas
XapaKkTepUCTHKA

8. OcHoBHbIe QyHKIIUU, peasin3oBaHHbIe B cucteme ACOVII 2

9. CnocoOsl 3anuthl nHpopMmaru B ACOVII 2

10. ABromarusupoBaHHas cuctema ymnpasieHus TiIroBeiMu pecypcamu JIUCTIIC nHa3HaueHwue,
00BEKTHI YIPaBICHUS

11. ABTomarm3upoBaHHasi CHCTeMa yIpaBlieHus KoHTelWHepHbiMU mnepeBo3kamu (IAMCKOH)
Ha3zHaueHue, QYHKIHUU, OObEKThI YIIpaBICHUS

12. Ilepeyenb 00s3aTeIbHBIX MEPONPUATUN IPU MPOBENEHUU PAOOT MO 3auuTe MHPOpPMAlMU B

ACY - nepeunciuTb
?

3.7 IlepevyeHb THMOBBLIX MPAKTHYECKHUX 3aJaHUI K 3a4eTy
(17151 OLIEHKH HABBIKOB U (MJIM) OTIBITA JIEATEIHHOCTH )

. HazoBuTe ocHOBHBIE TpeOOBaHUS K MPOBEACHHIO padoT 1o 3auure nHGpopmaruu B ACY

. YpoBHHU 0€30MMacHOCTH aBTOMaTHU3UPOBAHHOM CHCTEMBI- IEPKEUNUCITUTD

. TpeboBanue k Mosienu yrpo3 6e3onacHoctu B ACY

. 3amuTa aBTOMaTU3UPOBAHHON CUCTEMBI YIIPABIICHUS MTPU MPOESKTUPOBAHUH

. TpeboBaHus Kk pa3paboTKe CUCTEMBI 3aIlIUThl AaBTOMAaTU3UPOBAHHON CUCTEMBbI YIIPaBICHUS

. BHepeHue cuctembl 3alIUThl aBTOMATU3HUPOBAHHOW CUCTEMBI YIIPaBJICHUS U BBOJ €€ B JeiCTBHE
. HacTtpoiika napamMeTpoB NporpaMMHUpOBaHMsI CHCTEMBI

. TpeGoBaHMs K OpraHU3allMOHHO-PACTIOPSAUTEIBHBIM JOKYMEHTAM

. TpeboBaHus IpH BHEAPEHUH MEP 3alUTHI HHPOPMALIUU

10. IIpeaBapuTenbHBIC UCIIBITAHUS CHCTEMBI 3AIIUATHI

11. Ananu3 ys3BUMOCTEH aBTOMaTHU3UPOBAHHOM CUCTEMBI

12. IlpreMOYHbBIE UCITBITAHUS CHCTEMBI

13. OOGecneuenue 3amuThl MHGOPMAIMK B XOJ€ IKCIUTyaTallMH AaBTOMAaTH3UPOBAHHOH CHUCTEMBI
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yIpaBJIEHUS

14. OGecrieuenue 3ammThl MHGOOPMAIMKM TPH BBIBOJE U3 OSKCIUTyaTallid aBTOMATH3HPOBAHHOM
CHCTEMBI yIIpaBJICHUS

15. TpeOGoBanus K MepaM 3amUThHl UHGOPMAIMKA B aBTOMATH3UPOBAHHON CHCTEME YIpaBJICHUS —
HNEPKEYHCIIUTD.

4. MeTtoanueckne MaTepuaJibl, ONpeaessiionue Nnpoueaypy oneHnBaHusi
3HAHUH, YMEeHHUI1, HABBIKOB U (MJIH) ONBITA JAeSATEIbHOCTH

B rtabmuue mpuBENEHBI OMMCAHUS MOPOIEAYpP NPOBEAEHUS KOHTPOJIHHO-OIIEHOUYHBIX
MEpONPUATHNA U MPOLEAYP OLIEHUBAHUS PE3YJIbTaTOB 00YYEHHUS C MOMOILBIO OLIEHOYHBIX CPE/CTB B
COOTBETCTBUU C paboyell MporpaMMoi AUCHUIIINHBIL.

HanmenoBanue
OLEHOUHOrO OmnwucaHus MPOIEeAYPH TPOBEACHUI KOHTPOIHHO-O0IIEHOYHOTO MEPOTIPHATHS U PO Ty PHI
OIICHUBAHMSA PE3YJIbTATOB O0yUCHHUS
cpencTaa

CobecenoBanue, MPeIyCMOTPEHHOE pabodell MPOrpaMMON IMCIUIUIMHBI, MPOBOJUTCS Ha
NPaKTHYECKOM 3aHATHH. lIperojaBarellb Ha MPAKTHYECKOM B3aHATHH, MPEIIICCTBYIOMEM
Cobecenosanre 3aHSTHIO MTPOBEACHUA KOHTPOJIS, TOBOINT JIO OOYJAIOIIMXCS TEMY, BONPOCHI IS MOATOTOBKH
K cobeceoBaHnI0. Pe3ynbTaThl cOOECETOBaHMsA MPENOMABATENb JOBOJUT 0 OOYJAFOIIHXCS
cpasy Ioclie 3aBepIIeHus coOeCceT0BAHNS

Juckyccuu npoBOIATCS. BO BpeMs pakTUdecKux 3aHaTull. [IpenonasBarens Ha NpaKTUYECKOM
Huckyccust 3aHATHH, MPEANIECTBYIOMEM 3aHATHIO MPOBEICHUS ANUCKYCCHH, JOBOAUT MO OOYYarOIIMXCS
TeMY AMCKYCCHHU, KOTHYECTBO 3aaHUH

3amura KOHCIEKTOB, IPEAyCMOTPEHHBIX padoueil mporpaMMoi TUCIUIUIMHEL, IPOBOJUTCS BO
BpeMsl  IpakTHYecKUX  3aHATui. IIpenonmaBarens  Ha  NPAaKTUYECKOM  3aHITHH,
NPE/ANIECTBYIOIEM 3aHITHUIO IPOBEICHUS KOHTPOJSA, JOBOAMUT 1O OOYYAIOIIUXCS: TeMy
KOHCIIEKTOB U TpeOOBaHNUS, MPEABSIBIISICMbIE K X BBIITOJHEHUIO U 3aIIHUTE

Koncmnekr

I[JI?I opraHusalvi M IMIPOBCACHHA HpOMG)Ky’l'OLIHOf/i arrecrallnu COCTaBJIAIOTCA THIIOBBIC
KOHTPOJIbHBIE 3a/IaHUSl WJIM HMHbIE MaTepuaibl, HeOOXOIMMbIE Uil OLIEHKH 3HAHUH, YMEHMH,
HAaBBIKOB U (WJIM) ONBITA JIEATEIBHOCTH, XapaKTEPU3YIOIIUX ATanbl (POPMUPOBAHUS KOMIIETEHIINH B
npoliecce OCBOCHUsI 00pa30BaTeIbHON MPOTrPAMMBI.

HepequL TCOPCTUYCCKHUX BOIPOCOB MW THUIIOBLIC IMPAKTUYCCKUE 3aJJaHUA PA3HOTO YPOBHMA
CJIO)KHOCTU JJIi TPOBEJEHHs] NMPOMEXYTOUHOH arTecTaliuu oOydarolluecs IMOJyyaroT B Hayale
ceMecTpa 4epe3 JJIEKTPOHHYI0 HH(OpMaloHHO-00pa3zoBarenbHyo cpeny Hpl'YIIC (nmuunbiii
KaOWHET 00yJaronierocs).

Onucanue npoieayp NpoBeeHusi MPOMEKYTOUHOI aTTecTauuu B (hopMe 3a4eTa
U OlleHUBaHNS Pe3yJbTATOB 00yYeHHS
[Ipu mpoBeneHWH TPOMEXKYTOUHOW aTTecTallud B (opMe 3ayeTa MpernojaBaTellb MOKET
BOCIIOJIb30BaThCSI pE3yabTaTaMH TEKYIIETO KOHTPOJIS yCIIEBAEMOCTH B TeueHne cemectpa. C 1enbpro
WCIIONIb30BaHUsl PE3yJIbTATOB TEKYIIETO KOHTPOJS YCIEBAEMOCTH, MPEMoAaBaTelb MOJCYUTHIBAET
CPEIHIOI0 OIICHKY YPOBHS C(POPMUPOBAHHOCTH KOMIETEHIIMN oOydaromerocsi (CymMma OIICHOK,
MOJTYYEHHBIX 00YUYAIONIUMCS, IETUTCS HA YHUCIIO OIICHOK).

IIIxaja 1 KpUTEPUHN OLICHUBAHNS YPOBHS C(pOPMHUPOBAHHOCTH KOMIIETEHIIMI B pe3yJbTare
U3y4YeHHsl IUCUMILIMHBI IPH POBEeHUHU MPOMEKYTOUYHOM aTTecTaluu
B (popMe 3a4eTa MO pe3yJIbTATAM TEKYIIero KOHTPOJIA
(0e3 1OMOJIHUTEIBHOI0 ATTECTAIIHOHHOI0 UCTIBITAHNS)

CpenHss OIleHKa YPOBHA
chopMHUPOBAaHHOCTH KOMIIETCHITUI [IIxana ouleHMBaHUA
10 pe3yJIbTaTaM TEKYIIEro KOHTPOJIs

Onenka He Menee 3,0 W HET HH  OJHOH

9 «3a4TEHO»
HEY/I0BJIETBOPHUTEIILHOMN OIIEHKH I10 TEKYIIEMY KOHTPOJIO

Onenka wmeHee 3,0 wium modydeHa XOTsA OBl oaHA
HEYJIOBJICTBOPUTEINIbHAS OIICHKA MO TEKYIIEMY KOHTPOITIO

«HEC 3a4YTCHO»




Ecnu omenka ypoBHs C(HOPMHUPOBAHHOCTH KOMIIETEHIIMN OOYYaromierocsi He COOTBETCTBYET
KPUTEPHSIM TIOJNYYCHHUs 3adeta 0e3 JIOTOJIHUTEIBHOTO aTTECTAIIMOHHOTO HWCIBITAHHS, TO
MPOMEKYTOUHAsI aTTECTAIMs MPOBOIUTCS B (opMe coOeceOBaHUS MO MEPEYHIO TCOPETHUECKUX
BOIPOCOB M THUIOBBIX MPAKTHYECKUX 33]a4 WK B OPME KOMITBIOTEPHOTO TECTHPOBAHHUSI.

[TpomexyrouHas arrectamusi B opMe 3a4eTa ¢ MPOBEICHUEM aTTECTAlMOHHOTO MCIBITAHUS
MPOXOJIUT HA TIOCJICTHEM 3aHATUH 10 TUCIIHILIHHE.

[Ipu mpoBeneHMM NPOMEXKYTOUHOH arTecTandd B (OpPME KOMITBIOTEPHOTO TECTUPOBAHHS
BapHaHT TECTOBOTO 3agaHus Qopmupyercs u3 (OHOA TECTOBBIX 3aJaHUl 1O JUCHUIUIMHE
ClIy4aifHbIM 00pa3om, HO ¢ ycioBueM: 50 % 3amaHuii TOMKHBI ObITh 33JaHUSIMH OTKPBITOTO TUIIA U
50 % 3amaHuii — 3aKPBHITOTO THUIIA.



